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ISO/IEC JTC 1/SC 27 N17XXX
WG 1 Recommendations

54" WG 1 Plenary Meeting in Hamilton, New Zealand,

2017-04-22
WG 1 Recommendations
Recommendation 1: Future Meeting Schedule
ISO/IEC JTC 1/SC 27/WG 1 agrees to the following meeting dates.
A
From Until Place Reference

2017-10-30 2017-11-03 Berlin, Germany SC27N17130
2018-04-16 2018-04-20 Wuhan, China

2018-10-01 2018-10-05 Oslo, Norway

Recommendation 2: Future Webex Meetin

ISO/IEC JTC 1/SC 27 approves the scheduling o eeting to further study period

project development.

Project From Until Project

Study Period 2017-08 erminology Working Group (TWG)

@@

Webkex Agenda

i cts the rapporteurs of the Study Period on WG 1 Terminology Working

Group (TWG) to cré bex Meeting Agenda by 2017-05-08.

@@

Recommendation 4: Call for Webex Participation

ISO/IEC JTC 1/SC 27/WG 1 instructs the WG 1 Convenor to issue a call for participation for the future
Webex meeting on WG 1 Terminology Working Group (TWG) in alignment with the issuing of the
Webex Meeting Agenda.

@@
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Recommendation 5: Meeting Reports and Other Documents

ISO/IEC JTC 1/SC 27/WG 1 instructs each of its rapporteurs to create the following documents in
accordance with the instructions received at the working group meetings and to send these

documents to SC 27 WG 1 Vice-Convenor by the dates given below.

Documents
Doc. Project Title
due by
WG1 N912 Study Period  Meeting Report — Defect report 2017-05-08
27000:2016
WG1 N913 Study Period  Meeting Report — Defect 2017-05-08
27001:2013
WG1 N930 Study Period  Meeting Report — 2017-05-08
27009:2016
WG1 N914 Study Period ation for the 2017-05-08
revision o
WG1 N915 Study Period  Meeting Relp tion for the  2017-05-08
revision of 1SQ
WG1 N916 Study Period — Design specification for the  2017-05-08
.1054 | ISO/IEC 27014:2011
WG1 N917 Use case examples for the 2017-05-08
WG1 N918 2017-05-08
WG1 NGO Relationship of ISO/IEC  2017-05-08
standards to Cybersecurity Frameworks and/or
Cybersecurity Programmes
WG1 N921 Meeting Report — Design Specification for  2017-05-08
Guidelines on Cyber Resilience
WG1 N921 Sfudy Period  Meeting Report — Cybersecurity 2017-05-08
WG1 N922 Study Period  Meeting Report — Revision of Annex SL 2017-05-08
WG1 N924 Study Period  Meeting Report — Use of ISO/IEC 27001 family = 2017-05-08
of standards in Governmental / Regulatory
requirements
WG1 N925 WG1SD7 Text for WG 1 SD 7 — Use of ISO/IEC 27001  2017-05-08
family of standards in Governmental /
Regulatory requirements
WG1 N926 WG1SD 38 Text for WG 1 SD 8 — Use case examples for the  2017-05-08
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. . Documents
Doc. Project Title

due by

application of ISO/IEC 27009

WG1 N927 WG 1SD27103 Text for WG 1 SD27103 — Cybersecurity and ISO  2017-05-08
and IEC Standards

WG1 N923 TWG Meeting Report — WG 1 Terminology Working  2017-05-08
Group (TWG)

WG1 N970 TWG Webex Meeting Report on WG 1 Ter,
Working Group (TWG) including a
the WG1 SWG-1 Workshop

2017-09-14

@@
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Recommendation 6: Documents for Information

ISO/IEC JTC 1/SC 27/WG 1 requests that the WG1 Vice-Convenor circulate the following documents to

experts for information:

Doc No. Project Title
WG1 N912 Study Period  Meeting Report — Defect report o
WG1 N913 Study Period  Meeting Report — Defect rep,

WG1 N9@@ Study Period  Meeting Report — Defe

WG1 N914 Study Period  Meeting Report —
27002:2013

WG1 N915 Study Period  Meeting

WG1 N916 Study Period  Meeting Rep

WG1 N917

WG1 N918 — Risk Handling Library

WG1 N920 geting Report — Relationship of ISO/IEC standards to

fcurity Frameworks and/or Cybersecurity Programmes

WG1 Eeting Report — Design Specification for Guidelines on Cyber

Resilience

WG1 N921 Meeting Report — Cybersecurity

WG1 N922 Meeting Report — Revision of Annex SL

WG1 N924 Study Period  Meeting Report — Use of ISO/IEC 27001 family of standards in
Governmental / Regulatory requirements

WG1 N925 WG1SD7 Text for WG 1 SD 7 — Use of ISO/IEC 27001 family of standards in
Governmental / Regulatory requirements

WG1 N926 WG1SD 38 Text for WG 1 SD 8 — Use case examples for the application of

ISO/IEC 27009

WG1 N927 WG 1SD27103 Text for WG 1 SD27103 — Cybersecurity and I1SO and IEC
Standards

WG1 N923 Study Period  Meeting Report — WG 1 Terminology Working Group (TWG)
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Doc No. Project Title

WG1 N970 TWG Webex Meeting Report on WG 1 Terminology Working Group
(TWG) including an Agenda for the WG1 SWG-1 Workshop

@@
Recommendation 7: Extension of Study Periods
ISO/IEC JTC 1/SC 27/WG 1 agrees to extend the following Study Periods:
Title Time Period Terms of
Reference
<
Design specification for the revision of ISO/IEC 27005:2011 6 Months G1 N931
Design specification for the revision of ISO/IEC 27002:2¢13 onths WG1 N932
Risk Handling Library 6 Months WG1 N933
@@

Recommendation 8: Revision of W€ rms of Reference

ISO/IEC JTC 1/SC 27/WG evise the terms of reference for the following

Study Periods by 2017-05-08%

Project Title Doc No.

Study Perj Design speci ion for’e revision of ISO/IEC 27005:2011 WG1 N931

Study Perio on for the revision of ISO/IEC 27002:2013 WG1 N932
Study Period I i ibrary WG1 N933
Study Period WG1 N948

@@
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Recommendation 9: Cancellation of Study Periods

ISO/IEC JTC 1/SC 27/WG 1 agrees to cancel the following Study Periods:

Project

Title

Justification

Study Period Design specification for the revision of ITU-T [X.1054 | WG1 N916
27014:2011
Study Period Use case examples for the application of ISO/IEC 27009 WG1 N917

Study Period

and/or Cybersecurity Programmes

Study Period

Study Period

Design Specification for Guidelines on Cy

Use of ISO/IEC 27001 family of standard
Regulatory requirements

Governmental /

WG1 N920

WG1 N921

WG1 N924

@@
Name Project Title Role
V4 . . .
7 Use of ISO/IEC 27001 family of standards in Co-Editor
Governmental / Regulatory requirements
Angelika Eksteen SD 8 Use case examples for the application of Co-Editor
Fuki Azetsu ISO/IEC 27009
Laura Lindsay G 1SD27103 Relationship of ISO/IEC standards to Co-Editor
Cybersecurity Frameworks and/or

Bridget Kenyon

Cybersecurity Programmes

Fredrik Blix Study Period  Cybersecurity Co-Rapporteur

Adrian Davis 1.27.126 Guidelines for cyber insurance Editor

Miho Naganuma (27102) Co-Editor
@@
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Recommendation 11: Minor Revision of ISO/IEC 27000:2016

ISO/IEC JTC 1/SC 27/WG 1 requests the WG1 Convenor to request the SC27 Secretariat to initiate an
early Minor Revision of ISO/IEC 27001:2016 based on the Justification provided in the “Meeting

Report — Revision of Annex SL” as contained in WG1 N922.

@@
Recommendation 12: Revision of ISO/IEC
ISO/IEC JTC 1/SC 27/WG 1 requests the WG1 Convenor tg o initiate an
early Revision of ISO/IEC 27009:2016 based on the J in the “Meeting Report —
Defect report on ISO/IEC 27009:2016” as contained in WG1 N9

@@
Recommendation 13: Input Docu
ISO/IEC JTC 1/SC 27/WG ; ghepare two structure option documents for
inclusion in the call for €on pihe Study Period on Draft Design specification for
the revision of ISO/IEC 27002:20

@@

ISO/IEC JTC 1/SC 27/V requests the Co-Editors of WG 1 SD 7 to prepare a template for inputs to
allow future updates to be applied to WG 1 SD 7 for the “Use of ISO/IEC 27001 family of standards in

Governmental / Regulatory requirements” (WG1N925).

@@
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Recommendation 15: Input Text — Call for Contributions
(Study Periods)

ISO/IEC JTC 1/SC 27/WG 1 requests Study Period Rapporteurs to provide the WG 1 Vice-Convenor

suitable text to request the required contributions from WG 1 Experts prior to

@@
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Recommendation 16: Call for Contributions

ISO/IEC JTC 1/SC 27/WG 1 requests that the WG1 Vice-Convenor circulate a call for contributions for

the following projects to experts for input. Submissions should be returned prior to the due date.

-

Doc No. Project Title Contributions
due by
WG1 N934  Study Period Revision of ISO/IEC 27002:2013 2017-09-04
WG1 N938  Study Period Revision of ISO/IEC 27005:2011 17,09-04
WG1 N944  Study Period Risk Handling Library 2017-09-04
WG1 N954  Study Period WG 1 Terminology Working Group 2017-09-04
WG1 N961  Study Period Cybersecurity 2017-09-04
WG1N9s4 WG1sp7 e Of f standards i 5417.09-04
@@

Page 10 of 24



ISO/IEC JTC 1/SC 27 N17XXX
WG 1 Recommendations

54" WG 1 Plenary Meeting in Hamilton, New Zealand,
2017-04-22

Recommendation 17: Study Period Report Requests

ISO/IEC JTC 1/SC 27/WG 1 instructs the rapporteurs of the following projects to assess contributions
received from experts in accordance with terms of reference and to prepare input documents which

are to be sent to the SC 27 WG 1 Vice-Convenor by due date.
A

Doc No. Project Title Due Date

WG1 N936 Study Period Revision of ISO/IEC 27002:2013 2017-09-18

WG1 N940 Study Period Revision of ISO/IEC 27005:2011 2017-09-18
WG1 N946 Study Period Risk Handling Library

WG1 N956 Study Period WG 1 Terminology Worlgis GroupN[WG) 17-09-18

WG1 N963 Study Period Cybersecurity 2017-09-18
WG1 N966 WG1SD7 2017-09-18
@@
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Recommendation 18: Revised Design Specification and

Outline Documents

WG 1 approves the revised Design Specification contained below and instructs its Rapporteurs to

update the outline document based on this revised Design Specification by tWate.

Doc No. Project Title Due Date
WG1 N934 Study Period szgiog;:zzplzdﬂcation for the revifgh of | 2017-05-08
WG1 N949 Study Period Risk Handling Library 17-05-08
WG1 N938 Study Period ZD;eSL;g;zzztalcification for t sion of ISO/IEC 2017-05-08
WG1 N942 Study Period szgilg;;Oplz FISO/IEC  5017-05-08

@@

@@

Recommendatjon 20: New Work Item Proposal

ISO/IEC JTC 1/SC 27/WG 1 instructs the SC 27 WG 1 Convenor to request the SC 27 Secretariat to
initiate a vote on the New Work Item Proposal (SC27 N17214) on the topic of revision ISO/IEC
27014:2013-05-15 (1% Ed.) — Information technology — Security techniques — Governance of

information security”.

@@
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Recommendation 21: Liaison Statements (Cat C)

ISO/IEC JTC 1/SC 27/WG 1 approves the preparation of the following liaison statements and requests

that the WG 1 Management Team review the text before sending these liaison statements.

Output .
Input Doc. T T
nput Doc Doc. o opic
ISA99 ISO/IEC 27009
WGIN@@@ WG1N968 )
(Joint WG3) ISO/IEC 27019

@@

Page 13 of 24



ISO/IEC JTC 1/SC 27 N17@@@
SC 27 CRM (WG 1) Resolutions

54" WG 1 Plenary Meeting in Hamilton, New Zealand
2017-04-22

A

Comment Resolution Meetings (CRM)

Resolutions

) 4
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Resolution 1: Updating of Documents

ISO/IEC JTC 1/SC 27 instructs each of its editors to update the following documents and dispositions of

comments in accordance with the instructions received at the comment resolution meetings, and to

send these documents to the WG 1 Vice-Convenor no later than the dates given below.

Doc. Project Title Documents
due by
SC27 N17176 1.27.59 Disposition of comments on ISO/IEC DIS 2700 2017-05-08
(27007)
SC27 N17177 1.27.59 Revised text of ISO/IEC DIS 27007 2017-05-08

(27007)

SC27 N17178  1.27.70
(27008)

SC27 N17179  1.27.70
(27008)

SC27N17180  1.27.99
(27019)

SC27 N17181  1.27.99
(27019)

SC27 N17182  1.27.111
(27021)

SC27 N17183  1.27.
(27021)

SC27 N17184

01.27%
(27005)

sc27 Nf71
(WG1 N970)

01.27.39

SC27 N17186

WG1 N967 01.27.128
(27102)

information security management

Disposition of comments on IS CDTR 27008

— Guidelines for 2017-05-08
controls

Revised text of ISO/IEC 2™ PD
the assessment of information se

Disposition of coggments on ISO/IEC 2017-05-08

Revised text of ISO
controls for the ene

lon of comme¥s on ISO/IEC DIS 27021 2017-05-08

grmation security 2017-05-08

DIS 27021 - Competence 2017-05-08

comments on ISO/IEC DCOR 27005 — 2017-05-08

ised Text for ISO/IEC DCOR 27005 — Information 2017-05-08
urity risk management

Disposition of comments on ISO/IEC DCOR 27009 - 2017-05-08
Sector-specific application of ISO/IEC 27001 -
Requirements

Text for WD ISO/IEC 27102 - Guidelines for cyber 2017-05-08
insurance

@@
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Resolution 2: Meeting Reports and Other Documents

ISO/IEC JTC 1/SC 27 instructs each of its Editors to create the following documents in accordance with

the instructions received at the Comment Resolution Meetings and to send these documents to SC 27

WG 1 Vice-Convenor by the dates given below.

P_N

Documents
Doc. Project Title
due by
SC27N17187 1.27.106 Justification report — Cancellatl of IS 2017-05-08
(27009) DCOR 27009 - Sector-sp
ISO/IEC 27001 — Require
SC27N17188 1.27.39 Meeting Report 27005 - ¢ 2017-05-08
(27005) Information security risk
SC27N17189 1.27.106 09 — Sector- 2017-05-08
(27009) specific S -
Requireme
SC27N17190 01.27.128 — Guidelines for  2017-05-08
(27102)
SC27N17191 ISO/IEC DIS 27007 - 2017-05-08
information security
ems auditing
SC27N17192 \leeting report — ISO/IEC 2nd PDTS 27008 —  2017-05-08

SC27N17194

controls

feting report — ISO/IEC DIS 27019 - 2017-05-08
Information security controls for the energy
utility industry

Meeting report — ISO/IEC DIS 27021 -  2017-05-08
Competence requirements for information
security management systems professionals

@@
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Resolution 3: Documents for Information

ISO/IEC JTC 1/SC 27 requests its Secretariat to circulate the following documents to National Bodies

for information:

Doc No. Project Title

SC27N17187 1.27.106 Justification report — Cancellation ofSO/IEC DCOR 27009 -
(27009) Sector-specific application of ISO/IE — Requirements

SC27N17188 1.27.39 Meeting Report — ISO/IEC DC jon security risk
(27005) management

SC27N17189 1.27.106 Meeting Report - ctor-specific
(27009) application of ISO/I

SC27N17190 01.27.128 Guidelines for cyber insurance
(27102)

SC27N17191 1.27.59 — Guidelines for information
(27007) i

SC27N17192 1.27.70 ISO/IEC Znd PDTS 27008 — Guidelines for the

(27008 prmation security controls

SC27N17193 ) Pti SO/IEC DIS 27019 - Information security

SC27N17194 eeting report — ISO/IEC DIS 27021 — Competence requirements

ation security management systems professionals

@@

Resolution ment for Study and Comment

ISO/IEC JTC 1/SC 27 JRquests the WG1 Convenor to circulate the following document to Working

Group Experts for study and comment:

Doc No. Project Title Comments
Due By:
SC27N17187 1.27.128 Guidelines for cyber insurance 2017-09-04
WG1N967 (27102)
@@
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Resolution 5: Document for Publication

ISO/IEC JTC 1/SC 27 requests its Secretariat to take appropriate action for the publication of the

following document:

Doc. Project Title

SC27 N17185 01.27.39 Revised Text for ISO/IEC COR 27005 — Information security risk

(WG1 N970) (27005) management

@@

Resolution 6: Documents for DIS/DAM/DTS/&TR

ISO/IEC JTC 1/SC 27 requests its Secretariat to register and ci the following ts as first

) |

DIS/DAM/DTS/DTR for balloting:

Doc. Project Title

SC27 N17179 1.27.70  ISO/IEC DTS 27008 — Guideline the assessment of information

(27008)  security controls

@@

Resolution 7: Documents for FD

ISO/IEC JTC 1/SC 27 request r and circulate the following documents as final

DIS/DAM/DTS/DTR for b

Doc. Project Title

FDIS 27007 — Guidelines for information security management
ing

SC27 N17177

bO/IE@FDIS 27019 — Information security controls for the energy
ility industry

sC27
(27019)

ISO/IEC FDIS 27021 — Competence requirements for information
security management systems professionals

SC27 N17183

@@

Resolution 8: Request for DCOR Cancellation

ISO/IEC JTC 1/SC 27 requests its Secretariat to appropriate action to cancel the ISO/IEC 27009 DCOR

project in accordance with the justification report provided in SC27N17187.

@@
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Resolution 9: Request for Project Time Limit Extension

ISO/IEC JTC 1/SC 27 requests its Secretariat to take appropriate action to extend the project deadline
for ISO/IEC 27007.

@@

Resolution 10:SC 27 Liaison Statements

ISO/IEC JTC 1/SC 27 approves the preparation of the following liaison state ts and requests the WG

1 Management Team review the text before referral to the SC 27 S to send these liaison

statements to the committees concerned.

Input Doc. Output Doc. To Topic

SC27 N17201 ISO/CASCO WG21 ISO/IEC 27007
ISO/IEC 27021

SC27N17@@@ ISO/IEC 27019

WGIN@@@ ISO/IEC 27009
ISO/IEC 27019

ISO/IEC 27007

ISO/IEC 27002

ISO/IEC 27009

ISO/IEC 27021
SP Cloud Use Cases

SC 27 N17208 ISACA ISO/IEC 27002, ISO/IEC 27005,
ISO/IEC 27007, ISO/IEC 27008,
ISO/IEC 27014, ISO/IEC 27021, SP
Cyber Resilience

SC2/TN17@@@ SWG-T ISC(2) ISO/IEC 27002, ISO/IEC 27005,

(WGINeP@®@) ISO/IEC 27021
Cyber Insurance
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Input Doc. Output Doc. To Topic
"""""""""""""""" SWGT  ITUTSG17  ISO/IEC 27011, ISO/IEC 27009,
ISO/IEC 27014
. EXTERNALVIENNAAGREEMENT
| welN@@e  SC27N17200 CEN/TCA28 SO/IEC27021
WGIN@@@ SC27 N17211 CEN/TC 377 General

@@
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Appreciations

Appreciation A - Thanks to the WG 1 Experts, Editors,
Rapporteurs and National Body Experts
The WG 1 Convenor and WG 1 Vice-Convenor thank all WG 1 experts, national body delegates and

editors present in Hamilton, New Zealand for their efforts and continued sup, in progressing the

many SC 27 projects.
cclamation

Appreciation B - Thanks to the Conveng

ISO/IEC JTC 1/SC 27/WG 1 thanks Edward Humphreys for h 1 Convener.

Acclamation

Appreciation C — Thanks to the

ISO/IEC JTC 1/SC 27/WG 1 thanks Dale Johnston? for his work as

WG 1 Vice-Convener.

Acclamation
Apprecig : ajhe SC 27 Secretariat
ISO/IE } s KryStyna Passia for her efficient and unflagging secretarial support
during the RS, esses its appreciation for the superb work she has provided to SC 27
and WG 1 over tf

Acclamation

Appreciation E - Thanks to the WG1 Drafting Committee

ISO/IEC JTC 1/SC 27/WG 1 expresses its thanks of appreciation to Dale Johnstone, Pablo Corona,
Andreas Fuchsberger and David Brewer for assisting the WG 1 Convenor in producing the WG 1

Recommendations and Resolutions.

Acclamation
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Appreciation F - Thanks to Defect Report and DCOR Meeting
Rapporteurs

ISO/IEC JTC 1/SC 27/WG 1 thanks the following Rapporteurs for their contributions to the following
meetings:

Elzbieta Andrukiewicz ISO/IEC 27000 Defect Report

Angelika Eksteen

ISO/IEC 27001 Defect Report
Matthieu Grall

Elzbieta Andrukiewicz

ISO/IEC 27005 DCOR
Anders Carlstedt

Angelika Eksteen ISO/IEC 27009 Defect Report
Fuki Azetsu ISO/IEC 27009 DCOR

clamation

Appreciation G - Thanks to the Study Perio eting Rapporteurs

ISO/IEC JTC 1/SC 27/WG 1 thanks the following for their contributions as Rapporteurs to the Study

Fredrik Blix
Srinivas Potharaju
Nadya Bartol

Period.
eIines o:Cyber Resilience

Design Specification for C

Angelika Eksteen
Fuki Azetsu

ples for the g@¥plication of ISO/IEC 27009

Srinivas Potharaju

) i EC 27001 family of standards in Governmental / Regulatory
Beniot Poletti

speciflcation for the revision of ITU-T |X.1054 | ISO/IEC 27014:2011

o

Miho Nagan®

Acclamation

Appreciation
27003

- Thanks to Editor and Co-Editors of ISO/IEC

ISO/IEC JTC 1/SC 27/WG 1 expresses its thanks of appreciation to Jan Branzell, Raquael Porciuncula
and Yukihijo Kitahara for their hard work in progressing the development of ISO/IEC 27003 through
to its publication.

Acclamation
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Appreciation I - Thanks to Editor and Co-Editors of ISO/IEC
27004

ISO/IEC JTC 1/SC 27/WG 1 expresses its thanks of appreciation to David Brewer, Nadya Bartol,
Richard Wilsher for their hard work in progressing the development of ISO/IEC 27004 through to its
publication.

Acclamation

Appreciation J - Thanks to Editor and Co-Editor WIEC 27011

ISO/IEC JTC 1/SC 27/WG 1 expresses its thanks of appreciation to Brian O’Toole, Miho Naganuma for
their hard work in progressing the development of ISO/IEC 27011 through to its publication.

N\

clamation

Appreciation K - Thanks to the Host o S

ISO/IEC JTC1/SC 27 wishes to thank the following for hosting the very successful meeting Working
Group 1 meetings in Hamilton, New Zealand.

Hosts:
Dr Ryan Ko, The University of Waikato
Craig Scoon, The University of Waikato

Cloud Security Alliance
Standards New Zealand
The University of Waikato
Tourism New Zealand

Major Sponsors:
Platinum Sponsor:
HDS

Gold Sponsor and Gala Dinner Beverage Sponsor:
Endace

Catering sponsor:
STRATUS

In addition Meeting Suppliers:
Kahurangi Catering, SBI Productions, Novotel Tainui Hamilton, Vidcom, Go Bus, Hobbiton

Finally:

Cameron Brown and the Ask Me! Team of Students and Lecturers at The University of Waikato
ForumPoint2 Conference Partners Team

Conference, Security and Logistics Staff at The University of Waikato

Acclamation
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