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Primer



What is OSINT?



- Information which can be collected from public sources 
for use in intelligence contexts;

- Often used to aid investigative processes or journalistic 
endeavours;







Intelligence and Investigations







What will this talk cover?



- Active reconnaissance and intelligence gathering by 
discovering and exploiting flaws in web applications and 
services;



A case for living off the land



- A problem with publicly available intelligence resources 
is that access to data is usually restricted;

- Tools are often not flexible, i.e., can only operate within 
a defined set of parameters;

- Self-sufficiency is key!



Web Application Vulnerabilities and Intelligence 
Gathering





Part I: Scoping



- In 2019, there are online services and platforms for just 
about everything;



What does this mean?



Information is available in abundance!



- Speculative targeting: The attacker has knowledge of the 

general demographic whose information they are 

looking to retrieve;

- Informed targeting: The attacker is targeting one 

particular individual and has knowledge of the services 

they use;



Part II: Common flaws



- Overly permissive application programming interfaces;

- Improper access controls and implicit user trust;

- Oversight in deprecating API functionalities;

- Use of insecure account or resource identifiers;



Examples





Lessons









Lessons:

- Don’t toss your bill in the trash, I guess;



Part III: Defense



Developers



- Where all can an attacker interact with and potentially 
acquire user data?



End-users



“Why would anyone want my data anyway?”



Good operational security goes a long way



In conclusion...



Questions?



Thank you for having me!

Karan Saini
twitter: @squeal
mail: karan [at] cis-india.org


