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EXECUTIVE SUMMARY

Since 2011, network disruptions and large-scale network shutdowns have become a widespread tool
of information control. Governments in at least four continents (Africa, Asia, Europe, and South America)
have shut down connectivity or social media in ways that vary in scope, precision, motivation, and
impact. Although attention to disruptions is growing within the digital rights and technology policy
community, this new form of digital repression requires far greater attention from stakeholders,
including companies, policymakers, investors, human rights advocates, and researchers.

This report presents the findings of the author’s research tackling the impact of network disruptions
on human rights. This includes ongoing statistical work as well as a set of 15 interviews with stake-
holders within and outside of the Global Network Initiative, conducted between July and October of
2016 as part of a Google Policy Fellowship. Insight from the interviews is presented throughout
the report.

e The statistical study determines that network
interferences are more likely to happen at higher

rates of expansion of Internet connectivity until a It is tempting to look at the Internet
tipping point, suggesting that efforts to extend Internet as a standalone technology, but it is
access in low- and middle-income countries may lead in fact a mirror of human behavior.

to less overt restrictions. This threshold stands at an - INTERGOVERNMENTAL ORGANIZATION
. REPRESENTATIVE
annual rate of expansion of about 7 percent.

o Theinterviews reveal that individual actors within the digital
rights community are seeking more coordinated efforts to
resist shutdowns. The interviews are also used to support points made throughout the report.

* A calculation of the cumulative duration of network disruptions reveals that the Internet and/or
social media were disrupted around the world for about 2,500 cumulative days in 2017 alone.
Approximately 105 known shutdowns took place that year, surpassing each previous year.

» Thereport outlines a broad range of civil and political, as well as economic, cultural, and social
rights that are typically impacted by network disruptions, moving beyond the typical focus
on freedom of expression, elections, and economic impacts to broaden the arguments and
actors discouraging disruptions.

The report concludes with recommendations for civil society organizations (CSOs), activists,
academics, companies, and others working to discourage governments from ordering future
disruptions. These recommendations include:

¢ Widening the human rights lens through which disruptions are examined and critiqued, to
include freedoms of association, assembly, and religious belief, as well as rights to health, education,
and cultural participation, in order to demonstrate the full impacts of disruptions and expand
engagement with actors active on those issues.

¢ Enhancing efforts to document, share information on, and raise awareness of the impacts of
network disruptions, including data collection at the subnational level.

* Underscoring and further funding efforts to expand Internet connectivity through responsible
partnerships with national and local actors as well as exclusively local initiatives.



INTRODUCTION

Around the globe, access to digital communication technologies is much more of a privilege than it is
aright. Governments routinely shut down or disrupt access to the Internet, cell phones networks, and
other forms of telecommunication. Whether executed on a national level or targeting a city, region, or
specific population, blackouts and related barriers to access are inherently indiscriminate, affecting
people of all professions, creeds, ethnicities, political beliefs, and genders. Nevertheless, specific disruptions
often have great impact on particular groups. Large-scale disruptions constitute a radical form of digital
repression — one that curbs multiple rights established in international treaties while undermining
local, regional, and national economies.

The aim of this report is to assess the circumstances
surrounding network disruptions, present the full range
of effects and risks that they generate, describe theme
chanisms used to execute disruptions, outline the legal
context that underpins them, and establish a number of
recommendations for future action. It combines prior quan-

titative, statistical research on the causes and effects of inter-
ference in digital networks with a set of 15 semi-structured
interviews conducted during a Google Policy Fellowship with the Global Network Initiative (GNI), a
multistakeholder initiative that works to protect and advance freedom of expression and privacy in
the technology sector. The subjects of these interviews include industry associations, international
organizations, mobile network operators (MNOs or telcos), non-governmental organizations (NGOs),
and policy spokespersons from tech companies, as well as one academic. Interviewees were drawn
from both within and outside GNI. Insight from the interviews is presented throughout the report,
although interviewees’ identities are protected.

Network disruptions and large-scale
shutdowns have become increasingly
common in recent years.

Where possible, the large-scale disruptions outlined here were verified using a combination of interviews,
triangulation of news sources and Google’s Traffic and Disruptions tool, made available through Google’s
Transparency Report. This last tool, which measures the accessibility of various Google products and
registers sudden disruptions to them, is arguably the most objective and comprehensive publicly available
verification system for large-scale network disruptions’. In addition, publicly available resources from
digital rights organizations Access Now and the Software Freedom Law Centre (SFLC) were used to
corroborate shutdown events and elaborate on selected cases.

The report also builds on GNT’s efforts to document the impact of network shutdowns and service
restrictions, including an overarching statement condemning network disruptions,? a report released
in October 2016 highlighting the significant economic damage caused when countries deliberately
shut down or otherwise disrupt connectivity,® and a one-pager addressed to policymakers listing the
consequences of such disruptions for human rights, the economy, and public safety.*



THE DYNAMICS OF NETWORK DISRUPTIONS

WHAT IS A NETWORK DISRUPTION?

For the purposes of this report, a network disruption is the intentional, significant disruption of
electronic communication within a given area and/or affecting a predetermined group of citizens.®
Extreme manifestations of network disruptions involve the large-scale or complete disconnection of
digital communication, with the impact radius covering a local area, an administrative region, several
regions, or an entire country. These extreme disruptions are often called network shutdowns, Internet
shutdowns, or blackouts. In this report, these terms will be used synonymously, in tandem with “network
disruption.” Unlike technical failures, intentional disruptions are
typically mandated by governments, which carry them out as either
areactive or, increasingly, a preventive measure against perceived
real and potential threats. The most common objective of this kind
of interference is to restrict the flow of information through digital
channels, particularly social media, mobile communication, and
dedicated digital communication tools (e.g. WhatsApp, Voice over
Internet Procol [VoIP] services ). This is especially prevalent when
rising public dissent and protests are deemed to be fueled by digital
communication networks.

For the purposes of this report, a network disruption is the intentional,
significant disruption of electronic communication within a given
area and/or affecting a predetermined group of citizens. Extreme
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complete disconnection of digital communication, with the impact
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disruptions undetected by researchers and analysts. reactive or, increasingly, a preventive measure against perceived real
and potential threats. The most common objective of this kind of
interference is to restrict the flow of information through digital channels, particularly social media,
mobile communication, and dedicated digital communication tools (e.g. WhatsApp, Voice over Internet
Procol [VoIP] services ). This is especially prevalent when rising public dissent and protests are deemed

to be fueled by digital communication networks.

Network disruptions and large-scale shutdowns have become increasingly common in recent years, in
tandem with growing rates of connectivity and the expansion of digital communication infrastructure.
This is particularly apparent in developing and non-democratic countries, where legal provisions protecting
against such measures are non-existent or limited and rarely acted upon. Aggregating data from various
sources, approximately 109 shutdowns or disruptions were reported in 2017, topping the number of
cases reported in 2016 (75).° Both years stand in radical contrast to 2015, when between 15 and 33 major
disruption episodes were registered (figure 1). Although degrees of confidence, volumes of evidence, and
criteria of selection vary, it is possible that as many as 184 network shutdowns or disruptions of particular
platforms have taken place in 2016-17, not counting smaller-scale disruptions undetected by researchers
and analysts.” Disruptions have been used in response to protests, riots, ethnic tension, and mass events,



but also during professional and secondary-school exams in Algeria, Ethiopia, Gujarat (India), Iraq,
Syria, and Uzbekistan.®

Recent shutdown events in countries like Brazil and India, multiple suspected disruptions in the October
2017 Catalan independence referendum, and the emergence of provisions for network disruption and
shutdown in the laws of mature democracies (e.g., Poland®) all reveal that the phenomenon is not limited
to authoritarian and non-democratic regimes. Democracies are not immune to the temptation of
network disruption. India alone accounts for around 70 percent of all known large-scale shutdowns in
2017. While this suggests that India is an outlier among
all countries, it also sets a precedent for

indiscriminate abuses in fragile or hybrid democratic
systems (figure 2).
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Targeted website blocking and takedowns that do not reach
Ethiopial 8 the threshold for network disruptions also occur frequently,

Turkey 6 . typically at the Domain Name System (DNS) level.”® The profiles
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Morocco sharing, as opposed to serving as general communications

North Korea
Brazil

Algeria platforms. Thus, while broader network disruptions are often

Gabon . . . . .
Egypt intended to disrupt collective action and communiction,

Cameroon . .
Philippines 2 targeted website blocking can stem from a broader set of
goals, even as the blocking can end up creating broader
disruptions, either intentionally or inadvertently. Hackers
Number of network disruptions by country (2016-17).  periodically carry out Distributed Denial of Service (DDoS)
The "Other" category includes multiple countries that . .
have only implemented one known shutdown during this ~ attacks and other cyberattacks, either independently or at the
period: Bahrain, Bangladesh, Belarus, Chad, China, Congo,  hyehest of influential clients, including governments." Two
Equatorial Guinea, the Gambia, Iran, Mali, Montenegro, Saudi K K .
Arabia, Somalia, Ukraine, Yemen, and Zimbabwe. prominent attacks have targeted Dyn, an Internet intelligence

company whose research arm investigates politically motivated

specific activities, such as gambling, pornography, or file

Internet disruptions (2016), and GreatFire, a repository of tools to resist Chinese Internet censorship (2015).
Notwithstanding the widespread damage that stems from these incidents, they are not discussed in
this report for two reasons: 1) they focus on temporarily flooding or disrupting individual DNS providers
or websites rather than impeding many-to-many communication on a macro level, and 2) it is often very
difficult to assign responsibility for and understand the motivations behind them.’? While these tactics
fall outside the scope of this report, they often form part of the same suite of offensive tools that includes
large-scale disruptions.

It is also useful to distinguish between disruptions and government requests to companies to remove
data. Information and communications technology (ICT) companies — like Facebook, Google, and Twitter,
as well as telcos — receive an increasing number of user data requests and requests for content removal
from governments every year. These companies regularly disclose information about such requests in
their transparency reports. While there is an overall upward trend in the number of removal requests,
their distribution is highly skewed: over 34 percent of those received by Google in the first half of 2017
originated in the United States, and both executive and judicial authorities in democratic countries
are responsible for hundreds or thousands of them." In Africa, Orange revealed a similarly lopsided
distribution of subscriber data requests, with

, . NETWORK DISRUPTIONS REMOVAL REQUESTS
a preponderance of cases in Cameroon, Mali, 2016-17 2016
and Senegal.”* While there is a correlation CO0GLE TWITTER  FACEBOOK
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surveillance and information control in TURKEY 6 1,781 5,569 1,452
many states, but they create less overt
restrictions on access to information and Top five countries executing network disruptions (2016-17) and respective figures for data or

. . . removal requests made to Google, Twitter, and Facebook (2016). Sources: Google, Twitter, and
communication than large-scale disruptions.  Facebook Transparency Reports.




WHEN DO NETWORK DISRUPTIONS OCCUR?

The majority of known shutdown events have revolved around issues of national or regional security.
Governments are particularly prone to disconnecting communication networks during or in antic-
ipation of mass protest, whether violent or non-violent. For instance, 37 of the 61 shutdowns identified
by Access Now between January and September of 2017 were suspected to be caused by either protests
or political instability. Shutting down communication in such circumstances disorients the protesters
and disrupts coordination among the protest or movement leaders. Shutdowns can also be used as a
security measure in the period of uncertainty or cooling following violent clashes or terrorist attacks.’
Contentious elections and the existing or expected unrest that accompanies them has been a routine
justification in numerous African countries (see next section). Similar arguments have been made with
regard to spreading rumors and multimedia that may lead to collective action — primarily in India
and Pakistan.'® Disruptions to prevent cheating in professional and school exams are a new trend in
several countries, most commonly taking the form of Internet curfews, i.e., full or partial blackouts at
prescribed times throughout an examination period. Finally, a subset of network disruptions occurs
around mass public events such as religious processions, which are a common target for technolog-
ically enabled terrorism (e.g., IEDs triggered by cell phones and other devices). Other recorded mass
public events include wrestling matches (India), visits by public figures (India, Philippines), and beauty
contests (Philippines).

Targeted shutdowns can be understood as either preventive or reactive. Although reactive shutdowns
remain the norm, preventive action is becoming increasingly common, most notably in anticipation of
unrest, military operations, mass events, and elections.

Although there are valuable contributions on
individual cases, academic research has not
made rigorous attempts to determine the factors
that affect the likelihood of network disruption or
the repercussions of these incidents. One example
is the full, national-level shutdown in Egypt during
the Arab Spring (January 2011) and the backfire it
generated. Navid Hassanpour has documented how
the Egyptian shutdown ordered by the government
of embattled dictator Hosni Mubarak caused street

Democracies are not immune to the
temptation of network disruption.
India alone accounts for around

70 percent of all known large-

scale shutdowns in 2017.

protest to spiral out beyond a central point in Cairo, expanding the protesting crowds in numbers and
space to include large swathes of the general population in more urban districts.” This work suggests
that when central communication is disrupted, protest movements may find unconventional, local
leaders. Despite these adverse effects, national-level disruptions continue to occur, particularly when
opposition to the government is vocal and engages the entire country. Anita Gohdes has linked black-
outs to increased rates of political violence in Syria, raising important questions about disruptions as
a substitute for physical repression.’®

Structurally, the resilience of a country’s Internet as a whole depends on several factors. One notable
component is the degree of decentralization and diversity of the Internet infrastructure on a national
level. The more domestic providers a country has with direct connections to foreign providers at the
international frontier, the greater the resilience of the network as a whole. By extension, such countries
may be at a lower overall risk of large-scale disconnection.” Research connecting telco ownership with
shutdowns is slowly emerging. Conversely, the socioeconomic conditions associated with disruptions
are more difficult to gauge and must be interpreted with caution.

While the likelihood of ‘traditional’ repression has often been linked to underlying structural condi-
tions and socioeconomic problems, empirical research exploring the same conditions in connection
with digital forms of repression is scant. Studies that are relevant to network disruptions typically tackle
larger topics within which disruptions are embedded or discuss peripheral forms of digital aggression.
Not surprisingly, research has shown that authoritarian regimes place overt restrictions on access much
more often than do states with democratic regimes or those in the grey area between the two. The latter,
also known as hybrid regimes, often enjoy some flexibility given their selective interpretation and
application of the law, accompanying components that lend them a veneer of democracy.°



However, the expansion of connectivity has been demonstrably vigorous in non-democratic regimes
and those that actively prevent the development of an independent public sphere (figure 4).2" As
connectivity grows, non-democratic systems, which are less predictable than consolidated democracies,
are opening a digital sphere that is increasingly vulnerable to their ambition of information control.
On the other hand, rising connectivity and social media activity have been linked to greater incidence
of street protest.?? This is important because governments may perceive digital networks as a threat
to their power due to their potential
ability to mobilize disgruntled masses,
which can lead to further crackdowns
on free expression.
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Uncertainty regarding the criteria for
content that could trigger a disruption
increases the potential for human rights
impacts. In Zimbabwe, for instance,

a nationwide stay-away protest injuly LEBANON RUSSIA ALBANIA SAUDI ARABIA KUWAIT
2016 was partially coordinated +63.9% +58.2% +57.2% +56.9% +56.2%

through WhatsApp, a fully encrypted
instant messaging service that attracts
a large subscriber base in the country. *
Despite its lack of access to WhatsApp
content, the government briefly sus-
pended the app’s services and issued Countries with fastest-growing Internet penetration, 2005-15. Source: Own work based on
a vaguely-worded warning to users World Development Indicators (2017).

deemed responsible for spreading

malicious rumors online. ?# This approach, enacted without clear guidelines on what constitutes
appropriate online expression, encourages users to remain silent on a broader range of issues as a
precautionary measure, deepening the chilling effect on free expression.?*

Regardless of whether the criteria and processes for ordering disruptions are clear, certain justifications
seem to garner more attention than others. For example, when these measures specifically target
alleged coordination efforts by terrorists to detonate bombs via Short Messaging Service (SMS), the
interviews conducted for this report suggest that many network operators accept the justification.

In separate research covering the
period between 1995 and 2011,
this author tentatively established
that network interference, defined
broadly to include micro-level
events,?¢ is more likely in countries
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shutdowns trigger a surge in
protest followed by a steep decline as a shutdown extends into what can be described as an economically
devastating digital siege.




These conclusions are tentative until verified by extensive review. The Arab Spring was an inflection
point for both digitally enabled protest movements and the escalation in the use of large-scale shutdowns
by governments. Given their increasing frequency, these incidents can now be isolated from the landscape
of network interference and investigated separately using advanced statistical tools. Recent years have
seen a vigorous expansion of communication technology in the developing world, including considerable
transnational investments in terrestrial cable,?” the continued growth of submarine cables,?® and
multiple innovations in the delivery of Internet to disconnected communities. These factors, aside
from galvanizing considerable decreases in the cost of connectivity, have had two, at times conflicting,
effects: introducing new costs and barriers to information control, while challenging governments to
devise new ways to manage the flow of digital content.

HOW DO NETWORK DISRUPTIONS OCCUR?

On a technical level, network disruptions can be
implemented in various ways, most of which are not

mutually exclusive. Both the institutional dynamics Freedom of expression and elections-

of shutdown orders (weak checks and balances, related impacts are the most commonly
enabling chains of command, state ownership of highlighted and well-documented human
telcos) and the technical facets of blackouts may have rights impacts of network disruptions.

important policy implications. Permissive legal envi-
ronments also enable a variety of government-mandated
restrictions. (For a more extensive discussion of these
dynamics, see the annex, as well as the work of network analysis firms and organizations, including
Akamali, the Center for Applied Internet Data Analysis (CAIDA), the Open Observatory of Network Inter-
ference (OONI), and Oracle.)

THE CHALLENGES OF RESISTING SHUTDOWN ORDERS

Resisting shutdown orders can be particularly hazardous for Internet Service Providers (ISPs) and
mobile operators. Nearly all of the telco representatives interviewed for this report referred to direct
threats made to their employees on the ground for noncompliance with a shutdown order, with several
employees having to leave their operating countries to protect their families. One spokesperson for an
international organization referred to the shutdown in Ethiopia during the ethnic protests in 20162°
as an example of governmental use of threats and other forms of extreme pressure that prompted some
employees to flee the country. Similarly, the activation of the EASSy undersea cable in Somalia — the
first connection of this kind in the country — was announced discreetly amid threats by the Islamist
group al-Shabaab directed at employees of telecom provider Hormuud, which banned mobile communication
in early 2014. Indeed, militants soon kidnapped several Hormuud employees when the company refused
to provide al-Shabaab with protection payments.=°

Telcos in particular are bound by the laws governing the countries in which they operate and are thus
obligated to comply or face threats, fines, license revocations, and/or gateway shutdowns. Interviewees
stated that shutdown requests often come in the form of written (or, in some cases, verbal) orders from
national telecom regulatory authorities as well as interior and defense ministries. Whether or not a
particular law is cited differs by country, but where it is not, companies often utilize the gap to challenge
the order by requesting legal justification. According to one telco representative, “sometimes companies
are put in the awkward position of having to inform the government of the content of its own laws.”
However, while telcos can and, depending on the circumstances, should be expected to challenge network
disruption orders, the vague wording of ICT and national security regulations, and the requirements of
the company’s operating license, together with other pressures, render it virtually impossible to resist
most of them.



THE IMPACTS OF NETWORK DISRUPTIONS

Freedom of expression and elections-related impacts are the most commonly highlighted and well-
documented human rights impacts of network disruptions. Without diminishing these impacts, it is
also important to widen the scope of analysis and understand the broader set of human rights impacts
of these events.*' This section will review a non-exhaustive variety of human rights impacts caused
by network disruptions, grouped into two main categories: impacts on civil and political rights, and
impacts on economic, social, and cultural rights.

CIVIL AND POLITICAL RIGHTS

A.1. FREEDOM OF EXPRESSION, ASSOCIATION, AND ASSEMBLY??

Disruptions undermine civil and political rights. In July 2016, the United Nations Human Rights
Council adopted a resolution that, among other provisions, “condemns unequivocally measures

to intentionally prevent or disrupt access to or dissemination of information online in violation of
international human rights law.”** The resolution also affirms that “the same rights that people have
offline must also be protected online, in particular freedom of expression,” in accordance with articles
19-22 of the Universal Declaration of Human Rights (UDHR) and the International Covenant on Civil
and Political Rights (ICCPR).
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The impact of disruptions on expression is perhaps most acute when they coincide with restrictions
on freedom of the press, particularly in light of the expansion of digital media and the growing
online presence of traditional media outlets across the world. For instance, a 15-day shutdown in July
2016 in the Indian state of Jammu and Kashmir was implemented concurrently with the suspension
of several newspapers and cable television, exacerbating the underreporting of abuse by all sides.**
Syria and Nauru present similarly challenging environments for journalists, as do many countries
that witness repeated communications blackouts. While some countries still score higher on Internet
freedom than on freedom of the press, the digital capabilities of governments are expanding,
particularly with regard to the use of disinformation and bots, leading to a continued overall decline
in Internet freedom.**

Bans on digital communication have also been a mainstay of recent elections, particularly in
Africa, including Chad,*¢ Uganda,*” the Democratic Republic of the Congo,*® the Republic of the
Congo,*? and Gabon.*°

In each case, the suspension of services reduced the visibility of opposition, either during or after the
election itself. Governments typically offer one of two justifications for elections-related disruptions:
national security or concern for the fairness of the electoral process. Similarly, regional governors in
India have repeatedly cut access to Internet and mobile services as a preventive measure to combat
the spread of rumors amid caste-based unrest across the country, including several incidents that
occurred around elections.* Opting for such blanket bans over precision tools to weed out individual
advocates of mass violence (during an election or otherwise) jeop-
ardizes free expression on both contentious and everyday topics.

Vulnerable groups, inc luc.iing women, Disruptions also frequently target and/or restrict freedoms of
refugees, migrants, and internally

displaced persons, experience further o )
barriers to education, access to services, often justified by fear of unchecked rumors and the capacity of

and both communication and transfer online debate to incite violent protest in socially and politically sensitive
of remittances to their families.

association and peaceful assembly. Disruption incidents are

moments. Social media platforms in particular are perceived as a

threat to regimes due to their logistical and organizational potential as
well as the state’s lack of direct control over content. For instance, one

study found that 49 percent of the participants in 2014’s Euromaidan protests learned about exact gath-
ering locations through Facebook.4? In Turkey, the primary hashtag associated with the 2013 Gezi Park
protests (#direngeziparki) was used more times in the first 24 hours than its counterpart from the Egyptian
Revolution was used throughout the entire revolution.** Depending on the user base in a given country,
one or both of these platforms may be used as cornerstones of protest mobilization. Similar examples else-
where provide more than circumstantial evidence that social media are increasingly used as a tool of
collective action. In cases where they do play a leading role, they are at least complementary to tradition-
al forms of coordination and organization.

Furthermore, due to the largely unpredictable dynamics of online movements, regimes may view
communication via social media as a threat, even as governments’ perceptions may not match reality.*

The decentralization of protest and social movements in the digital age hasled several analysts to consider
them leaderless, as many of them lack traditional hierarchical structures.* Not all online movements
that translate to demonstrations on the street are leaderless. For instance, the #BringBackOurInternet
campaign that was initiated following the extended blackout in Anglophone Cameroon has a small
cluster of coordinators, that include activists based outside the country.“® Moreover, disconnecting
civilians on the ground from external backing in the form of online mobilization may skew local
activists’ perception of broader support for their cause. This can further hinder expression and
association on alocal level.*”

A.2. RIGHT TO EQUALITY AND DIGITAL DISCRIMINATION-*®

Large shutdowns are sometimes executed in regions where a marginalized ethnolinguistic or religious
group forms a considerable part of the population. Recent research recognizes digital discrimination
in access to communication technology as a global trend that strongly affects disenfranchised ethnic
groups, and large-scale disruptions only magnify this problem.*® Shutdowns may constitute a targeted
form of digital repression that disproportionately affects a marginalized community and thus
constitutes collective punishment.
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This was the case during the protests in the region of Oromia (Ethiopia) in 2016. Large-scale unrest,
motivated by the grievances of the Oromo ethnic group, prompted prolonged social media shutdowns
in the Oromia region in March and August, as well as disruptions and slowdowns that appeared to
be nationwide in scope between October and December.*° Another wave of disruptions prompted
by turbulence in Oromia was reported nationwide in mid-December 2017 and continued through the
end of the year.>’

On the other side of the continent, the extended blackout in Cameroon in January 2017 specifically
targeted the country’s two Anglophone regions, where opposition to the Francophone regime of Paul
Biya is strong and persistent. Vulnerable groups, including women, refugees, migrants, and internally
displaced persons, experience further barriers to education, access to services, and both communication
and transfer of remittances to their families.

A.3. FREEDOM OF RELIGIOUS BELIEF =2

The role of the Internet and mobile communications in expanding access to and delivery of information
about religion and freedom of thought, as well as engagement in education and dialogue around these
topics, is poorly understood. Clearly, increasing numbers of people are using the Internet and mobile
platforms to share relevant information, whether through targeted evangelism or the provision of
generally available religious resources. These mediums also play an increasingly important role in
facilitating various forms of religious practice, including by providing reminders, guides, and access
to religious authorities.

To date, much examination of the impact of the ICT

Governments face a conundrum: letting

sector on religion focuses on the misuse of these - o
technology flourish, or restricting and

o e i controlling it. Both options may invigorate
extremist views) or to target minorities or non-believers mass protest, generate social movements,

(i.e., the persecution of atheist bloggers in Bangladesh). and trigger other forms of collective action.
These scenarios are important to understand and address.>*

tools to either spread hateful ideology (i.e., religious

However, these kinds of ‘negative’ case studies are often
also used to justify censorship, surveillance, or restrictions that can violate human rights if not carefully
tailored. Without diminishing the need for further analysis of those scenarios, it is also imperative that
digital rights activists develop a deeper understanding of the positive role that the Internet plays to facilitate
the freedom of thought, conscience, and religion to better understand how network disruptions impact these
activities. This could lead to strategies where new and important actors fight against network disruptions.

A.4. RIGHT TO LIFE, BODILY INTEGRITY, AND SECURITY OF PERSONS5*

Network disruptions and shutdowns provide an invisibility cloak for violence as well as gross
violations of human rights and/or the laws of war. Shutdowns enable governments and non-state
actors to conceal violations of the right to bodily (or physical) integrity and security of persons behind
a digital smokescreen. These rights, enshrined in the UDHR and the ICCPR, extend to internal conflicts,
where they are covered by Protocol II of the Geneva Conventions. By interrupting the flow of information
beyond the borders of the city, region, or country, governments severely undermine reporting on
these violations. Furthermore, network disruptions interrupt communication between family members
caught in the fog of war, trying to escape the violence. This is especially acute when basic telephony
(e.g., SMS) is blocked, as has happened numerous times in India and Pakistan in 2017.5* Such large
shutdowns sometimes accompany aggressive military or paramilitary operations, rendering them
virtually impossible to document in real time by reporters and citizen journalists.

Research has confirmed that a concentration of Internet disruptions in the Syrian Civil War was
observed immediately prior to and during military offensives carried out by the Syrian Army
between 2011 and 2013. These incidents, occasionally presented by the Syrian government as technical
outages or cable cuts, coincide with an increased number of killings attributed to government forces.>°
In Nauru, another temporary ban on Facebook and other online services in 2015 raised concern
among human rights advocates that the measure was used to conceal human rights abuses and
deplorable living conditions in the island’s detention centers for asylum-seekers attempting to reach
Australia.?” One civil society representative reported that the extent of the human rights abuses in



the Pool region of the Republic of the Congo (October 2015) and Port-Gentil, Gabon (February 2015)
was unknown due to the communications blackouts that took place in both countries for ten and
three days, respectively.>®

The proliferation of prolonged, large-scale shutdowns in particular has given rise to previously
unknown phenomena and threats to individuals’ safety and physical integrity. One of these is the
emergence of Internet refugees or digital refugees in affected areas. According to individual testimonies
collected at the time, at least some of those killed by the Islamist militant group Boko Haram in the
Benisheik massacre (Borno State, Nigeria) in September 2013 had traveled to the border town of
Damaturu (Yobe State) to make phone calls after cell phone service in Borno State was blocked amid
a military offensive against the insurgents.>® In the 2017 Cameroon shutdown, flows of Internet refugees
from the disconnected Anglophone regions of the country poured into neighboring Francophone
regions, Nigeria, and border areas in an effort to obtain Internet access. Residents, migrant workers
(primarily from Nigeria), NGO affiliates, and individuals working in the tech sector regularly undertook
perilous journeys through highly militarized areas and set up makeshift camps where at least intermittent
access was possible.®® These new, spontaneous population flows, whose full scale is yet to be determined,
create additional risk and windows for abuse.

These effects are exacerbated by the fact that, on a cumulative level, shutdowns and disruptions are
getting longer every year (figure 7) displays a rough estimate of the number of days during which the
Internet or social media were rendered unavailable around the world between January 1, 2011 and
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Cumulative shutdown duration for each month between 2011 and 2017. Shutdowns that began in a given month and lasted for several months are

classified in the month in which they began. Thus, a shutdown that began in January and lasted throughout the year will have contributed 365
days to the total and the figure will be registered under January. 2017 differed from previous years in that a number of shutdowns carried over from
the previous year and/or lasted for most of 2017 - hence the higher starting point. Disruptions that lasted several hours are classified as single-day
shutdowns. Totals do not include cases in which certain services are permanently banned as a matter of national policy (e.g., social media in the
People’s Republic of China). Note: the calculation is approximate due to multiple differences between sources in both conceptualization methodology
applied to network disruptions. Existing data are also highly fragmented. Source: Own calculations based on triangulated news sources, Google's Traffic
Disruptions tool, Access Now’s STOP, SFLC’s InternetShutdowns.in, and Bytes4All’s Killswitch.pk.

December 31, 2017. Across all countries, disruptions in connectivity were found on 2,576 cumulative
days in 2017. The total number of blackouts that year far exceeded the results recorded in each of the
preceding years. These dynamics were fueled both by scattered, single-day shutdowns and prolonged
incidents such as the ones in Anglophone Cameroon that occurred at the end of the year. Prolonged
shutdowns can amount to a state of what could be called a digital siege, wearing down public dissent
under the guise of pacifying volatile situations. In such conditions, all of the aforementioned impacts
are exacerbated, as lack of accurate reporting on violence can become the new normal. The combination
of frequent and prolonged shutdowns is perhaps best captured in the Indian state of Jammu and Kashmir,
which experiences regular, back-to-back shutdowns that conceal the real security situation in the region.®’
The repercussions of shutdowns for local, regional, and national economies are described in the
next section.



ECONOMIC, SOCIAL, AND CULTURAL RIGHTS

Disruptions undermine economic, social and cultural rights. The International Covenant on
Economic, Social and Cultural Rights (ICESCR) defines a number of rights stemming from each individual’s
right to self-determination, most notably the free pursuit of his or her economic, social, and cultural
development (Art. 1). The treaty’s 164 signatories are committed to upholding and progressively ensuring
the full protection of these rights. Large-scale disruptions violate many of them. While significant work
has been done to document and highlight the economic impacts of network disruptions, more can and
should be done to underscore the wider social and cultural impacts.¢?

B.1. ECONOMIC RIGHTS®3

Disruptions significantly damage the financial ecosystem and local economy of their impact zone.
The scale of the economic losses incurred by businesses and institutions as a result of deliberate
network disruptions is difficult to ascertain. Revenue losses in particular are rarely reported.
Organization for Economic Co-operation and Development estimates of the financial impact of
Egypt’s 2011 shutdown suggested a minimum figure of $90 million.®* A more recent blackout in
Gujarat (India) froze an average of $225 million in daily mobile transactions across the state,
according to an industry spokesperson.©®* A separate incident in Gujarat coincided with the income
tax filing deadline, forcing taxpayers to fill out their returns by hand at local service counters.®®
Disruptions affect e-commerce sites, taxi services, Internet and mobile banking, and the startup
ecosystem,®” in addition to creating a climate of uncertainty for international investments.®® There
is evidence of governments using shutdowns as a tool to compel telecommunications companies to
modify their business models, creating a significant chilling effect.®® In the September 2017 Togo shut-
down, Access Now’s Shutdown Stories Project documented delayed paychecks due to disconnected ATMs,
local journalists being forced to incur prohibitive costs to find an Internet connection, and business
deals that failed due to the lack of connectivity.”®

The World Bank has stated that the digital dividends of Internet
and cell phone connectivity are more numerous and widespread

. . than can be measured. In this same sense, the repercussions of
Prolonged disruptions perpetuate 15
the digital divide, not only within

countries, but also across borders, . ) :
mostly affecting girls and women. forced businesses to shut their doors permanently due to irreparable

economic damage, especially when the next blackout is certain to

their absence are more pervasive than can be observed.”” On an
individual level, some instances of protracted shutdowns have

arrive shortly (e.g., Kashmir). Small vendors who depend on the Internet
are the first to be swept from the digital economy, as they lack necessary
resources for resilience and recovery.

In many African countries, the repercussions of large blackouts are particularly acute given the
popularity of mobile services. Industry intelligence reported that Sub-Saharan Africa’s complex
mobile ecosystem provided 3.5 million jobs, generated $110 billion in economic value, and raised
$13 billion in taxes in 2016.” Mobile Internet was available to 26 percent of the region’s population
— a figure estimated to increase to 38 percent by 2020. ICT investment is on the rise across the
continent. In fact, the Internet is expected to contribute an average of 5-6 percent of each country’s GDP
by 2025.7* The mobile industry’s productivity impacts in 2016 amounted to $62 billion while total
impacts (direct, indirect, and productivity) reached $110 billion.”* Mobile money services in particular
fuel both formal and informal economies, helping individuals to exchange goods and services and
cutting the costs of doing business. Across 39 countries, 140 mobile money and banking services host
about 280 million registered accounts, providing safe, low-cost, and rapid financial transfers while
broadening financial inclusion. Disruptions to these services (e.g., Uganda 2016) reverberate among
the companies and individuals who use them, eroding the economic rights of civilians while
diminishing the beneficial effects of mobile services in the digital economy.

Prolonged digital sieges wear down businesses that would otherwise have survived multiple short

disconnections. For instance, businesses reliant on an Internet connection have been crippled in
Jammu and Kashmir (various shutdowns with a cumulative length of several months), the Federally
Administered Tribal Area in Pakistan (450+ days), and Cameroon (93 days), among others.”> The threat
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of future disconnection, as expressed by the Government of Cameroon following the 2017 shutdown,
can permanently erode confidence in the market and business environment among both local
entrepreneurs and international investors.

Three studies have attempted to assess the impact of large-scale network disruptions on the economies
of affected countries.”® In 2016, the Global Network Initiative released a study that estimated the
impact of a full Internet shutdown by level of connectivity.”” Under this framework, with each day of
complete blackout, high-connectivity countries would lose an average of $23.6 million per 10 million
population, medium-connectivity countries would lose $6.6 million, and countries with low penetration
could expect to lose $0.6 million. Another study by the Brookings Institution estimated that shutdowns
had cost the world economy $2.4 billion in 2015 alone, with nearly half of the damage to GDP concentrated
in India.”® Finally, a report by the Collaboration on International ICT Policy in East and Southern
Africa (CIPESA) employed an innovative methodology that included lost cost savings, efficiency
gains, and reputational effects to determine that disruptions cost the economies of Sub-Saharan
Africa more than $218 million in 2016.7° All three studies acknowledge that they underestimated
the economic impact of shutdowns, which resonate in supply chains, distort the stable growth of local
businesses, and culminate in foregone investments, among many other negative impacts.

Finally, it is important to establish whether network disruptions have a noticeable economic effect
on the flow of remittances to low and middle-income countries. Remittances, or money transfers sent
by foreign workers back to their home countries, provide a vital and stable contribution to the GDP
of many countries, including Kyrgyzstan (34.5 percent of GDP), Haiti (27.8), The Gambia (20.4), and
Nepal (29.7).2° Remittance inflows in India, which
remain the largest in the world in absolute terms
($62.7 billion in 2016), experienced a decline of 8.9 It is important to establish whether
percent in 2016. While this is generally attributed to network disruptions have a noticeable

a drop in gas prices and changes in the fiscal policy of economic effect on the flow of remittances
oil-producing countries, disruptions to the technology to low and middle-income countries.
that enables the receiving of remittances are worth
investigating as potential additional causal factors.

B.2. RIGHT TO MENTAL AND PHYSICAL HEALTH®'

Article 12 of the ICESCR establishes “the right of everyone to the enjoyment of the highest attainable
standard of physical and mental health.” While the effects of disruptions on health care and emergency
services are not yet widely known, at least one gynecologist in Pakistan was not able to communicate
with a pregnant patient due to a cell phone shutdown in 2013, leading the patient to a miscarriage.®?
A three-week-long disruption in Somalia in June—July 2017 also reportedly hindered the delivery of
crucial medical paperwork in individual cases, in addition to obstructing remittances, education,
business, and humanitarian action.®* While the incident was probably caused by accidental cable
damage by a commercial ship, it dramatically reduced connectivity across most of the country and
exemplified the complex impacts of disruptions, whatever the cause.

In India, journalist Safeena Wani reported that, due to an ongoing shutdown in 2016, a hospital in
Srinagar (Jammu & Kashmir) was unable to contact a specialist in another part of the state to repair the
facility’s CT scanner, leading to delays in life-saving procedures.®* Digital Empowerment Foundation
has highlighted the particular psycho-social impacts of disruptions that take place in the context
of ongoing conflict. These effects are just as severe outside conflict zones. The Indian government’s
Digital India campaign, for example, promotes the use of digital technology in health services, but
intermittent or non-existent access prevents patients to reap the benefits of the program.®* Itis
possible that many similar cases remain underreported, even as many of the human costs of disruptions
remain. As more and more health services and related resources become available online, the impacts
of disruptions on mental and physical health will no doubt become more severe.

B.3. RIGHT TO EDUCATION?®®

Article 13 of the ICESCR expresses the foundational nature of education, explaining that it is necessary
to “enable all persons to participate effectively in a free society, promote understanding, tolerance



and friendship among all nations and all racial, ethnic or religious groups, and further the activities
of the United Nations for the maintenance of peace.”

The role of the Internet in education is increasingly important as one moves into higher levels of
education. Most academic fields include components that require online resources, and their absence
jeopardizes academic success for all civilians. However, its importance is particularly acute in
Science, Technology, Engineering, and Mathematics (STEM) fields, which are commonly seen as the
beacons of progress and development in modern societies.

In prolonged blackouts, students at all levels fail to achieve success for this reason, as reported every-
where from Kashmir to Ethiopia.®” Furthermore, one third of the students that are enrolled in online
courses via the online learning platform Coursera live in low and middle-income countries, which are
more sensitive to disruptions and outages than high-income countries and are prone to numerous
other forms of network instability (Robertson 2015).5®

The specter of shutdowns places a heavy burden on vulnerable populations, whose access to
education is already a challenge relative to their peers. Girls and women in particular are underrep-
resented in both STEM and general education in most of the states affected by disruptions. Sophie
Ngassa, a tech entrepreneur in Cameroon working with young girls to improve their digital skills
and encourage them to enter the STEM fields, later described the repercussions of the blackout for
this group, which was unable to compete in innovation challenges on both the national and international
level.®® Prolonged disruptions perpetuate the digital divide, not only within countries, but also
across borders, mostly affecting girls and women. The proliferation of shutdowns to stem cheating
and leaks during school exams in Algeria, Ethiopia, India, Iraq, Republic of the Congo, Syria, and
Tunisia not only exemplifies disproportionate repressive action, but also undercuts educational
opportunities for all groups in all regions across each country.®®

B. 4. RIGHT TO TAKE PART IN CULUTRAL LIFE AND BENEFIT
FROM SCIENTIFIC PROGRESS*'

The Internet has facilitated the ability of people in otherwise remote areas to participate in cultural
life and benefit from scientific progress. Curbing access to digital networks not only cuts entire
populations off from these opportunities, but also generates impacts that bleed into employment,
health, education, and free expression. Social media platforms in particular play a significant role in
creating new and dynamic mediums for cultural expression.

Shutdowns take place in areas where Internet use is expanding and cell phone possession is relatively
high (figure 8). As these industries grow, so will the reliance on digital networks in various aspects
of life. The multi-layered impact of disruptions will become more acute as countries become more
digitized, particularly as multinational companies partner with weakly connected states (e.g., Google’s
Project Loon, Facebook’s Aquila and Free Basics, O3B’s and SpaceX’s low-orbit satellite constellation
projects) to extend Internet access to billions of unconnected civilians. The more that people, institutions,
and organizations rely on digital communications, the greater the negative impact of a shutdown.
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HUMANITARIAN IMPACTS

Large-scale shutdowns can undermine humanitarian efforts. These impacts fall within international
humanitarian law rather than the narrow scope of international human rights law that undergirds
this report. In February 2014, humanitarian groups and NGOs in Somalia reported on the impact of
severed communication between field and central teams when Islamist militant group al-Shabaab
forced Hormuud, the country’s largest operator, to shut down mobile Internet services, accusing it of

enabling espionage by Western intelligence agencies.®?
As of late 2017, 3G service continued to be unavailable

in southern Somalia, impeding the everyday activities of ---network' dls_ruP tions interrupt
communication between family

individuals, aid agencies, and humanitarian organizations
alike. According to one interviewee, emergency services may
be difficult to reach during a disruption, causing delays that
diminish a patient’s chances of survival or recovery. Violence
amid a digital information blackout is difficult to objectively
measure, track, and address, as are the needs and mobility patterns of any affected populations. Timely

members caught in the fog of war,
trying to escape the violence

and accurate crisis communication is key in natural disasters, which can disrupt digital information
flows on a massive scale. However, as of late 2017, no known political network disruption coincided
with a natural disaster.



RECOMMENDATIONS: AN INTEGRATED APPROACH

Shutdowns remain prevalent in spite of the efforts of civil society, the corporate world, and aca-

demia to highlight and counteract their impact. In India, the total number of shutdowns in April 2018

already exceeded levels for all of 2016. Despite the success of Access Now’s #KeepItOn campaign, new
countries continue to disconnect communication, often under the unverified assumption that such

a measure is effective at ensuring public safety. This report highlights opportunities to engage new ac-

tors and angles of discussion. For shutdowns to subside, advocates must demonstrate that these

actions are both ineffective and prohibitively expensive. Advocacy campaigns must use clear,
measurable evidence to illustrate the counterproductive consequences of shutdowns for all human
rights, stakeholders, and social and economic sectors (figure 9).93

1Include ministries other than
communication and interior in
the dialogue; focus on ministries
that deal with high social impact
and growing use of information
technology (health, education,
economy)

2 Expand Internet connectivity
responsibly and through
partnerships

3 Proper impact assessment
training for national, regional,
and local society is assumed to
represent the interests of society
atlarge, and the rights of average
citizens.

1Expand, improve, and maintain
human rights impact assessments

2 Create accessible, frequently
updated map of present and
past disruptions in collaboration
with researchers

3 Engage civil society actors from
outside the digital rights space,
including faith leaders, cultural
figures, and humanitarian organ-
izations; broaden engagement
with researchers capable of
conducting advanced data analysis

ACADEMIA

1Engage: take the lead on
data collection and analysis,
collaborate with various data
sources; ensure responsible
public access

2 Analyze effectiveness of
shutdowns as a means of
addressing protest

3 Push for more interdisciplinary
research and collaboration on
shutdowns across different
academic fields (e.g., political
science, computer science,
sociology, information science)

Promote participation of underrepresented actors, including
humanitarian agencies, faith-based organizations, and individual citizens

1Expand awareness of the
impacts on business outside the ICT
sector, including by enhancing
the visibility of small and medium
enterprises, local retailers, and
other affected parties in the
supply chain; push to involve
these businesses in advocacy
against disruptions

2 Social media: Take action on
incendiary content - incommuni-
cation with individual governments
and rights groups and employing
content checkers with knowledge
of local language and culture -
to avoid large-scale shutdowns

BROADEN THE SCOPE OF HUMAN RIGHTS IMPACTS ASSESSMENTS

As stated in section 3 of this report, the range of human rights impacts of network disruptions is quite
broad. While advocacy on this issue focuses on the immediate civil and political rights impacted by
disruptions, and research has allowed all actors to better understand and call attention to the economic
impacts, more can be done to underline other lasting impacts on human rights. For instance, there is a
dearth of both data and individual accounts regarding the repercussions of shutdowns in the area of
health care. Similarly, humanitarian agencies and organizations have not taken vocal stances on the
harms they experience from network shutdowns disruptions to their workflows, logistical difficulties,
and risks to the well-being of vulnerable populations. On an international level, Access Now is at the

forefront of the initiative to collect testimonies from individual events. These efforts must be supported
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and expanded to include local NGOs, which are well positioned to gather both broad statistical evidence
and individual accounts.

Despite the encouraging steps taken by the UN Human Rights Council and other institutions, many gov-
ernments still do not see access to digital communication as a human right. Hence, future efforts should
incorporate the language of broadly accepted human rights treaties and draw attention to the impact of
network disruptions on rights such as freedom of association, assembly, and religious belief.

By making these impacts more clear, advocates can broaden the range of CSOs, companies, and investors
who may advocate around network disruptions and raise awareness with decisionmakers. In particular,
it is important to engage and involve businesses from outside the ICT sector, along with civic leaders
whose primary focus may not be digital rights (e.g., faith leaders, cultural figures, and humanitarian
organizations).

IMPROVE AND EXPAND DATA COLLECTION EFFORTS

Nearly all of the interviewees agreed that data collection on various aspects of network disruptions
must be improved and expanded. Here are some examples of existing data collection efforts:

* Access Now’s meticulous reporting via their #KeepItOn campaign, their Shutdown Stories project
(individual testimonies from shutdowns, largely submitted by local volunteers and activists on the
ground), and their Shutdown Tracker Optimization Project (STOP) aggregate valuable information
about disruptions in the form of a spreadsheet file.

* SFLC’sInternet shutdowns tracker maps past and current disruptions across India on a state-by-
state level.

* Bytes for All’s KillSwitch.pk tracks and reports on shutdowns in Pakistan (but does not yet
map them).

* Network measurements by Oracle’s Internet Intelligence (formerly Dyn Research) and Akamai’s
State of the Internet project.

* Explorer from the OONTI, a division of the Tor Project, uses measurements collected since 2012 to
detect various kinds of website blocking, censorship, surveillance, and traffic manipulation. Users
can contribute by installing an ooniprobe.

* Google’s Transparency Report includes a real-time graph charting Internet traffic in each country
with a high level of precision.

o The Internet Outage Detection and Analysis (IODA) project from CAIDA is an experimental effort
to aggregate a variety of measurements to identify Internet disruptions.

* GNU’s Principles on Freedom of Expression and Privacy, as well as its Country Legal Frameworks on
Freedom of Expression and Privacy in Telecommunications, contain critical guidelines for operators
in challenging regulatory environments and compile information about relevant national laws.?*

Other sources of raw data include the Route Views Project, the RIPE network, and Measurement Lab
(M-Lab). Organizations such as Internet Sans Frontiéres, Paradigm Initiative, and CIPESA have also
conducted important work at the intersection of research and advocacy.

Many of these initiatives were developed or extended in the last two years. While they have significantly
deepened our knowledge about network disruptions, the space for expansion is vast. Multiple measure-
ment experts interviewed and/or consulted for this report agreed that traffic data at a more granular,
subnational level of analysis (e.g., city or administrative region) would be beneficial. For instance, since the
January 2017 Cameroon shutdown was limited to two regions, the change in the country’s cumulative
activity registered in Google’s traffic tool was minimal. The increasing frequency and sophistication of
localized shutdowns warrant a more in-depth approach to data collection. According to interviewees,
the areas that require more attention include more accurate data on the scope of each shutdown, the
protest activity generated (or stifled) by each incident, the large-scale human impact of disruptions
beyond isolated examples, and data that distinguishes between mobile and fixed Internet traffic.°*
Furthermore, SFLC is the only platform where disruptions are mapped subnationally, focusing on
India’s 36 states and union territories. Fine-grained mapping is not currently available for any other



country, and it would allow for better visualizing the scope of each disruption. Tech companies and
researchers have a critical role to play as initiators and forerunners of data collection efforts while civil
society actors could develop data repositories.

Although the three existing reports on the economic impact of shutdowns are excellent contributions
that fill an important gap in current knowledge, these models must be continually used and improved
should countries continue to experience large-scale disruptions.

Academics and researchers should take steps to disseminate new data collection and analysis efforts
through peer-reviewed academic journals. While network shutdowns justifiably prompt a scramble to
report the details of each incident in the press and social media, this should be balanced by cross-
disciplinary research on the topic, buttressed by rigorous review. This applies to the social sciences in
particular, as very few studies in political science and sociology focus on disruptions to connectivity as
a form of digital repression.®® Both statistical work on the cross-national ramifications of disruptions
and case studies are needed. This is a promising space for collaboration between academia, NGOs, and
tech companies.

It is imperative to carry out more in-depth research on the effec-
tiveness of network disruptions as a strategy of stifling protest and
Despite the encouraging steps taken by opposition. Further proof that disruptions can backfire, expanding
the UN Human Rights Council and other unrest and other public expressions of outrage, would provide
institutions, many governments still do activists with a powerful argument against the primary justification
not see access to digital communication for shutdowns. Conversely, the opposite finding could catalyze CSOs

as a human right. ] _ )
and encourage them to raise awareness on the importance of public

dissent when communication is uprooted.

Overall, researchers would benefit greatly from more precise data to carry
out objective, independent studies. Investors and companies would acquire valuable and accurate insight
on the financial, technological, and social risks of entering a volatile market. CSOs would be better
equipped to coordinate their activities on the ground and would gain from the interconnectedness of
the human rights and economic impact narratives.

SUPPORT RESPONSIBLE PARTNERSHIPS TO EXPAND CONNECTIVITY

The author’s statistical research tentatively suggests that certain network interferences begin to wane
once Internet connectivity reaches a certain threshold. This finding must be corroborated through
review and a separate study covering a narrower definition of interference (large-scale disruptions)
between 2011 and 2018. The results of this research and rising Internet penetration may compel gov-
ernments to reevaluate shutdowns as a valid strategy in the quest for security. Similarly, cell phones
are ubiquitous in many of the countries that have experienced deliberate disruptions. The convergence
of both technologies may further discourage governments from executing shutdowns as awareness of
their consequences grows. Technological development brings new infrastructure, new jobs, new sources
of revenue, and new opportunities for investment. Governments face a conundrum: letting technology
flourish, or restricting and controlling it. Both options may invigorate mass protest, generate social
movements, and trigger other forms of collective action. This is known as the “dictator’s dilemma” in
social science research,®” and it implies that governments will usually favor expanding connectivity.
This is because the latter makes the country more competitive on the world stage and brings in revenue
that the other option specifically denies. The risk of upheaval, meanwhile, remains comparable.®®

Thus, homegrown initiatives to ensure Internet and cell phone expansion would be welcome. Responsible
partnerships to expand access to communication technology are promising, with benefits for both local
and national economies. At each step, care must be taken to ensure responsible consumption and sharing of
data in the interest of avoiding the escalation of pre-existing social tensions, to which the rapid spread
of information in a newly connected society can ultimately contribute. Partnerships of this kind could
involve international, national, and local actors focusing on: 1) negotiating and creating greater provider
diversity at the international frontier (thus lowering the ease with which disruptions can be executed),
and 2) ensuring sustainable expansion of access without bypassing the fundamental needs of local
populations. Such ventures should be carried out with an eye to promoting the UN Sustainable Develop-
ment Goals, emphasizing the role of local providers and entrepreneurs.



CONDUCT CASE STUDIES

At least one tech company representative advocated for a detailed case study that would cover the
complex consequences of shutdown events in a specific country, encompassing both human and
economic impact. This study could be conducted in house, outsourced to a consulting firm with deep
market insight, or commissioned from academic researchers. India was identified as a promising candidate
for such an analysis. India’s legal system stipulates a clear separation of powers, and its status as a
democracy with a strong tradition of social movements adds important dimensions to the conditions
under which shutdowns can occur. It is also deeply mired in the world of technology, with relatively
easy access to market data and businesses on the ground for the purpose of conducting research. A
robust and popular Right to Information law offers potential insight from government sources. Finally,
India has experienced an explosion of government-led disruptions in the past three years, with a very high
degree of decentralization (regional shutdowns ordered by state authorities).

This initiative is worth exploring to visualize the extent
of the damage shutdowns entail in one particular

Telecommunications companies have unique

country and to allow others to extrapolate. It can also be qualities that give them the edge in this conversation.
carried out in collaboration with India’s rich landscape They can rely on the vast technical expertise of
of CSOs, some of which (DEF, SFLC) are already carefully their teams to educate governments and raise
monitoring the topic. their awareness regarding the consequences of

shutdowns without exerting undue pressure.

ENGAGE DIRECTLY WITH GOVERNMENT ACTORS
AND SUPPORT TRAINING

Government actors in different countries are often familiar with some aspects of shutdowns (e.g.
technical feasibility, impact, or remedy) but do not understand their full scope. The executive and
judicial branches of many governments do not have the training that would provide them with this
information. This may lead to disproportionate steps being taken to counter a perceived digital threat.

At least one trade association, two telco representatives, and several representatives of international
organizations supported one-on-one engagement and various forms of capacity building for government
officials. Most agree that reactive pushback in the moment is not enough. Telcos must have proactive
conversations with the government outside of crisis situations, e.g., by discussing the implications of
proposed legislation. Telecommunications companies have unique qualities that give them the edge in
this conversation. They can rely on the vast technical expertise of their teams to educate governments
and raise their awareness regarding the consequences of shutdowns without exerting undue pressure.
Furthermore, while reports on the economic cost of shutdowns may reach the highest echelons of a
national government, they may not find their way to regional or local decision makers.

It is also important to engage with government actors beyond those directly responsible for disruptions
(i.e., ministries of interior and/or telecommunications) to ensure that different viewpoints are reflected
and impacts internalized in government decision making. Government actors responsible for social
services (health, education), and for economic development are likely to recognize and articulate the
disproportionate impacts that disruptions can have.

The multiple WhatsApp shutdowns in Brazil and numerous other cases suggest that individual decision-
makers often know little about the fallout of their actions. The judiciary should be an entry point, as it
often provides, according to one intergovernmental organization official, “one of the few meaningful
safeguards against unbridled executive power.” Capacity building should also be provided to different
agencies, departments, and ministries, as they often do not reflect a coordinated position regarding
disruptions (e.g., Egyptin 2011).

Overall, a combination of one-on-one engagement and collaboration seems to spark the most enthusiasm.



CONCLUSION

Network shutdowns and resistance to them on the part of companies, civil society, and civilians are
amorphous and rapidly developing topics. Strategies of controlling information flows online are
constantly evolving and create challenges for measurement, even among experts in network security.
The proliferation of shutdowns in stable democracies, such as India, is particularly concerning. India’s
growing role as a regional economic power creates the risk that its approach to information control will be
used as a petri dish by other developing countries, which may emulate India’s penchant for shutdowns,
unless such disruptions are proven ineffective. The breadth of the impacts outlined may also bring
new arguments to the debate on shutdowns, focusing on their
disproportionate impact on vulnerable populations such as
[Tackling network disruptions individuals with chronic health conditions, marginalized ethnic
jointly] will help ensure that these groups, and women. All of these groups are affected by a digital
black holes of communication divide that shutdowns only perpetuate.

do not become the new normal
on a global scale.

As analysts devise new ways of detecting disruptions and tracing
them back to the decisions of specific government entities, others
can take action:

e Activists can broaden their targets to include other government ministries and reach out to
leaders of organizations that have suffered shutdowns silently without a global network to magnify
their concerns.

o Large firms can bring local businesses into the discussion while social media companies can
significantly expand efforts to monitor inciteful speech, regardless of the language.

* Academics and other researchers can drive forward data collection and analysis on a largely
unexplored topic, work across multiple fields of study, and make the data that underlie their
findings publicly available.

* Governments can work with actors at various levels to develop capacity building opportunities
and expand connectivity while ensuring the spread of false content does not incite violence.

None of these groups can address the problem alone. Multistakeholder engagement on issues related
to technology and human rights is a proven approach, which has already been applied to network
disruptions and can be expanded upon. This discussion should be held parallel and in coordination
with greater engagement on problems like disinformation and hate speech, which are often cited as
justifications for network disruptions. Whatever mechanisms are used to counteract the alarming
trend of network shutdowns, jointly improving our understanding of this phenomenon will help
ensure that these black holes of communication do not become the new normal on a global scale.



ANNEX: HOW ARE DISRUPTIONS TYPICALLY EXECUTED?*°

Large-scale shutdowns typically take place in one of several ways. This appendix aims to summarize
some of the mechanisms underlying these disruptions, including both the orders themselves and the
technical components of the communication infrastructure that are usually affected. The dynamics of
shutdown orders (often broadly referred to as service restriction orders, or SROs) are discussed in the first
section below. The next section outlines some of the known technical aspects of disrupting connectivity
on a wide scale, focusing on the withdrawal of routes from the global routing table. Two more subsections
outline other modes of disruption (infrastructural damage and throttling). While far from exhaustive,
this section provides an introduction to some of the mechanics of network shutdowns.°

SHUTDOWN ORDERS

Mobile and ISP shutdown orders are an accelerating trend, correlating with the vigorous expansion of
cellular networks in developing countries, the falling cost of mobile data, the increased use of social
media in emerging markets, and the expansion of submarine and terrestrial fiber networks routing
ever-growing volumes of data.’® As a result of increasing coverage and strong economic growth in
lower- and middle-income states, cell phone subscriptions per 100 individuals reached a global average
of 101.5 in 2016, surpassing 100 for the first time that year. However, this growing reliance on mobile
devices has made them a primary target for intentional disruption in certain countries. MNOs are
typically ISPs, i.e., entities that provide Internet access, usually on a subscription basis. Thus, orders
to disconnect telecom services often concentrate on mobile data connectivity.

Mobile shutdown orders are issued by regional or national authorities (executive or judicial) to compel
network operators to suspend services, often citing a clause in the country’s criminal code or communi-
cations law.'°? According to several telco representatives, in extreme cases, the order is issued verbally
(by phone) to accelerate the process, followed by a written order, which companies commonly request
if itis not attached to the initial demand.

In this scenario, while the actual links connecting Internet service providers to the outside world are
not necessarily cut, services such as mobile data, specific communication apps (often instant messaging
apps, social media, and VoIP services), calls, and/or SMS (texting) are made unavailable. When a specific
app is the target of a suspension order, operators are held responsible for blocking access to specific
servers that the app relies on, under threat of punishment or penalty (e.g., Zimbabwe in July 2016°).
Suspension of services provided by an app has also been triggered when a government demanded
access to communication channeled through the app but company representatives argued that full
encryption did not allow them to present this information. In such cases, governments have occasionally
moved to completely block the app in light of their own inability to access or restrict individual pieces
of content. Several WhatsApp disruptions in recent years have occurred in this context, e.g., in Burundi
(April 2015), Morocco (January 2016), Zimbabwe (July 2016), the Democratic Republic of the Congo
(August 2017), and, perhaps most prominently, Brazil (December 2015, May and June 2016)."°4 Sri Lanka’s
blocking of Facebook and other platforms in March 2018 was, in turn, the result of official claims of
rampant hate speech and its possible links to violence on the ground.

According to several telco representatives interviewed for this report, a shutdown request and/or the
law authorizing it may restrict telcos’ ability to publicly acknowledge the existence of the disruption.
Consequently, there have been calls for greater transparency from civil society, companies, and gov-
ernments regarding mobile disruption orders, as well as several notable cases where such orders were
anonymously leaked (e.g., DRC 2017). Furthermore, several telcos have corporate social responsibility
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(CSR) protocols in place when the head of the company or subsidiary receives an order to terminate
connectivity or release customer data. This may involve informing telco peers and CSOs of the order.
State-run companies and those operating solely within the country in question seem to be less likely
to respond to an informal order by requesting legal justification in writing. They are also less likely
to engage with global civil society on the matter.

Fixed Internet shutdown orders are occasionally issued in tandem with mobile orders. While the over-
whelming majority of service restriction orders targets mobile networks, a small percentage of them
also entail the suspension of fixed Internet access. In India, only 10 of the 73 shutdowns registered by
SFLC by mid-July 2017 were confirmed to have included fixed-line service offered by certain providers,
and none had focused on fixed lines exclusively. DSL broadband access was also limited in recent
disruptions in Duraz (Bahrain) in 2016 and Togo in 2017."° Disruptions of fixed and leased'®® lines
are less common than mobile data shutdown orders, possibly given government offices’ dependency
on the former.

TECHNICAL ASPECTS OF LARGE-SCALE SHUTDOWNS

In order to understand some of the technical means that are used to execute shutdowns, we must first
briefly describe some of the network architecture that governments disrupt. Global Internet traffic is
routed by the Border Gateway Protocol (BGP). Manipulating or hijacking BGP routes can significantly
disrupt Internet access in a country and inflict collateral damage outside its borders. The BGP acts as a
road map to autonomous systems (AS) and their respective identifying numbers (ASNs).”°” An auton-
omous system is a self-contained collection of routers that groups one or more blocks of IP addresses
(prefixes) under (typically) a single operator. Operators (companies or their branches, groups of compa-
nies, universities) determine a routing protocol, akin to directing traffic among nodes in the Internet.
Routing protocols provide routers with information on the topology of their network. BGP routers can
announce routes (make changes to existing routes or create new routes) or withdraw them, informing
receivers that the routes in question no longer exist. BGP routers continually exchange routing tables
consisting of all of their active routes. The receiving router incorporates new information from its
neighbor into its routing table.”*® BGP routes are responsible for directing international traffic to and
from a country. The number of routes differs by country.'*®

As a network, BGP is founded on trust. The information transmitted through it is generally believed
to be accurate. Consequently, both deliberate and unintentional disruptions can have broad impact
zones."® When ISPs receive a shutdown order, they typically withdraw routes from the global routing
table. Internet performance services use BGP analysis to investigate incidents in which BGP routes are
withdrawn. Manipulating routing tables allows an ISP to send IP addresses down a path to nowhere,
much like fabricating a map with false trails and dead ends. BGP routes to a country’s IP space thus
disappear from its upstream providers, culminating in a large-scale shutdown. This is commonly
called a BGP outage. During the Arab Spring, for instance, Egypt initially withdrew about 3,500 routes,
accounting for 88 percent of Egypt’s Internet traffic, while Libya briefly withdrew all 14 of its own,
supplementing the process with satellite signal jamming and packet filtering."" A cascading or simultaneous
series of withdrawals by multiple ISPs signals a likely explicit order issued to these providers.

The number of border providers in each country contributes to a country’s risk of disconnection.
Border providers are domestic network providers (i.e. ASes) with direct connections to international
providers.”? The more of these entities exist in a country, the greater the network’s overall resilience
— and resistance to large-scale shutdowns. Additional risks include the centralization of institutional
power in a state-run telecom (e.g., in Ethiopia), a laissez-faire approach of central governments to
regional security (e.g., shutdowns implemented by state governments in India), and a limited number
of fiber links carrying traffic internationally.

It is important to note that erratic network behavior can be caused by other processes that result from
interference with BGP routing. Inadvertent misconfigurations can result in routing leaks, i.e., illegitimate
announcements of blocks of IP addresses. Traffic is then often diverted and sent through the miscon-
figured router, which may cause widespread instability in critical services if providers propagate it
without validation.”® Route hijacks, BGP hijacks, and BGP man-in-the-middle attacks are all related



categories of incidents, but differ from route leaks in malicious intent. Governments sometimes use
hijacks to enforce censorship regulations or block a service. This, however, may extend the disruption
beyond country borders, as was the case when Pakistan attempted to block YouTube domestically in 2008."#

SABOTAGE OF INFRASTRUCTURE AND CABLE CUTS

In very specific instances, access to networks can be disrupted by shutting down traffic at a cable landing
or via physical damage to cables. The government of Iraq, for example, shut down access to the Internet
at the Gulf Bridge International (GBI) cable landing and a terrestrial waypoint on the Iraqi-Jordanian
border in 2013." Armed groups have occasionally forced disruptions by cutting or bombing cables (e.g.
Libya in 2013"¢), and a 2014 incident involving the Shabwa cable in Yemen was attributed by national
media to a conflict with local tribesmen."” However, the inherent resilience of the Internet renders this
tactic futile in many cases, particularly when the infrastructure that provides the country with Internet
access extends beyond a single access point. For cable damage to trigger an outage on the national level,
all of the terrestrial and submarine cables that provide international connectivity to the country have
to be cut simultaneously.”” Governments almost never intentionally damage the Internet’s support
infrastructure in the country, as such a tactic would quickly prove self-defeating.

However, governments do occasionally use cable damage to justify severe disruptions, not always providing
evidence for these claims. For instance, in June 2017, the administration of Denis Sassou Nguesso in
the Republic of the Congo claimed accidental cable damage caused by a shipping vessel had severed
the country’s connection through the West Africa Cable System (WACS) (parliamentary elections were
to be held the following month.)"® Similarly, following the ouster of Zimbabwean President Robert
Mugabe in November 2017, twin cable cuts reportedly brought down most of Zimbabwe’s connectivity,
additionally affecting that of Zambia and the DRC, in early December. MNOs attributed the outages in
both Congo and Zimbabwe to accidents, and this explanation has been corroborated by Internet perfor-
mance analysts. The same defense has been used by the Syrian government in that country’s civil war,
typically without external corroboration. Damage to infrastructure is often difficult to verify given the
use of government vessels to conduct inspections and repairs. This can create confusion during armed
conflicts and enable governments to falsely attribute disruptions to technical faults.

Deliberate, coordinated targeting of one or multiple cables is not generally considered a feasible strategy in
international conflict. Nonetheless, states that rely on a small number of ‘chokepoint’ cables or contain
a high concentration of cables that serve as hubs for international connectivity also constitute areas of
heightened risk.'#°

BANDWIDTH THROTTLING

Throttling refers to the intentional slowdown of network traffic, sometimes to the point where it is
rendered unusable. As of late 2017, throttling has been used in at least ten countries: Bahrain, China
(in the Tibet Autonomous Region), Gabon, India, Iran, Iraq, Myanmar, Syria, Turkey, and Uzbekistan.™!
Turkey is the state actor that perhaps most prolifically resorts to throttling, which has occurred during
or in the wake of, protests, terrorist attacks, violent clashes, and the July 2016 coup attempt.”?? Iran
rolled out similar measures to stifle electoral protest or anticipate it ahead of key dates (e.g., the anniversary
of the Islamic Revolution and of the contested 2009 Presidential election).'?*

OONI regularly investigates disruptions via throttling. A particularly prevalent method is packet
dropping, in which packets of data sent across a network fail to reach their destination. OONI has
identified the throttling of encryption protocols in Iran in conjunction with sensitive occasions such
as protests and elections, as well as similar incidents in Egypt and Turkey.'?*

As a censorship measure, throttling is more sophisticated in execution, but less dramatic in scope and
potential consequences. It is also less detectable by outside parties and offers more flexibility for
communication among government and security actors, as vital communication links remain open.

Beyond the measures mentioned above, governments often impose more targeted restrictions to access,
including IP blocking, DNS filtering and redirection, URL filtering, or any combination thereof. Researchers
and activists are also detecting emerging patterns of DDoS attacks by governments, particularly during
periods of political contention such as elections. These measures can be interpreted as censorship, but
they generally do not fulfill the inclusion criteria of a shutdown as framed in this report, and they do
not always aim to undermine multilateral communication, coordination, and organization.
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