





FTC’s Approach to Privacy
.,

e The FTC’s standard is that companies must:

- maintain reasonable procedures to protect
sensitive consumer information, and

- live up to any promises they make regarding the
privacy or security of their information.









FTC Act - Deceptive Privacy & Security
Claims

e The FTC has brought cases against
companies that misrepresented their privacy
& security procedures.

e Companies claimed to have strong
procedures Iin place to protect the information
they collected. In fact, the companies failed
to anticipate or address substantial and well-
kKnown security risks.






FTC Act - Unfair Privacy & Security
Practices

e The FTC has brought cases alleging that the failure
to have reasonable security procedures was an
unfair practice.

e |n each case, as a result of the company’s
Inadequate safeguards, there was a data breach that
resulted in substantial consumer injury.









Fair Credit Reporting Act (FCRA)
<

e Credit transactions are extremely common in the U.S.

e Consumer Reporting Agencies collect public record info, credit
info, both positive and negative

e The information is sensitive and subject to strict privacy
protections under the FCRA

e FCRA requires CRAs to maintain reasonable procedures to
ensure that users have a permissible purpose to access records












Outsourcing
c—

e Businesses subject to U.S. laws that
outsource personal information retain
responsibility for ensuring that there are
reasonable procedures in place to safeguard
that information.

— This responsibility is the same whether the
service provider is located within the U.S. or
offshore.















