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§1 Core Country Information
India is the second-most populous country in thedwyith over 1.2 billion people according to

the latest census (2011)lt is the seventh-largest country in terms afgraphical area.

The Constitution of India adopts a ‘quasi-fedesttucture of governance with a strong central
(federal) government and relatively weaker subemati ‘states’ - each with constitutionally
designated spheres of legislative and executiviecsity. India follows a Parliamentary System
of democracy with a bicameral legislature at thetreé level and in some states. An indirectly-
elected Presidehserves as the constitutional Head of State. Helssed by a Prime Minister
who is the Head of Government and the leader optiéical party which wins a majority in the
lower house of Parliament. Elections to the loweude of Parliament are conducted every five

years.

The Indian Constitution envisages a unitary judisteucture with the Supreme Court at the apex
and High Courts and subordinate courts at the statesub-state level. Courts may exercise
jurisdiction over matters covered by both fedenadl state laws and the higher judiciary is
empowered to adjudicate constitutional issues.duliteon, a range of administrative and quasi-
judicial Tribunals and special courts also existgurisdiction limited to specified subjects —

for instance the Income Tax Appellate Tribunal focome Tax matters, or the Consumer

Forums specially constituted to adjudicate consutiggutes.

India has had a strong tradition of civil societ¢g@/Trade Union participation in demanding
political accountability and NGOs have been activpressing for change in all spheres —social,

legal, economic and political.

According to latest available figures (July 201hygia has achieved a teledensity of 74% with

over 892 million subscribers. Of these wirelesssstibers account for 858 millioh.

! Chapter 3: Size, Growth Rate and Distribution opation, in Census of India: Provisional Popwiatiotals 38
(2011), http://www.censusindia.gov.in/2011-proveesdata_files/india/Final%20PPT%202011_chaptet3(fast
visited Sep 23, 2011).

2 The President of India is elected by an electomlege comprising all elected members of both keusf
Parliament and elected members of the state I¢igislassemblies (Art 54 of the Constitution of kdi

% Highlights of Telecom Subscription Data as on 3dsty, 2011 (Press Release No. 47/2011), (2011),
http://www.trai.gov.in/WriteReadData/trai/uploadéBsReleases/837/Press_Release July-11.pdf (lasedviSep
23, 2011).
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§2 The Legal Landscape for the protection of Privacy
Although not specifically referenced in the Congidn, the Right to Privacy is considered a

‘penumbral right’ under the Constitution i.e. ahtighat has been declared by the Supreme Court
as integral to the Fundamental Right to Life anlekiy. In addition, although no single statute
confers a cross-cutting ‘horizontal’ right to proyavarious statutes contain provisions which
either implicitly or explicitly preserve this righThe following sections provide an overview of

both constitutional and statutory safeguards tegay in India.

2.1 Constitutional protections for privacy
Although the Indian Constitution does not contaireaplicit reference to a Right to Privacy, this

right has been read in to the constitution by thgr&mne Court as a component of two
Fundamental Rights: the right to freedom undeichetl9 and the right to life and personal
liberty under Article 21.

It would be instructive to provide a brief backgnduto each of these Articles before delving
deeper into the privacy jurisprudence expoundethbycourts under them.

Part 11l of the Constitution of India (Articles 1Brough 35) is titled ‘Fundamental Rights’ and
lists out several rights which are regarded as dumghtal to all citizens of India (some
fundamental rights, notably the right to life aitokrty apply allpersonsin India, whether they
are ‘citizens’ or not). Article 13 forbids the Stafrom making “any law which takes away or

abridges” the fundamental rights.

Article 19(1)(a) stipulates that “All citizens shdlave the right to freedom of speech and
expression” . However this is qualified by Artid8(2) which states that this will not “affect the
operation of any existing law, or prevent the Staven making any law, in so far as such law
imposeseasonable restrictionen the exercise of the right ... in the interestthefsover eignty
and integrity of India, thesecurity of the State, friendly relations with foreign States,
public order, decency or morality, or in relation tocontempt of court, defamation or
incitement to an offence”.

Thus the Freedom of Expression guaranteed by Arfié(1)(a) is not absolute, but a qualified
right that is susceptible, under the Constitutiopetheme, to being curtailed under specified

conditions.



The other important Fundamental Right from the pecsve of privacy jurisprudence is Article
21 which reads “21. No person shall be deprivetisfife or personal liberty exceptcording

to procedure established by law.”

Where Article 19 contains a detailed list of comdis under which Freedom of Expression may
be curtailed, by contrast Article 21 is thinly-weland only requires a “procedure established
by law” as a pre-condition for the deprivationliéé¢ and liberty. However, the Supreme Court

has held in a celebrated caglaneka Gandhi vs. Union of Indighat any procedure “which

deals with the modalities of regulating, restrigtor even rejection of a fundamental right falling
within Article 21 has to be fair, not foolish, caulty designed to effectuate, not to subvert, the
substantive right itself. Thus, understood, "pragetl must rule out anything arbitrary, freakish
or bizarre.”

Shortly after independence, in a case challengmeg donstitutionality of search and seizure
provisions, the Supreme Court dealt a blow to ifjlet to privacy in India, holding that “When -
the Constitution makers have thought fit not tojecb[search and seizures] to Constitutional
limitations by recognition of a fundamental rigbt fgrivacy, analogous to the American Fourth

Amendment, we have no justification to importiitia a totally different fundamental right.”

Notwithstanding this early setback, five decisidnsthe Supreme Court in the succeeding 5
decades have established the Right to Privacydia las flowing from Article 19 and 21.
The first was a seven-Judge bench decisioKtiarak Singh V. The State of U.Becided in

1964. The question for consideration in this caas whether "surveillance" under Chapter XX
of the U.P.Police Regulations constituted an imgfeiment of any of the fundamental rights
guaranteed by Part Ill of the Constitution. Regalat236(b) which permitted surveillance by
"domiciliary visits at night" was held to be vidla of Article 21.The meanings of the word

"life" and the expression "personal liberty" in skt 21 were elaborately considered by this

#(1978) 2 SCR 621

® M. P. Sharma v Satish Chandra, AIR 1954 SC 3084),ttp://indiankanoon.org/doc/1306519/ (lasiteis Oct
9, 2011). The court regarded the element of jub&i@ervision inherent in search orders issued utieCrPC as
being sufficient safeguard against constitutionalations. “When such judicial function is. integesl between the
individual and the officer's authority for searale, circumvention thereby of the fundamental righto be assumed.
We are not unaware that in the present set upeokdgistracy in this country, it is not infrequentthat the exercise
of this judicial function is liable to serious erras is alleged in the present case. But theandst of scope for such
occasional error is no ground to assume circumeerdf the constitutional guarantee”

©(1964) 1 SCR 332



court in Kharak Singh's case. Although the majofitynd that the Constitution contained no
explicit guarantee of a "right to privacy", it redlde right to personal liberty expansively to
include a right to dignity. It held that “an unaatised intrusion into a person's home and the
disturbance caused to him thereby, is as it werevithiation of a common law right of a man -an
ultimate essential of ordered liberty, if not oé thery concept of civilization”.

In a minority judgment in this case, Justice SuBa® held that “the right to personal liberty
takes in not only a right to be free from restao8 placed on his movements, but also free from
encroachments on his private life. It is true oon&litution does not expressly declare a right to
privacy as a fundamental right but the said rightan essential ingredient of personal liberty
Every democratic country sanctifies domestic litejs expected to give him rest, physical
happiness, peace of mind and security. In theésstrt, a person's house, where he lives with his
family, is his "castle" " it is his rampart agaimstcroachment on his personal liberty.” This case,
especially Justice Subba Rao’s observations, ptheday for later elaborations on the right to

privacy using Article 21.

In 1972, the Supreme Court decided one of its fiases on the constitutionality of wiretapping.

In R. M. Malkani vs State Of Maharashtrthe petitioner’s voice had been recorded in thes®

of a telephonic conversation where he was attemtiackmail. He asserted in his defence that
his right to privacy under Article 21 had been aiedd. The Supreme Court declined his plea
holding that “The telephonic conversation of anocent citizen will be protected by Courts
against wrongful or high handed' interference Ippiag the conversatioihe protection is not
for the guilty citizen against the efforts of thdige to vindicate the law and prevent corruption
of public servants®

The third case in the serigSpvind vs. State of Madhya Prad2§h975), decided by a three-
Judge Bench of the Supreme Court, is regarded g lze setback to the right to privacy

jurisprudence. Here, the court was evaluating thestitutional validity of Regulations 855 and
856 of the Madhya Pradesh Police Regulations wipiabvided for police surveillance of
habitual offenders which including domiciliary wsiand picketing of the suspects. The Supreme

Court desisted from striking down these invasivevigions holding that “It cannot be said that

;AIR 1973 SC 157, 1973 SCR (2) 417
Ibid
°(1975) 2 SCC 148



surveillance by domiciliary visit-, would always be unreasonable restriction upon the right of
privacy. It is only persons who are suspected toh&bitual criminals and those who are
determined to lead a criminal life that are sulgddb surveillance.”
The court went on to make some observations ongdhéeto privacy under the constitution :
“Too broad a definition of privacy will raise seti® questions about the propriety of judicial
reliance on a right that is not explicit in the Gotution. The right to privacy will, therefore,
necessarily, have to go through a process of casade development. Hence, assuming that
the right to personal liberty. the right to movediy throughout India and the freedom of
speech create an independent fundamental rightivdqy as an emanation from them it
could not he absolute. It must be subject to m@gin on the basis of compelling public
interest. But the law infringing it must satisfyettompelling state interest tektcould not
be that under these freedoms the Constitution-nsaikéended to protect or protected mere
personal sensitiveness”
This case is important since it marks the beginoihg trend in the higher judiciary to regard the
right to privacy as “not being absolute”. Fr@dovindonwards, ‘non-absoluteness’ becomes the
defining feature and the destiny of this right.
This line of reasoning was continued Malak Singh v State Of Punjab & Harydfig1980)

where the Supreme Court held that surveillance laagul and did not violate the right to

personal liberty of a citizen as long as there m@S$llegal interference’ and it was “unobstrusive

and within bounds”.

Nearly fifteen years separate this case from there3ne Court’s next major elaboration of the
right to privacy inR. Rajagopal vs. State of Tamil Nat(1994). Here the court was involved a

balancing of the right of privacy of citizens agdirthe right of the press to criticize and
comment on acts and conduct of public officialseTdase related to the publication by a
newspaper of the autobiography of Auto Shankar adwbeen convicted and sentenced to death
for committing six murders. In the autobiography had commented on his contact and
relations with various high-ranking police offidal disclosures which would have been

extremely sensational. Sometime before the pulbicathe appears to have been induced to

19 AIR 1981 SC 760
11(1994) 6 S.C.C. 632



write a letter disclaiming his authorship of thetadniography. On this basis, the Inspector
General of Prisons issued a letter forbidding teesspaper from publishing the autobiography
claiming, inter alia, that the publication of thet@biography would violate the prisoner’s
privacy. Curiously, neither Shankar himself, nos fFamily were made parties to this petition.
The Court decided to presume, somewhat oddly,itédtad “neither written his autobiography”
nor had he authorised its publication. The cowentproceeded on this assumption to enquire
whether he had any privacy interests that wouldbieached by unauthorised publication of his
life story. The right of privacy of citizens wasalewith by the Supreme Court in the following

terms: -

(1) The right to privacy is implicit in the right tofél and liberty guaranteed to the citizens of
this country by Article 21. It is a “right to betlalone”. A citizen has a right to safeguard
the privacy of his own, his family, marriage, preation, motherhood, childbearing and
education among other matters. None can publisthexgyconcerning the above matters
without his consent - whether truthful or otherwasel whether laudatory or critical. If he
does so, he would be violating the right to privatyhe person concerned and would be
liable in an action for damages. Position may, hmwe be different, if a person
voluntarily thrusts himself into controversy or uatarily invites or raises a controversy.

(2) The rule aforesaid is subject to the exception{ #ray publication concerning the
aforesaid aspects becomes unobjectionable if swdfication is based upon public
records including court records. This is for thas@n that once a matter becomes a
matter of public record, the right to privacy nader subsists and it becomes a legitimate
subject for comment by press and media among otkégsare, however, of the opinion
that in the interests of decency [Article 19(2)] exception must be carved out to this
rule, viz., a female who is the victim of a sexasbkault, kidnap, abduction or a like
offence should not further be subjected to thegnitly of her name and the incident
being publicised in press/media.

On this reasoning, the court upheld that the nepep®m right to publish Shankar's
autobiography, even without his consent or authtios, to the extent that this story was able to
be pieced together from public records. Howevethely went beyond that, the court held, “they

may be invading his right to privacy and will belle for the consequences in accordance with



law.” Importantly, the court held that “the remeofythe affected public officials/public figures,

if any, isafter the publicatiof'

The final case that makes up the ‘privacy quiniretindia was the case ®fUCL v. Union of

India**(1997), a public interest litigation, in which theurt was called upon to consider whether
wiretapping was an unconstitutional infringementao€itizen’s right to privacy. The case was
filed in light of a report brought out by the CaitBureau of Investigation on the ‘Tapping of
politicians’ phones’ which disclosed several irrlegities in the tapping of telephones. On the
concept of the ‘right to privacy’ in India, the Qbdumade the following observations:

The right privacy - by itself - has not been idBetl under the Constitution. As a concept it

may be too broad and moralistic to define it jualigi Whether right to privacy can be

claimed or has been infringed in a given case wdaefgend on the facts of the said case.”
However, the Court went on to hold that “the rigbthold a telephone conversation in the
privacy of ones home or office without interferemea certainly be claimed as right to privacy”.
This was because “conversations on the telephomeoféen of an intimate and confidential
character...Telephone conversation is an importargt faf a man's private life. Right to privacy
would certainly include telephone-conversation he tprivacy of one's home or office.
Telephone-tapping would, thus, infract Article 2f tbe Constitution of India unless it is

permitted under the procedure established by law.”

The court also read this right to privacy as degvirom Article 19. “When a person is talking
on telephone, he is exercising his right to freedoinspeech and expression.”, the court
observed, and therefore “telephone-tapping unlesemes within the grounds of restrictions
under Article 19(2) would infract Article 19(1)(ajf the Constitution.”

This case made two important contributions to comigations privacy jurisprudence in India —
the first was its rejection of the contention thatior judicial scrutiny’ should be mandated
before any wiretapping could take place. Insteds, tourt accepted the contention that

administrative safeguards would be sufficient. $ety the Court prescribed a list of procedural

12 1bid
13 AIR 1997 SC 568
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guidelines, the observance of which would saveatinetapping power from unconstitutionality.
In 2007, these safeguards were formally incorpdrat® the Rules framed under the Telegraph
Act.*

Thus, to conclude this section, it may be obsemhad the right to privacy in India is, at its
foundations dimitedright rather than an absolute one. This limitedureabf the right provides a
somewhat unstable assurance of privacy since fteiguently made to yield to a range of
conflicting interests — rights of paternity, nat@brsecurity etc which happen to have a more

pronounced standing in law.

In March 2002, the National Commission to Reviethe Working of the Constitution
submitted its report and recommended amending tmst@Eution to include a slew of new rights
including the Right to Privacy. The new Right tovBcy would be numbered Article 21-B and
would read:
“21-B. (1) Every person has a right to respecthiis private and family life, his home
and his correspondence.
(2) Nothing in clause (1) shall prevent the Statem making any law imposing
reasonable restrictions on the exercise of the dghferred by clause (1), in the interests
of security of the State, public safety or for grevention of disorder or crime, or for the
protection of health or morals, or for the protmctof the rights and freedoms of
others.**

There has, so far been no move to amend the agrstito give effect to this recommendation.

14 Rule 419A of the Telegraph Rules stipulates thbaaities from whom permission must be obtainedtémping,

the manner in which such permission is to be grhrded the safeguards to be observed while tapping
communication. The Rule stipulates that any ordemitting tapping of communication would lapse @sd
renewed) in two months. In no case would tappingpémnissible beyond 180 days. The Rule furtherireguall
records of tapping to be destroyed after a perfdd/o months from the lapse of the period of inggrigon.

15 Chapter 3: Fundamental Rights, Directive Principfnd Fundamental Dutied) REPORT OF THENATIONAL
COMMISSION TO ReVIEW THE WORKING OF THE CONSTITUTION (M.N. Venkatachaliah ed., 2002),
http://lawmin.nic.in/ncrwc/finalreport/vlch3.htrradt visited Oct 3, 2011).
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2.2 Statutory protections for privacy
Although such a move is under considerdfipindia does not currently have a sui-generis

statute that safeguards privacy horizontally acdifferent contexts. However various statutes
dealing with issues as diverse as banking and émagorofessional ethics of lawyers, doctors and
chartered accountants, information technology aftephony etc contain provisions which either
explicitly or impliedly protect privacy and offerictims remedies for their breach. Details of
some of these sector-specific privacy provisiores @ovided in later sections of this report. In
this section we propose to deal mainly with privagsotections under the Information

Technology Act, with special focus on Data Protactiprovisions and certain other

miscellaneous laws which protect privacy.

2.2.1 The Information Technology Act
The Information Technology Act 2000 contains a nambf provisions which can be used to

safeguard against online/computer related privadye Act provides for civil and criminal
liability with respect to hacking (Secs 43 & 66)damprisonment of up to three years with fine
for electronic voyeurism (Sec. 66E), Phishing atehtity theft (66C/66D), Offensive email
(Sec. 66A). Disclosure by the government of infaioraobtained in the course of exercising its
interception powers under the IT Act is punishablth imprisonment of up to two years and
fine(Sec. 72)!" Section 72A of the IT Act penalizes the unauthedizlisclosure of “personal
information” by any person who has obtained suébrmation while providing services under a
lawful contract. Such disclosure must be made \lid intent of causing wrongful loss or
obtaining a wrongful gain and is punishable witlprresonment which may extend to 3 years or a
fine of Rs. 500,000 or both.

In addition to these sections, the Act also comstgirovisions with respect to Data Protection

which are described below.

% Two different ministries of the Central Governmang reportedly at work on drafts of a proposeuaay bill. In
October 2010, the Department of Personnel and ifigifDoPT), under the Ministry of Human Resources
circulated an “Approach paper” that outlined eletsesf a privacy legislation for the country. Indagdent of this
exercise, in May-June 2011, the Law Ministry anrmaththat it was at work drafting a privacy bill ‘poovide for
such a right [of privacy] to citizens of India AN regulate collection, maintenance, use and dissgion of their
personal information” Abantika GhosRjght to privacy may become fundamental right1es OF INDIA, June 4,
2011, http://articles.timesofindia.indiatimes.con2806-04/india/29620422_1_privacy-law-ministry-ciolentiality
(last visited Oct 3, 2011).

" For a more elaborate treatment of the IT Act'stgctions of privacy, and the manner in which thayéhbeen
used, See Prashant lyeng®&rivacy and the Information Technology Act in IndBSRN ELIBRARY (2011),
http://papers.ssrn.com/sol3/papers.cfm?abstract8@iz575 (last visited Oct 3, 2011).
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2.2.1.1 Data Protection Liability for ‘body-corporates’ under Section 43A of the
Information Technology Act and the Reasonable Security Practices Rules 2011

Section 43A of the IT Act, newly introduced in 200B8akes a start at introducing a mandatory
data protection regime in Indian law. The sectibfiges corporate bodies who ‘possess, deal or
handle’ any ‘sensitive personal data’ to implemamd maintain ‘reasonable security practices’,
failing which, they would be liable to compensdiege affected by any negligence attributable

to this failure.

There are three key aspects of this section treatHhighlighting:

« It is only the narrowly-defined ‘body corporat¥s’engaged in ‘commercial or
professional activities’ who are the targets o$ théction. Thus government agencies and
non-profit organisations are entirely excluded fritv@ ambit of this sectidh

» “Sensitive personal data or information” is anyoimhation that the Central Government
may designate as such, when it sees fit to.

* The “reasonable security practices” which the sactibliges body corporates to observe
are restricted to such measures as may be speeiftegt “in an agreement between the

parties” or in any law in force or as prescribedig Central Government.

In April 2011, the Ministry of Information and Tewblogy, notified rule® under Section 43A in
order to define “sensitive personal informationtian prescribe “reasonable security practices”
that body corporates must observe in relation ®ittiormation they hold. By defining both
phrases in terms that require executive elaboratlm section and the rules in effect pre-empt
the courts from evolving an iterative, contextuefinition of what would count as a reasonable
security practice in relation to data. Various edats of these rules are discussed in the next

sections.

18 Section 43A defines "™body corporate” as any camgpand includes a firm, sole proprietorship or othe
association of individuals engaged in commerciglrofessional activities;

19 This does not necessarily mean that these ergiteeexempt from taking reasonable care to safdgnéarmation
that they collect, maintain or control — only thamedies against the government must be sought gederal tort
law, rather than under the IT Act.

% The Information Technology (Reasonable securigcfices and procedures and sensitive personalniafion)
Rules, 2011. Available athttp://www.mit.gov.in/sites/upload_files/dit/fil66SR3 10511%281%29.pdf last
accessed September™.2011
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Sensitive Personal Information

Rule 3 of these Rules designates the following dypé information as ‘sensitive personal
information’:

0] password;

(i) financial information such as Bank account or dredrd or debit card or other payment
instrument details ;

(i)  physical, physiological and mental health condition

(iv)  sexual orientation;

(v) medical records and history;

(vi)  Biometric information;

(vii) any detail relating to the above clauses as providebody corporate for providing

service; and

(viiiy any of the information received under above cladsedody corporate for processing,

stored or processed under lawful contract or otrserw

2L Anon, 2005. The MphasiS Scandal — And How it ComseU.S. Companies Considering Offshore BPO.
Carretek Available at: http://www.carretek.com/main/newsdes/MphasiS_scandal.htm [Accessed March 29,
2011]. See also Anon, 2005. MphasiS case: BPOsrfeetl to tighten securityndian Express Available at:
http://www.expressindia.com/news/fullstory.php?nielv44856 [Accessed March 29, 2011].
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Mandatory Privacy Policies for body corporates
Rule 4 enjoins a body corporate or its represargattho “collects, receives, possess, stores,
deals or handles” data to provide a privacy polfoy handling of or dealing in user information
including sensitive personal information”. This igglis to be made available for view by such
“providers of information®’. The policy must provide details of:

(i) Type of personal or sensitive information cotksd under sub-rule (ii) of rule 3;

(ii) Purpose, means and modes of usage of suctmatoon;

(iii) Disclosure of information as provided in rut&’.

Prior Consent and Use Limitation during Data Collection

Body Corporates are forbidden by the rules fronhectihg sensitive personal information unless
- (a) the information is collected for a lawful pose connected with a function or activity of the
agency; and (b) the collection of the informatismecessary for that purpdée.

They and “any person” holding sensitive personfdrmation are forbidden from “keeping that

information for longer than is required for the poses for which the information may lawfully

be used®
This however does not apply to “any informationttisafreely available or accessible in public
domain or accessible under the Right to Informathan, 2005 or any other law for the time

being in force.

In addition to the restrictions on collecting sénsi personal information, body corporate must

obtain prior consent from the “provider of inforneet. The body corporate is required to “take

22 «“provider of data” is not the same as individusdsswhom the data pertains, and could possibly thelu
intermediaries who have custody over the data. @&t this privacy policy should be made available \fiew
generally — and not only to providers of informatidn addition, it might be advisable to mandatgigeation of
privacy policies with designated data controllers.

% This is well framed since it does not permit badyporates to frame privacy policies that detremtnf Rule 6.

24 Rule 5 of the Rules

% This is perhaps a bit vague, since the potengalful uses’ are numerous and could be inexhawstlbis unclear
whether “lawful usage” is coterminous with “the ssehich are disclosed to the individual at the tiofe
collection”. In addition, this rule is framed rathgeakly since it does not impose a positive obigra(although this
is implied) to destroy information that is no longequired or in use.
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such steps as are, in the circumstances, reasdffateensure that the individual from whom
data is collected is aware of :
(a) the fact that the information is being colle;tand
(b) the purpose for which the information is betwjjected; and
(c) the intended recipients of the information; and
(d) the name and address of :
(i) the agency that is collecting the informatiamg

(ii) the agency that will hold the information.

During Data Collection, body corporates are requiegive individuals the choice to opt-in or
opt-out from data collectiof. They must also permit individuals to review anddifyp the
information they provide “wherever necessafyInformation collected is to be kept secufély
used only for the stated purpdSand any grievances must be addressed by the lwogyrate

“in a time bound mannet®.

Unlike “sensitive personal information” there is rmabligation to retain other personal

information only for as long as is it is requirext the purpose collected.

Limitations on Disclosure of Information
The Rules require a body corporate to obtain ppermissionfrom the provider of such
information obtained either “under lawful contract or othemiisbefore information is

disclosed®® The body corporate or any person on its behalfl stat publish the sensitive

% sSub-Rule 5(3). One wonders about the convoluteguage used here when a simpler phrase like “take
reasonable steps” alone might have sufficed - redsdleness has generally been interpreted by coontextually.
As the Supreme Court has remarked, “"Reasonabl@nmerima facie in law reasonable in regard to ehos
circumstances of which the actor, called upon taeasonably, knows or ought to kndBeeGujarat Water Supply
and Sewage Board v. Unique Erect{®uj) AIR 1989 SC 973

2 Sub-Rule 5(7)

2 sub-Rule 5(6). It is unclear what would count dsexessary’ circumstance and who would be theaitghto
determine such necessity.

29 Sub-Rule 5(8)

30 Sub-Rule 5(5)

31 Sub-Rule 5(9)

32 Sub-Rule 6(1) There are two problems with thig rifirst, it requires prior permission only fronethrovider of
information, and not the individual to whom the aatertains. In effect this whittles down the agewnéythe
individual in being able to control the manner ihigh information pertaining to her is used. Secahid, not clear
whether this information includes “sensitive pef@oimformation”. The proviso to this rule includése phrase
“sensitive information”, which would suggest thaich information would be included. This makes ie®wmore
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personal informatior® Any third party receiving this information is piibfted from disclosing it

further*

However, this rule is subject to the exception th&drmation is to be provided without prior
consent to ‘government agencies’ for the purpo$ésaification of identity, or for prevention,
detection, investigation including cyber incidemispsecution, and punishment of offences”. In
such cases, the government agency is requiredntb aavritten request to the body corporate
possessing the sensitive information, stating bie¢be purpose of seeking such information. The
government agency is also required to “state thatibformation thus obtained will not be
published or shared with any other person”

Sub Rule (2) of Rule 6 requires “any Information’de “disclosed to any third party by an order
under the law for the time being in force.” Thists be done “without prejudice” to the

obligations of the body corporate to obtain priermission from the providers of informatidh.

Independent of these rules pertaining to ‘disclesusody-corporates may ‘transfer’ sensitive
data or personal information without consent “t¢ ather body corporate or a person in India,
or located in any other country that ensures theedavel of data protection that is adhered to by
the body corporate as provided for under thesedRulée transfer may be allowed only where
it is determined to be “necessary for the perforeeaof the lawful contract between the body
corporate or any person on its behalf and provafeinformation or where such person has

consented to data transfer” (Rule 7).

important that the rule require that prior pernossbe obtained from the individual to whom the dag#ains and
not merely from the provider of information.

33 Sub-Rule 6(3)

34 Sub-Rule 6(4)

% This is a curious insertion since it begs the tjoesas to the utility of such a statement issugdhie requesting
agency. What are the sanctions under the IT Adtritey be attached to a government agencies thedylsethis
statement? Why not instead, insert a peremptonhipitoon on government agencies from disclosing hsuc
information (with the exception, perhaps, of seegronviction of offenders)?

% This sub-rule does not distinguish between ordnsed by a court and those issued by an admitvstfguasi-
judicial body.
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Reasonable Security Practices

Rule 8 of the Rules stipulates that a body corgosdtall be deemed to have complied with
reasonable security practices if it has implemesgalirity practices and standards which require
a) a comprehensive documented information secpragramme;

b) information security policies that contain masiag, technical, operational and physical

security control measures that are commensuraketigtinformation assets being protected.

In case of an information security breach, suchybmmtporate will be “required to demonstrate,
as and when called upon to do so by the agency ateshdunder the law, that they have
implemented security control measures as per ttimumented information security programme
and information security policies”.

The Rule stipulates that by adopting the IntermatioStandard IS/ISO/IEC 27001 on
“Information Technology — Security Techniques —ommhation Security Management System —
Requirements”, a body corporate will be deemed aeehcomplied with reasonable security
practices and procedures.

The Rule also permits “Industry associations owstdy clusters” who are following standards
other than IS/ISO/IEC 27001 but which neverthetassespond to the requirements of Sub-Rule
7(1), to obtain approval for these codes from tbheegnment. Once this approval has been
sought and obtained, the observance of these stindg a body corporate would deem them to

have complied with the reasonable security pracggeirements of Section 43A.

Penalties and Remedies
Non-observance of the Data Protection Rules an@rgemegligence with respect to personal

data attracts civil liability.

As mentioned above, under Section 43A, any bodgarates who fail to observe data protection
norms may be liable to pay compensation if :

a) itis negligent in implementing and maintaininggeaable security practices, and thereby
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b) causes wrongful loss or wrongful gain to any pet§on
In addition Section 45 of the Act provides for canpation or penalty of upto Rs. 25,000 to any
person affected by the non-compliance with Rulesn&gd under this Act (including the Data

Protection Rules).

Claims for compensation are to be made to the Adptithg Officer appointed under Section 46
of the IT Act>®

In addition, body corporates may also be exposedritninal liability under Section 72A as
described above, if they disclose information wilie intent of causing wrongful loss or

obtaining a wrongful gain.

§3 Supervisory Authority for privacy laws and complaints
India does not have a national regulatory bodypecelly oversee the enforcement of privacy

protections. However several sector-specific trddsnand adjudicatory authorities are

empowered to determine issues of privacy that aviden their jurisdiction.

Thus, for instance, the State Information Commissiod the Central Information Commission
established under the Right to Information Act, 2@@ljudicate issues relating to privacy that
arise in the course of requests for informationeaurittat Act. More than 700 decisions of the
Central Information Commission between 2005 andlafldectly reference the word ‘privacy’ —

indicating that this is a frequent venue for theéedmination of a range of privacy issues in

37 “Wrongful loss” and “wrongful gain” have been defil by Section 23 of the Indian Penal Code. Accuylgli
"Wrongful gain" is gain by unlawful means of proggewhich the person gaining is not legally entiti&d/rongful
loss"- "Wrongful loss" is the loss by unlawful meaof property to which the person losing it is lggaentitled.”
The section also includes this interesting explandtGaining wrongfully, losing wrongfully- A perspis said to
gain wrongfully when such person retains wrongfully well as when such person acquires wrongféllyerson is
said to lose wrongfully when such person is wrotigfkept out of any property as well as when suelspn is
wrongfully deprived of property”. Following thig, could be possible to argue that the retentiodad& beyond the
period of its use would amount to a “wrongful gain”

¥ For a more detailed discussion of redressal méstmannder the IT Act, including the powers of théjudicating
Officer, see infra under ‘Supervisory Authority f@rivacy Law’
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India*® The District, State and National Consumer DisfRéglressal Commissions can act as

fora for the redressal of consumer privacy compsdth

The Human Rights Act 1993 grants victims or theijpresentatives the right to approach the
Human Rights Commission for relief for the violatjoor the negligence in the prevention of
violation of a human right by a public servant (8et12 of the HRA). Human rights have been
defined in the Act to mean “the rights relating life, liberty, equality and dignity of the
individual guaranteed by the Constitution or embddin” the International Covenant on Civil
and Political Rights and the International CovenamtEconomic, Social and Cultural Rights.
Since, as mentioned above, the right to privagpissidered a fundamental right attached to the
right to life, and is also explicitly affirmed inrficle 17 of the ICCPR, this is definitely a sulijec

on which the Human Rights Commission could prodderum for redress.

%9 See infra, ‘Right to Information laws’ for a dismion about this volume of cases.

40 See §20.4 infra

4 Holla, A., 2009. Wronged, techie gets justice Z wafter being jailedMumbai Mirror. Available at:
http://www.mumbaimirror.com/index.aspx?page=ardectid=2&contentid=20090625200906250314457868103
7483[Accessed March 23, 2011].
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have impacts that gravely undermine other basicamnghts*?

Since the Information Technology Act contains tHearest provisions relating to Data
Protection and Privacy in India, it would be instive to examine briefly the enforcement
mechanism under that Act. As noted above, violatibprivacy and data protection under the
Information Technology Act entails both civil andinginal remedies. We provide a brief

overview of the adjudicatory apparatus for both.

3.1 Civil Complaints under the IT Act
Section 46 of the Information Technology Act emposvthe Central Government to appoint

“Adjudication Officers” to adjudicate whether anyerpon has committed any of the
contraventions described in Chapter IX of the Agtcluding contravention of the Data
Protection Rules described in Section 2.2 abovd)tametermine the quantum of compensation

payable. Accordingly, the Central Government hasgiated the Secretaries of the Department

of Information Technology of each of the StatesUmion Territories as the “Adjudicating

Officer” with respect to each of their territori€s.

However, a pecuniary limit has been placed on theeps of Adjudicating Officers, and they
may only adjudicate cases where the quantum of easgiion claimed does not exceed Rs. 5
crores (Rupees Fifty Million). In cases where tlmenpensation claimed exceeds this amount,
jurisdiction would vest in the “competent courthider the Code of Civil Procedure. (Sec. 46A,
IT Act) The AO is empowered with all the powersativil court — including the powers of
summoning and enforcing attendance of witnessegiirieg the discovery and production of

records, compounding complaints etc (Sec. 46, If).Ac

Although the powers of the AO under the Act areyvextensive, they have been used very

sparingly in the 11 years since the passage dfftiAet. No compilation of the orders of AOs of

42 gSee also Nanjappa, V., 2008. 'l have lost everythingRedifi.com News Available at:

http://www.rediff.com/news/2008/jan/2linter.h{iccessed March 23, 2011].
3 See G.S.R.240(E) New Delhi, the 25th March, 2003 alméaat < http://www.mit.gov.in/content/it-act-
notification-no-24¢&
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various states exists either online or offline #mely are only sparingly reported in newspagérs.
Among the cases that do get reported, howevere ther encouraging signs of the Act being

used to provide compensation to those who suffertdaata breaches by companies.

In April 2010, the Adjudicating Officer of the Seéatof Tamil Nadu passed an order for
compensation against a leading bank for its failtreinstall a foolproof internet banking
systen®® An amount of Rs. 4,60,000 had been illegally tfamed out of the complainant's
account and subsequently withdrawn by unknown pstsbhe AO observed that as a there was
“unauthorized access to the petitioner's accouluss of data and account information of the
petitioner, damage to electronic information of fheditioner which resulted in financial loss,
denial of access to his account”. Further, the Al that “The Respondent bank has failed to
put in place a foolproof Internet Banking Systenthwadequate levels of authentication and
validation which would have prevented unauthoriaedess.. that has led to serious financial
loss to the petitioner”. Pursuant to this deterrmiamathe respondent bank was ordered to pay an
amount of Rs. 1,285,000 — which included the amdast, interest, litigation expenses and

travel expenses of the complainant.

In May 2011, the same bank was ordered by the gaipalicating Officer to pay an amount of
Rs. 237,850 for a similar incident where the conmalat’'s money was illegally transferred out of
his account?

The IT Act provides for the constitution of a Cyb&ppellate Tribunal to hear appeals from
cases decided by the adjudicating officer.

Within twenty five days of the copy of the decisibeing made available by the Adjudicating
Officer, the aggrieved party may file an appeal obefthe Cyber Appellate Tribunal.

Section 57 provides that the appeal filed befoeeGlgber Appellate Tribunal shall be dealt with

by it as expeditiously as possible and endeavoall 8ie made by it to dispose of the appeal

* Thus in a document dated December 2010, the ITafeent of New Delhi (NCR) claimed that it had dised

of 5 cases. It is not clear whether this is thaltaumber of cases ever decided or whether thig pertains to
2010.Govt. of NCT of Delhi: IT DEPARTMENT ACHIEVEMENTSLgal Section), (2010http://goo.gl/GEg26
(last visited Oct 3, 2011).

> Umashankar v. ICICI Bank, Tuticorin, (2010), httwww.naavi.org/cl_editorial_10/umashankar_judgetrpif
(last visited Sep 26, 2011

“*Thomas Raju V. ICICI Bank, Anna Nagar, (2011),
http://www.naavi.org/cl_editorial_11/civil_jurisdion_3_16052011.pdf (last visited Sep 26, 2011).
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finally within six months from the date of receipt the appeal. According to the Tribunal’s
website, the CAT currently has 12 cases listepanding’ before if! It has disposed 8 cases, 7
of which were disposed on the same“fay May 26 2010 — and in every case, the case was
remanded back to an Adjudicating Officer for detmation of facts. Some of these cases
complain of privacy violations or seek reliefs whigave implications on privacy. For instance,
in Mascon Global Limited V. CCA, Google ettisposed by the CAT on May 28, 2010, the

appellant had sought details about an email accbamt Google which was purportedly being

used to send defamatory emails. The CAT remandeddbe to the Adjudicating Officer, which
according to it was the appropriate forum to dedftecase?® In another case, widely reported
in the press, a man filed a complaint of hackingiagt his estranged wife alleging that she had,
with the aid of her professional colleagues, hacked his and his father’'s email account in
order to obtain evidence in support of a dowry kameent case that she had filed against fffem.
The Adjudicating Officer in the first instance hdidmissed the complaint believing her assertion
that the man and his father had themselves givethkeepassword— a contention which was not
denied by the complainart.On appeal, however, the man contended that henbadn fact,
given his wife the password. The CAT ordered theeda be re-heard by the A®Although the
complaint alleged ‘hacking’ by the woman, the ceséact refers to a privacy grievance of the

complainant.

Section 62 gives the right of appeal to a High €taany person aggrieved by any decision or

order of the Cyber Appellate Tribunal on any questf fact or law arising out of such order.

7 Current Cases, YBER APPELLATE TRIBUNAL, INDIA (2011), http://catindia.gov.in/CurrentCases.adpst (visited
Oct 3, 2011).
8 Judgments, @ER APPELLATE TRIBUNAL, INDIA (2011), http://catindia.gov.in/Judgement.aspxt (@sited Oct 3,
2011).
9 Mascon Global Limited v. CCA, Google etc,, (20168tp://www.mit.gov.in/sites/upload_files/dit/fil&sppeal-
7.pdf (last visited Oct 3, 2011).
0" Mubarak Ansari, Estranged wife hacks man's emailSakaL TIMES, August 25, 2011,
http://www.sakaaltimes.com/sakaaltimesbeta/201 Le#2®115296625293785.htm (last visited Oct 3, 2011)
51 i

Ibid
*2 Vlinod Kaushik v. Madhvika Joshi, (2011), http:tindia.gov.in/pdfFiles/Appeal_No_2.pdf (last visit©ct 3,
2011).
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3.2 Criminal Complaints for privacy offences under the IT Act
No special procedure is prescribed for the trialcgber offences and hence the general

provisions of criminal procedure would apply wi#spect to investigation by the police, charge

sheet, trial, decision, sentencing and appeal.

Section 78 of the IT Act empowers police officeffstioe rank of Inspectors and above to

investigate offences under the IT Act.Many Statagehset up dedicated Cyber Crime Police
Stations to investigate offences under this"Acthus, for example, the State of Karnataka has
set up a special Cyber Crime police station thagsponsible for investigating all offences under

the IT Act with respect to the entire territoryKdrnatake”

Offences punishable with imprisonment up to 3 yeaescompoundable by a competent court.
However repeat offenders cannot have their subs¢éqféences compounded. Additionally,
offences which “affect the socio-economic condisiar the country” or those committed against

a child under 18 years of age or against womenatasecompoundet.

According to the latest (2009) statistics from Megtional Crime Records Bureau, there has been
a steady rise in the number of complaints lodgetiarests made (both privacy and non-privacy
related) with respect to offences under the IT Rctn 2009, for instance, 420 complaints were
registered, as against a figure of 288 for the iptessyear marking an increase of 41%. In the

same period, the number of arrests made went ap I8 to 288 marking an increase of 41%.

Of these, the NCBR categorizes 10 complaints in92@3 pertaining to ‘Breach of
confidentiality/privacy’ as against 9 complaintstire previous year. 5 arrests were made in 2009
with respect to these offences. However this figdoes not exhaust the number of privacy

complaints in the country since, in many casedatimns of privacy may result from ‘Hacking

% An incomplete list of cyber crime cells of policén different states can be viewed at
<http://infosecawareness.in/cyber-crime-cells-idi».

* Home and Transport Secretariat, Notification nd B73 POP 99 Bangalore, Dated™September 2001
Available at < http://cyberpolicebangalore.nic.ufifpotification_1.pdf>

% Section 77A of the Information Technology Act.

%% CRIME IN INDIA - 2009, (2010), http://ncrb.nic.in/CI1-2009-NEW/Conmpkum?2009.pdf (last visited Oct 3, 2011).
" Chapter 18: Cyber Crimein CRIME IN INDIA - 2009 175-180 (2010), http://ncrb.nic.in/CII-2009-
NEW/Compendium2009.pdf (last visited Oct 3, 2011).

24



with a computer system’ which, according to NCBRlistics, accounted for the largest number
of complaints (233) and arrests (107) made undefThAct in 2009.

§4 Awareness of privacy: Outstanding civil society advocacy
Awareness of privacy issues is on the rise withi@Q¢, academic institutions and media

organizations in India. As mentioned above, onethef most influential judgments by the
Supreme Court of India on the issue of wiretappuag brought to it in 1997 as a Public Interest
Litigation by the People’s Union of Civil Libertiesan acclaimed NGO working on civil rights
issues in India. In 2009, the Delhi High Courtaimajor ruling, ‘read down’ Section 377 of the
Indian Penal Code which had been previously usedritoinalize homosexuality in India. A
major plank of the ruling was an affirmation of tbiéizen’s right to privacy which the court
upheld as fundamental. This case was also brooghetDelhi High Court as a PIL by an NGO
called the Naz Foundation. So NGOs have playeda@taiirole in shaping the right to privacy in
India over the years. In addition organisation ltke Center for Internet and Society in
Bangalore have played a part in raising awarenassg@ government and the public about
online privacy issues.

More recently, since November-2010 there has beeewed interest and public discussion
about issues of communications privacy owing toagomcontroversy called the ‘Radia tapes’
expose. In mid-November 2010, two leading newsmapriblished wiretapped telephonic
conversations between Nira Radia, a noted corpdoatayist, and several influential Indians
including the heads of several powerful media camgsm and multi national companies. The
conversations had been tapped by the Income Taareent in the course of their investigation
into her finances, and are widely regarded as emgos shameful nexus between business,
media and politics in India. Ratan Tata, one ofititstrialists whose conversation with Radia
was published, has filed a case in the Delhi Highur€ seeking an injunction against the
publication of these tapes on grounds of violatbtis ‘right to privacy’. This controversy has
churned a debate on the conditions under whichtappng may be lawfully conducted, and the
uses to which such information may be put. Although the first instance of this kind, the
controversy provides an immediate and emotive fmicto anchor discussion concerning issues

of privacy and transparency that our study aimsise.
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In addition, in 2010, India embarked on an ambgisecheme of issuing Unique Identity (UID)
cards to over half a billion people by the year £0In terms of its scale, this scheme is
unprecedented in the world with the aiming to plgcph 600 million Indians, “scan 1.2 billion
irises, collect six billion fingerprints and reco880 million addresse¥” before 2014. There has
been spirited opposition from civil society to teeheme on grounds, among others, of the
privacy concerns it raises, and a number of infia&nactivists have been voicing their
opposition in print and at consultations. Perhaps of the most energetic campaigners against
the scheme has been Usha Ramanathan, a senioemugep law researcher and activist who has
written extensively against the scheme, lobbiedh warliamentarians and spoken at numerous
fora across the countPy.Her efforts have led to a greater appreciatioprofacy among NGOs
and activist groups in India. In addition variouslely led blogs and discussion forums such as
The Hoot and MediaNama have been instrumentalismgaawareness of privacy in the context

of the media.

In recent times, media organizations have also metgu pay greater attention to privacy
concerns. The broadcast industry has set up aregglfatory organization — that News
Broadcasting Standards Authority (NBSA) - with ad€oof Ethics which explicitly obliges

channels not to intrude on “private lives, or peedoaffairs of individuals, unless there is a
clearly established larger and identifiable pubinterestfor such a broadcast”. In March 2005,
the NBSA slapped a 1 lakh rupee fine on the newanmél TV9 for airing an extremely
incendiary and invasive programme titled “Gay Cwdtwampant in Hyderabad” which used
phone numbers from a social-networking site for gegn to ‘entrap’ youth into admitting their
sexual preferences on the ®iin addition the channel was required to displguhlic apology

on prime time. This is a welcome sign that the Bcaat industry is willing to back its ethical

commitment to privacy with swift remedies.

%8 Jayashankar, Mitu, and N.S. Ramnath. “UIDAI: Iesitie World’s Largest Data Management Proje€atbes
India, December 3, 2010http://business.in.com/article/big-bet/uidai-insitte-worlds-largest-data-management-
project/19632/1

* See for instance Usha Ramanatha® private right or a public affair? 8 TEHELKA, 2011,
http://www.tehelka.com/story_main50.asp?filename8®0y 11PROSCONS.asp (last visited Oct 3, 2011).

% Prashant lyengar, BWS BROADCASTING STANDARDS AUTHORITY CENSURESTV9 OVER PRIVACY VIOLATIONS!
PRIVACYINDIA  (2011), http://privacyindia.org/2011/03/25/newsdmicasting-standards-authority-censures-tv9-
over-privacy-violations/ (last visited Oct 3, 2011)
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Despite a growing awareness of privacy among acaikam, this sensibility has not filtered
upwards to the institutions they represent. In &atyr 2010, in a much publicized case, a senior
professor of Aligarh Muslim University — one of tbilest in the country — was suspended after
students “set up cameras to catch him having ceus¢érsex with a rickshaw-puller in his
campus home®! Many universities and schools in India have itsthextensive CCTV camera
networks on their premises. In January 2011, thédvkshtra Government passed a resolution
requiring all universities in the state to installbiometric card system on their camptign
February 2011, fingerprint data was captured frorardl1,000 aspirants writing an entrance
exam for Post Graduate medical admissions in #te sif Karnatak&® In September 2011, the
West Bengal Government ordered all undergraduallegeo campuses in the state to install
CCTV camera network¥.So it certainly appears as if administrative irssévity to privacy in
academic spaces has kept with pace with the grosengitivity among academics to the issue.

§5 Freedom of information laws
India has had the good fortune of being home toumber of very resilient civil society

movements which have over the years tenaciouslghiofor and achieved transparency. It was
owing to the efforts of one of these movement dpemded by the Mazdoor Kisan Shakti
Sanghatan (MKSS) and joined by various organizatiacross the natifh that India finally
passed the Right to Information Act in 2005, whiws ushered in an unprecedented era of

openness in government affairs.

The RTI Act 2005 confers on citizens the rightrisgect and take copies of any information held

by or under the control of any ‘public authorf}’ Information is defined widely and includes

®1 Manjari Mishra,Aligarh Muslim University professor suspended feinly gay TIMES OF INDIA, February 18,
2010, http://articles.timesofindia.indiatimes.cof1R-02-18/india/28118769_1_shrinivas-ramchandrssir
rickshaw-puller-amu-campus (last visited Oct 3,201

62 Yogita RaoMaharashtra colleges to install biometric card gyss to check attendance - Mumbai - DIDANA
INDIA, January 14, 2011, http://www.dnaindia.com/mumbaibrt_maharashtra-colleges-to-install-biometrimea
systems-to-check-attendance_ 1494247 (last vis#ed.8, 2011).

%  Biometrics Employed to Crack down on Proxies, HET HINDU, February 7, 2011,
http://www.hindu.com/2011/02/07/stories/2011020785BM0.htm (last visited Oct 3, 2011).

% It's official: colleges on camera -Circular askinpipals to install CCTVs to check unrest & illi@ctivity, THE
TELEGRAPH September 21, 2011, http://www.telegraphindia/ddrh0921/jsp/calcutta/story _14532267.jsp (last
é/sisited Oct 3, 2011).

% ‘public authority’ is defined widely to include mibbodies established and constituted by the stateeven
bodies which are ‘owned, controlled or substantifiianced’ by the state. [Sec 2(h)]
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“any material in any form, including records, doants, memos, e-mails, opinions, advices,
press releases, circulars, orders, logbooks, adsfraeports, papers, samples, models, data
material held in any electronic form amdormation relating to any private body which che
accessed by a public authority under any otherflamthe time being in force”. The Act requires
every ‘public authority’ to designate an officer @ach of its administrative units as ‘Public
Information Officer’ (PIO) who is charged with th&sk of receiving and responding to requests
under this Act.

The drafters of the Act anticipated conflicts omwgrds of privacy. The Preamble to the Act
notes that ‘revelation of information in actual gree is likely to conflict with other public
interests including.. preservation of confidentialof sensitive information”. Accordingly,
provisions have been made in the Act to harmonizirese competing claims to the extent

possible.

Section 8 (j) of the Act exempts from disclosure dpersonal information the disclosure of

which has no relationship to any public activityioterest, or which would cause unwarranted
invasion of the privacy of the individual” unlesgetrelevant authority “is satisfied that the larger
public interest justifies the disclosure of suclioimation”. Further, Section 11 of the Act

requires the PIO to give notice and invite objetsidrom a third party, if information which

“relates to or has been supplied by a third panty laas been treated as confidential by that third
party” is sought to be disclosed. Objections resgirvom such parties would be considered
whilst making a decision to disclose. Even whergdinns have been received, disclosure may
be allowed if public interest outweighs in importarany possible harm or injury to the interests
of such third party. However, trade or commercersts protected by law may not be disclosed

notwithstanding any public interest.

Persons who have been denied information on theeagmunds have the option to appeal this
decision before the next higher ranking officethte P10, and thereafter to specially constituted
tribunals under the Act — the State Information @ussion and the Central Information

Commission. At each stage, if information has bdenied on grounds that it relates to third

parties, the third party in question must giveasomable hearing to the third party.
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As is evident from the foregoing account, the Aekstput in place a robust buffer against
unwarranted intrusion. Personal information, thescldisure of which would cause an
‘unwarranted’ intrusion into privacy, and informatiwhich ‘relates to a third party’ may not be

disclosed unless an overwhelming countervailindipubterest is demonstrated.

More than providing mere statutory comforts, thpsavisions have proven, in practice, to be
rugged shelters against unwarranted attempts tod@ton privacy. In the six years since the
enactment of the RTI Act, oveeverhundreddecisions by the Central Information Commission

alone directly reference the term ‘privacy’.

lllustratively, in the following instances, the Ch@as denied requests for information on grounds
of unwarranted intrusion of privacy: where callosts of third parties were requestedcopies

of ‘annual confidential reports’ of other employ&edank statements of a partner of a fitm
copy of a CBI charge sheet against an officer obmyanizatiorr’, details of all passengers who
were on a particular flight, income tax returns of a third paftyspecimen signature of a third
persor®, medical records of the appellant’s Wifenumber of employees of an organization who
had committed suicidetc.

In a famous case an applicant sought informatiomfthe Census Department on the ‘religion
and faith’ of Sonia Gandhi — the President of #rgést party currently in power in India. Both

the Central Information Commission — the apex badjudicating RTI appeals as well as the

7 Mr.S.Rajamohan v Bsnl, Chennai, (2009), http:iénéanoon.org/doc/1864526/ (last visited Oct 12,190
68

% Ms. Kanchan Vora v Union Bank Of India, (2008)tphfindiankanoon.org/doc/456808/ (last visited Q&L
2011).

0 shri P. Thavasiraj v Dept. Of Atomic Energy, (2R0&tp:/indiankanoon.org/doc/1718696/ (last ditOct 12,
2011).

" K.P. Subhashchandran v National Aviation Comp#2§08), http://indiankanoon.org/doc/1067875/ (Ndstted
Oct 12, 2011).

2 Mrs.Shobha R. Arora v. Income Tax (2006), Mumbas. Neeru Bajaj Vs. Income Tax (2007), Bimal Kanti
Datta v Income Tax Department, (2008}p://indiankanoon.org/doc/29246@4st visited Oct 12, 2011).

3 M.Nagaraju v Department Of Post (200@}p://indiankanoon.org/doc/21569f4st visited Oct 12, 2011).

¥ Dheeraj Gehani v Ministry Of Defence (2008ip://indiankanoon.org/doc/16372%ast visited Oct 12, 2011).
> Shri.Chetan Kothari vs Bhabha Atomic Research @e2011) http://indiankanoon.org/doc/42593(ést visited
Oct 12, 2011).
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Punjab and Haryana High Court upheld the denialfofmation as it would otherwise lead to an

unwarranted incursion into her privacy.

In several cases, the CIC has astutely balanceccdh®eting interests of transparency and
privacy and has ordered disclosure where publer@st was manifestly at issue. The CIC has
ordered disclosure of a list of public servantsneprosecuted for offences by the Central

Vigilance Commissiofi. It has ordered disclosure of details of the nunaiéeneficiaries from

a particular village under a loan scheme and amdisfiursed by a public sector bank, whilst

ordering the names of the beneficiaries to be il Students have been able to obtain copies

of their mark sheets in public exarfs.

As welcome as these rulings are, there are howaveumber of disconcerting cases where the
determination has raised questions of privacy.rnnnderesting cas#r.Ansari Masud A.K vs
Ministry Of External Affair§2008§°, the Central Information Commission held that 4ilstof a

passport are readily made available by any indadidtua number of instances, example to travel
agents, at airline counters, and whenever proaksidence for telephone connections etc. is
required. For this reason, disclosure of detailsa gfassport cannot be considered as causing
unwarranted invasion of the privacy of an individaad, therefore, is not exempted from
disclosure under Section 8(1)(j) of the RTI A&t.This is despite the fact that nothing in the

Passport Act itself authorizes disclosure of angutieents under any circumstances. In another

® High Court dismisses appeal seeking informationSmmia Gandhi’s religion, NDTV, November 29, 2010,
http://www.ndtv.com/article/india/high-court-dismiss-appeal-seeking-information-on-sonia-gandhiigioa-
69356 (last visited Apr 12, 2011)
" Shruti Singh Chauhan v Directorate Of Vigilanc@Q@8),http://indiankanoon.org/doc/1128532ast visited Oct
12, 2011). Holding that “Information about allegedongdoing of Public servants,- verified by a psxef
investigation,- cannot be termed as private infairomawhich must be hidden from the Sovereign Masterthis
democracy- the Citizens.”
8 Madasamy v State Bank Of India(2008itp://indiankanoon.org/doc/143040%kast visited Oct 12, 2011).
9 Mr. D. Radha Krishna v. Union Public Service Corssion (2008)http://indiankanoon.org/doc/18222(lhast
visited Oct 12, 2011).
8 Ansari Masud A.K v Ministry Of External Affair2008)http://indiankanoon.org/doc/147947@ast visited Oct
12, 2011). In a previous case, the CIC orderedadisce of passport details of a doctor against whwere had been
allegations of medical malpractice. Sanjiv. Kumar inJav Regional Passport Office, (2006),
http://indiankanoon.org/doc/1888134(last visited Oct 12, 2011).; Mr.Pritpal Singhwbamey v. Ministry Of
External Affairs (2011)http://indiankanoon.org/doc/1773560ast visited Oct 12, 2011).

Id
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case, the CIC ordered, overruling the objectiorthef PIO of the university, disclosure of the

names, nationalities and results of all foreigmishis admitted to the Delhi Universf#.

The CIC has dithered in formulating a uniform theon what counts as ‘personal information’,
disclosure of which would amount to an ‘unwarrantgdusion into privacy’. It has, in different
contexts, forbidden the revelation of individuatsames as intrusi¥& while permitting
disclosure in others casé$.Details of criminal prosecution of co-employeeséan different
occasions been either discloedr withheld®. In cases where it has achieved a consistence in
rulings, the determination is frequently adverserwacy. For instance, there is by now a strong
line of CIC decisions permitting the disclosurepafsport details of third partfésqualifications

(including copies of certificates) of co-workgts

Since 2009, the CIC — or more accurately ShailessmdBi, one of the Information
Commissioners of the CIC - has attempted to forteudacoherent theory on what constitutes

‘personal information’ under the RTI Act. In oneldé more recent decisiongr.V R Sharma v

Ministry Of Labour And Employméft he reiterated his positiththat in order to qualify as

‘personal information’, certain criteria would hawebe met:

1. It must be personal information: Words in a Ewuld normally be given the meaning
given in common language. In common language, weldvascribe the adjective

'‘personal’ to an attribute which applies to anvilial and not to an institution or a

82 Amit Chamaria v University Of Delhi (2008)tp://indiankanoon.org/doc/9822(l4st visited Oct 12, 2011).

8 SeeMadasamy v State Bank Of India, supra; Mr. Satishmkr v.Union Public Service Commission (2011)
http://indiankanoon.org/doc/88294tast visited Oct 12, 2011). (Ordering disclosafemarks lists of successful
candidates without revealing their names)

8 Ms. Usha Rao v University Of Hyderabad (2008)pindiankanoon.org/doc/836580/(last visited O2f 2011).
(Ordering the names of members of a selection pzoredtituted to appoint a Hindi lecturer to be eded). See also
Amit Chamania’s case supra. Prof. Harish Chandra Banaras Hindu University, (2008),
http://indiankanoon.org/doc/130233dast visited Oct 12, 2011) (ordering the revielatof names of recipients of a
deceased colleague’s pension)

8 SeeShruti Singh Chauhan’s casepra

8 See Thavasiraj's casesupra, See alsoMr. K. C. Panday v. Municipal Corporation Of Dieli(2008),
http://indiankanoon.org/doc/9597 {last visited Oct 12, 2011). (Disclosure of whetkegilance clearance has been
obtained with regard to all emloyees)

87 SeeSupra n. 79 and accompanying text

M. Rajamannar v IGNOU (2009ttp:/indiankanoon.org/doc/1312658ast visited Oct 12, 2011) (Ordering the
delivery of copies of third persons’ educationatifieates)

8 Mr.V R Sharma vs Ministry Of Labour And Employmef2011), http://indiankanoon.org/doc/164056@Ast
visited Oct 12, 2011).

% As of this writing, the same paragraphs have lipered identically in some 78 decisions of the G4CShailesh
Gandhi. beginning iMr. Mahesh Kumar Sharma v Govt. Of Nct Of Delhi
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Corporate. Therefore, it flows that 'personal’ @nrbe related to institutions,
organisations or corporates. Hence Section 8(@j¢he RTI Act cannot be applied when

the information concerns institutions, organisation corporates.

2. The phrase 'disclosure of which has no relatigng any public activity or interest'
means that the information must have been givethéncourse of a public activity.
Various public authorities in performing their fuions routinely ask for ‘personal’
information from citizens, and this is clearly abpa activity. Public activities would

typically include situations wherein a person aggplior a job, or gives information about
himself to a public authority as an employee, cksa®r a permission, licence or

authorisation, or provides information in dischaaf@ statutory obligation.

3. The disclosure of the information would leadutavarranted invasion of the privacy of
the individual. The State has no right to invade phivacy of an individual. There are
some extraordinary situations where the State mneagllowed to invade the privacy of a
citizen. In those circumstances special provisiohthe law apply usually with certain
safeguards. Therefore where the State routinelgidtinformation from citizens, this

information is in relationship to a public activiayd will not be an intrusion on privacy.

In the instant case, the CIC applied this formol@érmit the disclosure of Annual Confidential
Reports of certain employees of the Ministry Of dab And Employment. In the course of its
decision, the CIC also made some worrying obseymatabout the balance between privacy and

transparency. “The concept of 'privacy' ”, it oh&et, “is a cultural notion related to social
norms, and different societies would look at thdsgterently. Therefore referring to the Data
Protection Act, 1988 of U. K. or the laws of othawuntries to define 'privacy’ cannot be
considered a valid exercise to constrain the citzéundamental right to information in India.
Parliament has not codified the right to privacy feo, hence,in balancing the right to

information of citizens and the individual's rigtat privacy, the citizen's right to information
would be given greater weightafjéemphasis added). As a statement of policyldgsassertion

has worrying implications, since it could poteriaundo the delicate balance between
transparency and privacy that Parliament sougptton place through the RTI Act. Equally the
CIC’s bald assertion that all information ‘routigedollected by the state’ would not be intrusive

is menacing especially in this era of the ‘ethnpfra state’ which believes in maintaining

32



minute details about each of its citizens. Although other four Information Commissioners
have not adopted this formula yet, it is possihkg by dint of repetition, it may sediment itself

to become an axiom of CIC jurisprudence.

While there are statutory mechanisms protecting gheacy of citizens under the Right to
Information Act, unfortunately this does not prawithem a complete shield against transparency
— this is particularly evident in the case wher shate embarks on transparency initiatives of its
own invention. Several states for instance havesiebwith lists of citizens in various contexts
such as employment guarantee and public distribwistems? In one particularly egregious
instance, the State Government of Karnataka, oweedo its enthusiasm to weed out duplicate
ration cards and promote transparency, announgadmato “post on its website all details of
(1.51 crore) ration cardholders in the state” Thesils posted on the website would include
the “ration card number, category of card (BPL/APhames and photographs of the head and
other members of a family, address, sources ofnmecd_PG gas connection and number of
cylinders in village/taluk/district wise.” One is@n uncertain whether this following remark by
an official, quoted in the newspaper account, waanhpurely in jest: “This would also work as
a marriage bureau. “For instance, a boy can sdeotograph of a girl on the website and see

whether she suits him,” an official saitf’.

While the RTI Act provides an important safeguagdiast the violation of privacy, with official
avenues for redress for the citizen, ad hoc ‘trarepcy’ initiatives of this kind leave the citizen
with absolutely no recourse. There are, sadly, tatutory safeguards against the oppressive
transparency of the state. It is unimpeachableef@xpossibly through writ petitions) decisions
of this kind, rather than the threats under the R@il which pose a real ‘transparency’ threat to

privacy in India.

§6 International obligations pertaining to privacy
India is a signatory to the International CovenamtCivil and Political Rights which explicitly

affirms the right to privacy in Article 17. As natgreviously in this report, the Human Rights

1 Ayaskant DasRation card details now online to prevent fake segition, TIMES OF INDIA, September 24, 2011,
http://timesofindia.indiatimes.com/city/noida/Ratioard-details-now-online-to-prevent-fake-
registration/articleshow/10099236.cms (last visited 23, 2011).

% Nagesh Prabhu,A way to check bogus ration cardsTHE HINDU, September 18, 2010,
http://www.thehindu.com/todays-paper/tp-nationakpnataka/article696087.ece (last visited Oct223,1).
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Act expressly permits individuals to approach thaidhal Human Rights Commission or any of
the State Human Rights Commissions for redress wham rights infringed under this

convention.
Apart from this, there are no regional conventitirag deal specifically with privacy.

India has signed and ratified the International ¥&mion for the Suppression of Terrorist
Bombings® and the International Convention for the Suppoessof the Financing of
Terrorism® India is a signatory to the SAARC Convention ontdl Assistance in Criminal
Matters as well as several bilateral treaties otualuegal assistance. These treaties typically
requires signatory states to provide mutual assistén criminal matters, includingyter alia,
“providing information, documents and records;” dpiding objects, including lending

M

exhibits”, “search and seizure” , “taking eviderrel obtaining statements;” efe.

India is a signatory to 85 agreements (81 DTAAs 4rndEA agreements) on exchange of tax
information. For instance, India has reportedlynsid) four Tax Information Exchange
Agreements (TIEAs) on the OECD Model each with tBevernments of the Bahamas,
Bermuda, Cayman Islands and the Isle of Manrnpopular ‘tax havens'. These agreements
enjoin the ‘competent authorities’ of each couritryprovide information ‘upon request’ about a
variety of financial details including bank recomtsd corporate informatiof’ The request must
be made on the basis of evidence and fishing efpesdiare not usually permitted. These

agreements include standard Confidentiality clawg@ish require that the information only be

% Signed and ratified respectively on the 17th ag#™ of September 1999. International Convention fu t
Suppression of Terrorist Bombings, UN TREATY CENTER (2011),
http://treaties.un.org/Pages/ViewDetails.aspx?$&&mtdsg_no=XVIII-9&chapter=18&lang=en (last visieOct
9, 2011).

% Signed and ratified respectively on 8 Sep 20002thépr 2003 International Convention for the Sugssion of
the Financing of Terrorism, UN TREATY CENTER (2011),
http://treaties.un.org/Pages/ViewDetails.aspx?$&&mtdsg_no=XVIlI-11&chapter=18&lang=en (last vis
Oct 9, 2011).

9 SAARC CONVENTION ONMUTUAL ASSISTANCE INCRIMINAL MATTERS (2008), http://goo.gl/Wg50M (last visited
Oct 24, 2011).

% India: Agreements EXCHANGE OF TAX INFORMATION PORTAL, OECD , http://www.eoi-
tax.org/jurisdictions/IN#agreements (last visitedt @4, 2011);Tax Information Exchange Agreements (TIEAS)
CENTER FOR TAX PoLicy AND ADMINISTRATION, OECD

http://www.oecd.org/document/7/0,3746,en_2649 3338312839 1 1 1 1,00.html (last visited Oct 24,1201
97 See for instanceAGREEMENT BETWEEN THE GOVERNMENT OF THE COMMONWEALTH OF THE BAHAMAS AND
THE GOVERNMENT OF THE REPUBLIC OF INDIA FOR THE EXCHANGE OF INFORMATION WITH RESPECTTO TAXES

(2011), http://www.oecd.org/datacecd/47/54/471153@5(last visited Oct 24, 2011).
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disclosed to appropriate tax authorities for pugsosf tax proceedings. They also exempt

information disclosed to an attorney under attorcl@nt privilege from being discloséd.

In addition, India has signed a number of Doublgafian Avoidance Agreements which include
information-sharing clauses. In June 2010, the @owent approached the governments of 65
countries to "specifically" provide for the shariofjbank-related informatiot¥. Pursuant to this,
most notably, in June 2011, the Indian Governmategred into a revised DTAA with the Swiss
government allowing India to “gain access to theaite of Indians’ money, which is not
accounted for, stashed in Swiss bank&"Similarly, in the same month, the government of
Mauritius agreed to renegotiate its tax treaty wittia. Mauritius accounts for more than 40%
of total foreign direct investments (FDIs) to Indi@ost of which are suspected to be nothing
more than treaty shopping arrangements to avoidhgagx°* An OECD report on India’s
current DTA with Mauritius points to vast ‘gaps’ the treaty including provisions requiring
‘disclosure of information to the persons in resgecvhom information or document had been

sought’ and that Mauritius has not exchanged inégion over the last three yeaf3.

These treaties seem to have resulted in some iaf@mmbeing shared. In October 2011, Pranab
Mukherjee, the Finance Minister reported that, pans to these treaties, “Specific requests in
333 cases... have been made by Indian authoritiesoliteining information from foreign

jurisdictions. Over 9,900 pieces of information aetjng suspicious transactions by Indian
citizens from several countries have been obtawbtth are now under different stages of

investigation,*®®

®d.

% Govt revises tax information exchange treaty with 6ountries Economic TIMES, June 27, 2010,
http://articles.economictimes.indiatimes.com/208320 /news/27596832_1 dtaa-double-taxation-avoidance
agreement-check-tax-evasion (last visited Oct 412

19 |ndia, Switzerland ink pact to cooperate on finahainatters to better analyze global econ developsnen
CONTIFY BANKING (2011), http://banking.contify.com/story/india-$eérland-ink-pact-to-cooperate-on-financial-
matters-to-better-analyze-global-econ-developm@gfst-10-07 (last visited Oct 24, 2011).

101 Mauritius  agrees to  revise tax treaty TIMES OF INDIA, June 19, 2011,
http://articles.timesofindia.indiatimes.com/2011-D&india/29676414 1 _treaty-shopping-tax-havenasita (last
visited Oct 24, 2011).

192 gidhartha,India’s DTAA with Mauritius has gaps, says OECDd§{uTIMES OF INDIA, January 29, 2011,
http://articles.timesofindia.indiatimes.com/2011-2d/india-business/28375723_1_limitation-of-benefguse-
mauritius-mauritian (last visited Oct 24, 2011).

193 ‘Government successful in unearthing black moneyTHE HiNDU, October 19, 2011,
http://www.thehindu.com/news/national/article2550&kte?homepage=true (last visited Oct 24, 2011).
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Although information obtained under DTAAs cannot bsed for purposes other than tax
proceedings, in June 2011, the Income Tax Depattar@ounced that it would re-negotiate this
clause in its agreements to enable it to sharermdton with other law enforcement agencies

like the Central Bureau of Investigation and théoEtement Directorat&*

§7 Law Enforcement and National Security
Technically, any law that authorizes the productdalocuments, search and seizure can be said

to be one related to “lawful access”. The two maocedural laws in India — the Code of Civil
Procedure (CPC), and the Criminal Procedure CodeQY; both contain detailed provisions to
compel the production of documents from partiesstits and criminal proceedings and
witnesses. In addition, many other laws providetha production of documents, searches and
seizure, on various grounds - ranging from the tmedl'ax Act which authorizes Income Tax
officials to issue summons for the production otwments and conduct searches to recover
undisclosed incont®, to the Narcotics Act which prescribes a procedorsearch and seize
drugs, to the Excise Act and the Customs Act whiohso in order to discover goods that are
manufactured or imported in violation of those extjve statutes. In this section we deal very

briefly with the general provisions for the prodoatof documents under the CPC and the CrPC.

7.1 Production of documents in Civil cases
Section 30 of the CPC empowers courts to make srdelating to discovery and issue

summonses to persons (withesses or parties) tapeatbcuments.

Order Xl of the CPC sets down procedures relatinfPiscovery’ and provides for a party to
compel the opposite party to list documents helth@ir possession “relating to any matter in
question in such suit”, to afford facilities to pect them and to produce them in Court. The

Court may also order copies of documents held i marty’s possession to be delivered to the

104 Bjjay Shankar Patel]-T dept plans to share DTAA informatjofiNANCIAL EXPRESS June 7, 2011,
http://www.financialexpress.com/news/it-dept-plaasshare-dtaa-information/800119/1 (last visited &t 2011).
195 Section 131 of the Income Tax Act, for instarerpowers Income Tax authorities with all the povedra Civil
Court for the purposes of discovery. An Income oéficer may exercise these powers if he has “reasmuspect
that any income has been concealed, or is likelyeteoncealed, by any person or class of persaisler Section
132 of the Income Tax Act, a search (and seizmiay be ordered by an Income Tax officer if he,amsequence
of information in his possession, has reason t@ebel that the document summoned is not likely éoppoduced.
The section also empowers the Income Tax Officeretpuire any person in possession of books (of atsd
maintained electronically to “afford the authorisafficer the necessary facility to inspect such ksoof account or
other documents”.

36



other party. If a plaintiff fails to comply with aorder for the discovery of documents, then his
suit may be liable to be dismissed for want of poosion. Similarly, if a defendant fails to
comply, he would be liable “to have his defencan struck out, and to be placed in the same
position as if he had not defended”. In this cohtéxe Supreme Court has held that “the power
to order production of documents is coupled witkctktion to examine the expediency, justness
and the relevancy of the documents to the matteuistion.’°® In another case, the Gujarat
High Court held that “The provision is not availaltb an applicant to make a fishing or roving
inquiry”*’

Order XVI of the CPC lays down the rules to be obsé& in summoningvitnesseso give
evidence or produce documents. A witness may bemsumad to produce documents on a
application by a party or on the court's own motitira person to whom such a summons has
been issued fails, without lawful excuse, to pradtite document summoned and the Court
“sees reason to believe that such evidence or ptioduis material” it may issue a warrant,
either with or without bail, for the arrest of suplerson, and may make an order for the

attachment of his property to such amount as ikihfit.

Section 162 of the Evidence Act provides that “@aness summoned to produce a document
shall, if it is in his possession or power, bringa the Court, notwithstanding any objection
which there may be to its production or to its agbiility. The validity of any such objection
shall be decided on by the Court.”3tate Of Punjab v Sodhi Sukhdev Singk Supreme Court

held that “The provisions of Order XI of the CodeQivil Procedure must be read subject to s.

162 of the Indian Evidence Act and where a prigleg claimed at the stage of inspection, the
Court is precluded from inspecting the privilegettaiment in view of s. 162 of the Act®

7.2 Production of documents in Criminal cases
Section 91 of the CrPC empowers courts or poliéeet to requisition, by written order, the

production of documents that are “necessary oraas!” for the purpose of “any investigation,
inquiry, trial”.

16 sasanagouda v Dr. S.B. Amarkhed And Others, AIR 9219 SC 1163 (1992),
http://indiankanoon.org/doc/1169196/ (last visitct 9, 2011).

107 Mr. Pushkar Navnitlal Shah v Mrs. Rakhi Pushkar atSh AIR 2007 Guj 5 (2006),
http://indiankanoon.org/doc/412225/ (last visitect @, 2011).

18 The State Of Punjab v Sodhi Sukhdev Singh, AIR 1196SC 493  (1960),
http://www.indiankanoon.org/doc/1910029/ (last tadi Oct 9, 2011).
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This section however limits the application of tipgwer by exempting any “letter, postcard,
telegram, or other document or any parcel or thimghe custody of the postal or telegraph
authority.” Such documents can only be obtainedeunadicial scrutiny by following a more
rigorous procedure laid down in Section 92. Undes tatter section, it is only a “District
Magistrate, Chief Judicial Magistrate, Court of Ses or High Court” who can order the
production of documents “in the custody of a postatelegraph authority “ if she determines
that it is “wanted for the purpose of any invesiiga inquiry, trial”. However subordinate
courts and officers, such as “any other Magistrateether Executive or Judicial, or of any
Commissioner of Police or District SuperintendeinPolice” can require the postal or telegraph
authority to search for, and detain such documientiseir custody pending the order of a higher
court. [Section 92(2) CrPC].

If a Court “has reason to believ&® that a person to whom a summons to produce dodsrhes
been or would be issued, would not produce the mlecd, it may issue a search warrant against
such a person. However only a District MagistrateCbief Judicial Magistrate may issue a
warrant with respect to anything in the custodyhef postal or telegraph authority.[Section 93
CrPC]

Section 175 of the Indian Penal Code makes it éanoé for a person to “intentionally omit to
produce a document which he is legally bound talpce”. In case the document was to be
delivered to a public servant or police officer,clsuomission is punishable with simple
imprisonment of up to one month, or with fine ugdit@ hundred rupees or both. If the document
was to be delivered to a Court of Justice, omissimuld invite simple imprisonment up to six

with or without a fine of one thousand rupees.

9% There have been a number of decisions by varidgh Bourts and the Supreme Court on the meanirtheof
expression “reason to believe”. In most of thessesathe court has held that the expression rexgmicee than the
mere ‘subjective satisfaction’ of the judge or offi issuing the search order. Thus, for instanceMeélicio
Fernandes v. Moha(AIR 1966 Goa 23), the Bombay High Court at Goll hieat the expression “contemplates an
objective determination based on intelligent card deliberation involving judicial review, as digguished from
purely subjective consideration”

10t a court inferior to these courts issues suchearch-warrant, the entire proceedings would be wwider
Section 461 of the CrPC.
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7.3 What documents cannot be compelled to be produced?

7.3.1 Privileged Communication
The Indian Evidence Act exempts certain witnessas fdisclosing documents to Courts. These

‘privileges’ apply irrespective of whether the peedings are civil or criminal in nature.

Section 122 of the Evidence Act provides that nedrrcouples shall not be compelled or
permitted to disclose any communications maeeveen thenduring marriage without the

consent of the person who made the communicatibis fowever does not apply in suits
“between married persons, or proceedings in whioch married person is prosecuted for any

crime committed against the other.”

Similarly Section 126 forbids “barristers, attoragpleaders or vakils” from disclosing, without
their client’'s express consent, the contents oh@ communication made to them b) any
document with which they have become acquainted) @any advice tendered by them to the
client if such information was received by them the course and for the purpose of” their

employment.

Section 127 extends the scope attorney-client Ipgeito include any interpreters, clerks and
servants of the attorney or barrister. They are ats permitted to disclose the contents of any

communication between the attorney and her client.

Section 129 enacts a reciprocal protection andigesvthat clients shall not be compelled to
disclose to the Court any “confidential communicativhich has taken place between him and

his legal professional adviser”

As with the matrimonial privilege, the attorneyetit privilege also comes with exceptions. Thus

the following kinds of communications are exemgtedn the privilege:

1. any communication made in furtherance of amgdl purpose,
2. any fact observed by any barrister, pleadeoyragty or vakil, in the course of his employment
as such showing that any crime or fraud has beemmitted since the commencement of his

employment.

39



Section 131 of the Evidence Act further cements ldgal protection afforded to married
couples, attorneys and their clients by providihgt “No one shall be compelled to produce
documents in his possession, which any other persirid be entitled to refuse to produce if

they were in his possession” unless that persosarda to the production of such documents.

Section 123 of Evidence Act declares that “No ohallsbe permitted to give any evidence
derived from unpublished official records relatibg any affairs of State, except with the
permission of the officer at the head of the depant concerned, who shall give or withhold
such permission as he thinks fit.” Despite maningd on the subject, it is still unclear how wide
or narrow the ambit of “affairs of state” is. Daésnclude everything that the state does so that
all records maintained by the state pertain toirsffaf the state, or, does it only pertain to those
confidential matters, disclosure of which would detrimental to public interest, national
defence or good diplomatic relations? Specificalty, instance, if the government maintains
routine records about individuals in the coursegovernance, would these count as “official
records relating to affairs of state”? In a few-préependence cases, it was held that records of
income tax returns submitted to income tax offgialere not “affairs of state” and hence no
privilege could be claimed with respect to thE€mAlthough subsequent amendments to the
Income Tax Act conferred confidentiality on theseards, in an era when the government has
begun to maintain minute records of every aspecitaens’ lives, it still begs the question on

what kind of documents may be declared privileged.

Section 124 similarly shields public officers frdming compelled to disclose communications

made to them in official confidence, when the pubiterest would suffer by the disclosure.

Section 130 exempts witnesses who are not a pargysuit from being compelled to produce
their “title-deeds to any property, or any documienvirtue of which he holds any property as
pledgee or mortgagee, or any document the productiovhich might tend to criminate him,
unless he has agreed in writing to produce therh thi# person seeking the production of such
deeds or some person through whom he claims”

H1yenkatachella v. Sampatu Chettiar (1909) ILR 22labaram v. Bulloram (1899) ILR 26 Cal 281
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As noted previously, in all the aforementioned ailbns Section 162 of the Evidence Act
provides that the witness must bring the documertourt and then state his objections to the
Court.

7.3.2 Self Incriminating Documents
Article 20(3) of the Indian Constitution enactsuderagainst self-incrimination and provides that

"No person accused of any offence shall be conghatiebe a witness against himself". This
operates as an additional threshold limit on thegyoof criminal courts to order the production
of documents. In a very early case, the SupremertGmld that “compelled production of
incriminating documents by an accused personesignonial compulsion within the meaning of
art. 20(3) of the Constitution** Accordingly the court held that it was impermissibo issue
summons for the production of documents under Gest®1 and 92 of the CrPC. However, the
Court went on to hold that “a search and seizura dbcument under the provisions of [Section
93] of the Code of Criminal Procedure is not a celtagl production thereof within the meaning
of art. 20 (3) and hence does not offend the sat@la.” In other words, although a criminal
court cannot summon an accused to produce an imetimg document, the court may order

instead, his house to be searched in order t@vetthe same document.

In State Of Maharashtra v The Nagpur Electric Lighn@any'® the Supreme Court held that

summons could not be issued to the Store KeeperAssistant Accountant of a company to

produce documents that would incriminate the compgnce even incorporated entities were
‘persons’ who were entitled to the protection ofiéle 20(3).

- what legal regimes govern how law enforcemennei@s gain access to personal information
held by individuals and organisations?

- were extraneous powers introduced to deal witional security and counter-terrorism? how

are these implemented and reported upon?

12 M. P. Sharma v Satish Chandra, AIR 1954 SC 3084}, Sttp://indiankanoon.org/doc/1306519/ (lastteis Oct
9, 2011).
1131961 CriLJ 200
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- what happens in circumstances where requests dmmeforeign governments, or where the
government has to request information from othemtwes? e.g. Google Transparency report,

bilateral and multi-lateral conventions

§8 Intelligence and Surveillance Oversight
Under the Constitution, ‘Public Order and ‘Policate subjects on which the States have

exclusive jurisdiction to legislate. Accordinglyokastate maintains its own separate police force
under a state-specific Police Act, and this foceesponsible for maintenance of law and order
and gathering local intelligence within the temjtoof that state. However, the Union
Government is given exclusive powers to legislate tbe subject of “Central Bureau of

Intelligence and Investigation.”

The Central Bureau of Investigation is the CenBalvernment’s primary investigative agency.
Although created by enactment in 1946 as the D8[hecial Police Establishment (SPE) to
investigate cases of bribery and corruption by @gi@overnment employees, over the years its
jurisdiction was expanded to include a range ofditamic Offences and important conventional
crimes such as murders, kidnapping, terrorist csine¢c*'* Due to the federal setup of police
powers in India, the CBI can take up cases withenlioundaries of a State only with the prior
consent of that State. Today, the CBI carries tafunctions under three main divisions: (i)
Anti-Corruption Division - for investigation of cas under the Prevention of Corruption Act,
1988 against Public officials and the employees Gantral Government, Public Sector
Undertakings (ii) Economic Offences Division - fovestigation of major financial scams and
serious economic frauds, including crimes relatmdrake Indian Currency Notes, Bank Frauds
and Cyber Crime (iii) Special Crimes Division - fowvestigation of serious, sensational and
organized crime under the Indian Penal Code anerothws on the requests of State
Governments or on the orders of the Supreme CaowttHigh Courts. In addition, the CBI is

designated as the National Crime Bureau — Indiarpai since 1966. It is the only agency

114 A Brief History of CBI, GNTRAL BUREAU OF INVESTIGATION, http:/cbi.nic.in/history.php (last visited Oct 9
2011).
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recognized by Interpol Secretariat General forteikd as well as multilateral police co-operation
among member staté¥,

In 2007, a Parliamentary Committee proposed thensdution of the CBI as the “Central
Bureau of Intelligence and Investigation” to empowteto gather intelligence and fulfill its
Constitutional mandate?

In 2008, a new statutory body called the Nationakktigation Agency was created specifically
to combat terrorist threats and address the shuoitgs of the CBI. Set up in the aftermath of the
tragic Mumbai Terror Attacks in November 2008, tHEA was tasked with the mandate to
“‘investigate and prosecute offences affecting theeeignty, security and integrity of India,
friendly relations with foreign States and offencesler Acts enacted to implement international
treaties, agreements, conventions and resolutibtiseoUnited Nations and other international

organizations and for matters connected therewithadental thereto.”

§9 Immigration and Privacy
Like most countries in the world, India requireseigners to obtain a visa before entering the

country. Standard documentation is required toinkaavisa including proof of address, passport
photographs and invitation letters.

The presence of foreigners in India is regulatedhieyprovisions and rules under the Foreigners
Act 1946 and the Registration of Foreigners Acta93

Foreigners visiting India on long term visas (mtran 180 days) are required to get themselves
registered with concerned Foreigners Regional Ragjisn Officers (FRROs) within 14 days of
their first arrival. The District Superintendent$ Bolice typically function as Foreigners
Registration Officers in each State. The processegistration entails the submission of a
number of records, passport size photographs dttodgh foreigners are not currently required
to submit biometric details, this is a plan thab&ng developed. Under the ‘Immigration, Visa
and Foreigners Registration & Tracking (IVFRT)' ®m, under the National E-Governance

115

16 par Panel favours reconstituting of CBI as CBIl,coEomic TIMES, December 23, 2007,

http://articles.economictimes.indiatimes.com/20@72B/news/27673939_1 _terror-attacks-intelligencenages-
central-bureau (last visited Oct 9, 2011).
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Plan, the Ministry of Home Affairs aims to “enaldathentication of traveler’'s identity at the
Missions, Immigration Check Posts (ICPs) and Faoreig Registration Offices (FROs) through
use of intelligent document scanners and biometupdation of foreigner’s details at entry and
exit points, improved tracking of foreigner’s thgbusharing of information captured during visa
issuance at Missions, during immigration check @P4, and during registration at FRRO/
FROs™ The scope of the project includes 169 MissionsiCHs (Immigration Check Posts), 5
FRROs (Foreigners Regional Registration Officesyl BROs (Foreigners Registration Offices)
in the State/District Headquartér§.

Once registered, a foreigner may be compelled ooywe sets of finger impressions, passport
photographs and signatures if the proof of iderditpmitted by him during registration does not

contain these detaifs®

Apart from this, “Every keeper of a hotel” is rémd to maintain a separate Register for
foreigners. They are required to transmit withiremdy four hours after the arrival of any

foreigner, a copy of a memo containing details altloeli foreigner to the Registration Officer.

§10 Travel and Borders
An immigration check is carried out for all passersgat the port of arrival in India by the

Bureau of Immigration. Passengers (both Indianfarglgn) entering the country are required to
furnish details about themselves in the disemberkatard( Arrival Card) including their name
and nationality, age, sex, place of birth and askle intended address in India, the purpose of
visit and the proposed length of stay in India. lignattion check includes “checking of Passport,
Visa, Disembarkation Card, entering foreigner'stipaftars in computer, retention of Arrival

Card and stamping of passport of the foreignét”.

17 Immigration, Visa and Foreigner's Registration &agking (IVFRT), Government of India, Department of
Information Technology (DIT) (2010), http://www.nmgbv.in/content/ivfrt (last visited Oct 9, 2011%ahil Makkar
& Surabhi Agarwal, Biometric-based identificatioor fforeign workers may be introduced, LIVEMINT, yul9,
2010, http://www.livemint.com/2010/07/19234500/Bietmcbased-identification.html (last visited Oct2®11).
118 s

Ibid
11° General Requirements For Registration Of A Foreiational, BUREAU OF IMMIGRATION, MINISTRY OF HOME
AFFAIRS,
http://www.immigrationinhttp://www.immigrationindiaic.in/reg_req2.htm#lprc101dia.nic.in/Instr_fonegys2.htm
(last visited Oct 9, 2011).
120 |nstruction  For  Foreigners Coming To India, BUREAU OF  IMMIGRATION,
http://www.immigrationindia.nic.in/Instr_foreigne&tsitm (last visited Oct 9, 2011).

44



Customs rules permit passengers to bring up tolaptops into the country without paying
additional duty. Customs officials are empowereddize laptops that are sought to be smuggled

into India over and above this permissible quota.

There have been no reported cases of Customs agration officials having searched laptops
at the borders in India.

§11 Profiling/Data Mining
There are currently no laws in India that specifjcaither proscribe or permit profiling or data

mining in a general way. Article 14 of the Condtitn of India grants all citizens the right to
‘equality and equal protection’ and to the extehattthe state conducts profiling to the
disadvantage of any citizen or class of citizehss article may be viewed as a ‘law against

profiling’.

§12 DNA and other Forensic tests to determine identity
India does not currently have a national DNA dasebaalthough there is a bill pending in

Parliament that envisages the creation of suchtabdae. The draft DNA Profiling Bill, pending
since 2007 before Parliament, attempts to creaenaalized DNA bank that would store DNA
records of virtually anyone who comes within anpxamity to the criminal justice system.
Specifically, records are to be maintained of “st$p, offenders, missing persons and
‘volunteers™ ! The schedule to the Bill contains an expansiviedisboth civil and criminal
cases where DNA data will be collected includingesaof abortion, paternity suits and organ
transplant. Provisions exist in the bill that liraitcess to and use of information contained in the
records, and provide for their deletion on acqliffese are welcome minimal guarantors of

privacy??

Meanwhile the infrastructure for DNA testing by bdétate and private players to create such
databases has proliferated. In June 2008, newspsagmmorted that a ‘Biotech Park’ in Lucknow
in the north India had announced the setting up@ BNA Bank — purportedly Asia’s first. “The

121 The Bill provides for the following indices to Ipeaintained : (i) a crime-scene index; (i) a suswdadex; (iii)
an offenders’ index; (iv) a missing persons’ indé®; unknown deceased persons’ index; (vi) a vaarg’ index;
(vii) such other indices as may be specified bylatipns.

122 Draft DNA Profiling Bill, , http://dbtindia.nic.ifDNA_Bill.pdf (last visited Sep 26, 2011).
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members of the DNA bank will receive a microchisdéé DNA card containing information of
their fingerprints, and anthropological details, idsa Seth”, the report saif’
In December 2010, Nehru Nagar, a region in Mumbaioanced that it had established a DNA

database of over 800 “anti-social elements and gi@eple from the ared®*

In January 2011, the Indian Army began DNA progliaf its soldiers in order to “to help in

identification of bodies mutilated beyond recogmiti*

Even without the DNA Profiling bill, various exiagy laws already permit the collection of a
range of physiological evidence.

The pre-independence Identification Of Prisoners, A820 empowers police officers to take
“measurements” (including finger-impressions andtforint impressions) and photographs of
persons arrested or convicted for any offence e with rigorous imprisonment for a term
of one year of upwards or ordered to give sectdtyhis good behaviour under Section 118 of
the Code of Criminal Procedut®. The Act also empowers a Magistrate to order agpets be
measured or photographed if he is satisfied thais itequired for the purposes of any
investigation or proceeding under the Code of GrahProcedure, 1898’

The Act also provides for the destruction of albfdgraphs and records of measurements on
discharge or acquittaf®

In 2005, the Code of Criminal Procedure was ameridednable the collection of a host of
medical details from accused persons upon thesesarSection 53 of the CrPC provides that
upon arrest, an accused person may be subjecte needical examination if there are
“reasonable grounds for believing” that such exatam will afford evidence as to the crime.
The scope of this examination was expanded in 200@clude “the examination of blood,

blood-stains, semen, swabs in case of sexual @rsputum and sweat, hair samples and finger

12 Asia's first human DNA bank comes up in Lucknow, NA® INDIA, June 11, 2008,

http://www.dnaindia.com/india/report_asia-s-firgtAman-dna-bank-comes-up-in-lucknow_1170426 (lastedsSep
26, 2011).

124 Shankar Abidi,Nehru Nagar first region in country to have DNA fiing database - MumbaiDNA INDIA,
December 6, 2010, http://www.dnaindia.com/mumbpdre nehru-nagar-first-region-in-country-to-haveaen
profiling-database 1477211 (last visited Sep 26,120

125 DNA profiing of army personnel to begin soon, DNAIndia, January 2, 2011,
http://www.dnaindia.com/india/report_dna-profilimf-army-personnel-to-begin-soon_1489153 (last eisibep 26,
2011).

126 gections 3 & 4 of the Identification Of Prisonéwst, 1920

127 |bid, Section 5

128 gection 7
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nail clippings by the use of modern and scientéichniques including DNA profilingnd such

other tests which the registered medical practigiothinks necessaip a particular case;”

In a case in 2004, the Orissa High CHuraffirmed the legality of ordering a DNA test in
criminal cases to ascertain the involvement of @essaccused. Refusal to co-operate would

result in an adverse inference drawn against thesac.

After weighing the privacy concerns involved, thed laid down the following considerations

as relevant before the DNA test could be ordered.

“ (i) the extent to which the accused may haveigpgdted in the commission of the

crime;
(ii) the gravity of the offence and the circumstasian which it is committed;
(i) age, physical and mental health of the acdusethe extent they are known;

(iv) whether there is less intrusive and practwaly of collecting evidence tending to

confirm or disprove the involvement of the accusethe crime;

(v) the reasons, if any, for the accused for refysionsent°

It is evident that the utility of this mass of infieation — fingerprints, handwriting samples and
photographs, DNA data — in solving crimes is imneend/ithout having said a word, it is
possible for a person to be convicted based orethiasgous bodily affects — the human body
constantly bears witness and self-incriminatedfit@oth handwriting and finger impressions
beg the question of whether these would offend phatection against self-incrimination
contained in Article 20(3) of our Constitution whiprovides that “No person accused of any
offence shall be compelled to be a witness agdimsself.” This argument was considered by
the Supreme Court ifihe State Of Bombay vs Kathi Kalu Oghad And Otffefhe petitioner

contended that the obtaining of evidence througiislations such as the Identification of

129 Thogorani Alias K. Damayanti vs State Of Orissa Amf@s 2004 Cri L J 4003 (Ori) <
http://indiankanoon.org/doc/860378/>

130 pigd

131 AIR 1961 SC 1808 < http://indiankanoon.org/docAB@4/>
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Prisoners Act amounted to compelling the personsext of an offence "to be a witness against
himself" in contravention of Art. 20(3) of the Cditistion. The court held that “there was no
infringement of Art. 20(3) of the Constitution irormpelling an accused person to give his
specimen handwriting or signature, or impressioh&i® thumb, fingers, palm or foot to the
investigating officer or under orders of a courttlee purposes of comparisorCompulsion was
not inherent in the receipt of information from ancused person in the custody of a police
officer; it will be a question of fact in each cagebe determined by the court on the evidence

before it whether compulsion had been used in oltgithe informatiori*?

Over the past two decades, forensics has shifteoh firying to track down a criminal by
following the trail left by her bodily traces, ttt@mpting to apply a host of invasive technologies
upon suspects in an attempt to ‘exorcise’ truth kesldirectly from their body. One statement

by Dr M.S. Rao, Chief Forensic Scientist, Governhwérindia captures this shift:

Forensic psychology plays a vital role in detecttegorist cases. Narco-analysis and
brainwave fingerprinting can reveal future plansterrorists and can be deciphered to
prevent terror activitié®reventive forensics will play a key role in countering terror acts.
Forensic potentials must be harnessed to detectnatiy their plans. Traditional
methods have proved to be a failure to handle tiemrensic facilities should be brought
to the doorstep of the common m&orensic activism is the solution for better crime

management>

Although there are several such ‘technologies’ Whiperate on principles ranging from changes
in respiration, to mapping the electrical activitydifferent areas of the brain, what is common to
them all, in Lawrence Liang’s words is that theydintain that there is a connection between
body and mind; that physiological changes are atdie of mental states and emotions; and that
information about an individual's subjectivity andentity can be derived from these

physiological and physiological measures of deceptt*

132 pid

133 Keynote address given to the 93rd Indian Scienoegéss. Seéttp:/mindjustice.org/india2-06.htneited in
Liang, L., 2007. And nothing but the truth, so help science. lisarai Reader 07 - Frontier®elhi: CSDS, Delhi,
pp. 100-110. Available at: http://www.sarai.net/ficéitions/readers/07-frontiers/100-110_lawrence ffcessed
April 11, 2011].

134 bid
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So, how legal are these technologies, in view @f ¢bnstitutional protections against self-
incrimination? In a case in 2004 the Bombay Highu€apheld these technologies by applying
the logic of theKathi Kalu Oghadcase discussed above. The court drew a distinbitnween

‘statements’ and ‘testimonies’ and held that whaswrohibited under Article 20(3) were only

‘statements’ that were made under compulsion bycansed. In the court’s opinion, “the tests of
Brain Mapping and Lie Detector in which the magpteé brain is the result, or polygraph, then
either cannot be said to be a statement.”. At tlstjthe Court held, “it can be called the

information received or taken out from the witn&ss.

This position was however overturned recently bg Bupreme Court irSelvi v. State of
Karnatakd®® (2010). In contrast with the Bombay High Courte tBupreme Court expressly
invoked the right of privacy to hold these techigi¢s unconstitutional.

“Even though these are non- invasive techniquesctimeern is not so much with the
manner in which they are conducted but the congempsefor the individuals who
undergo the same. The use of techniques such ras Bingerprinting' and "FMRI-
based Lie-Detection' raise numerous concerns ssithoze of protecting mental privacy
and the harms that may arise from inferences madatahe subject's truthfulness or

familiarity with the facts of a crime.”

Further down, the court held that such technigngaded the accused’s mental privacy which

was an integral aspect of their personal liberty.

“There are several ways in which the involuntarymadstration of either of the
impugned tests could be viewed as a restraint ersgpal liberty'. .. the drug-induced
revelations or the substantive inferences drawmftbe measurement of the subject's

physiological responses can be described as anosiotr into the subject's mental

privacy”

Following a thoroughgoing examination of the isstiee Supreme Court directed that “no
individual should be forcibly subjected to any bkttechniques in question, whether in the

context of investigation in criminal cases or othise. Doing so would amount to an

135 Ramchandra Ram Reddy v. State of Maharashtr2205) CCR 355 (DB)
136(2010) 7 SCC 263 http://indiankanoon.org/doc/38200
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unwarranted intrusion into personal libertyThe court however left open the option of
voluntary submission to such techniques and endadtse following guidelines framed by the

National Human Rights Commission

(i) No Lie Detector Tests should be administeredepx on the basis of consent of the
accused. An option should be given to the accusedther he wishes to avail such test.

(ii) If the accused volunteers for a Lie Detectarst, he should be given access to a
lawyer and the physical, emotional and legal ingilan of such a test should be

explained to him by the police and his lawyer.
(iif) The consent should be recorded before a Jaldidagistrate.

(iv) During the hearing before the Magistrate, ffle#son alleged to have agreed should

be duly represented by a lawyer.

(v) At the hearing, the person in question shousb de told in clear terms that the
statement that is made shall not be a “confessistaément to the Magistrate but will

have the status of a statement made to the police.

(vi) The Magistrate shall consider all factors tielg to the detention including the length
of detention and the nature of the interrogation.

(vii) The actual recording of the Lie Detector Testall be done by an independent

agency (such as a hospital) and conducted in #sepce of a lawyer. 250

(viii) A full medical and factual narration of threanner of the information received must

be taken on record.

Although the right against self-incrimination arkek tinherent fallaciousness of the technologies
were the main ground on which decision ultimatesgted, this case is valuable for the court’s
articulation of a right of ‘mental privacy’ groundl®n the fundamental right to life and personal
liberty. It remains to be seen whether this artiioh will find resonance in other determinations

in domains such as, say, communications.
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§13 Communications Surveillance and Data Retention
This section provides a brief overview of the psimns in various Indian laws that delimit the

powers of the State to intercept communications.

In general, all communications are presumed toriiled to privacy. Thus all laws in India
dealing with mediums of inter-personal communiaatio post, telegraph and telephony and

email — contain sections prohibiting the unlawfuttiception of communicatioli’

However, each of these laws also contain analogausided provisions permitting interception

by the State under specified conditions.

Section 26 of the India Post Office Act 1898 cosfpowers of interception of postal articles for
the “public good”. According to this section, tlpewer may be invoked “On the occurrence of
any public emergency, or in the interest of theliputafety or tranquility”. The section further

clarifies that “a certificate from the State or @ahGovernment” would be conclusive proof as

to the existence of a public emergency or intesépublic safety or tranquility.
Similarly, Section 5(2) of the Telegraph Act 18&8lerizes the interception of any message

a) on the occurrence of amublic emergencyor in the interest of theublic safetyand
b) if satisfied that it is necessary or expedientesdd in the interests of the sovereignty and
integrity of India, the security of the State, fritty relations with foreign States or public
order or for preventing incitement to the commiasab an offence,
Thus the events that trigger an action of inteioeptare the occurrence of any ‘public

emergency’ or in the interests of ‘public safety’.

Most recently, Section 69 of the Information Tedogy Act 2008 contains a more expanded
power of interception which may be exercised “whieey [the authorised officers] are satisfied
that it is necessary or expedient” to do so initierest of

a) sovereignty or integrity of India,

b) defense of India,

137 Thus, for instance, Sections 24 and 25 of thegFafgh Act 1885 penalize acts of persons that demited to
“learn the contents of messages” or “to interogpto acquaint himself with the contents of any sagg” or
“prevent or obstruct the transmission or delivefyaoy message. Similarly, the Post Office Act o88&ontains a
range of offences which penalise the detentioerialy, diversion of letters/post office articles.
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c) security of the State,

d) friendly relations with foreign States or

e) public order or

f) preventing incitement to the commission of any cogple offence relating to above or

g) for investigation of any offence,

From a bare reading of these sections, there appede a gradual loosening of standards from
the Post Office Act to the latest Information Tealugy Act. The Post Office Act requires the
existence of a ‘state of public emergency’ or a€ét to public safety and tranquillity’ as a
precursor to the exercise of the power of intelio@ptThis requirement is continued in the
Telegraph Act with the addition of a few more cdiadis, such as expediency in the interests of
sovereignty etc. Under the most recent IT Act,ridrgpiirement of a public emergency or a threat
to public safety is dispensed with entirely — héne, Government may intercept merely if it feels

it ‘necessary or expedient’ to do so.

In Hukam Chand Shyam Lal v. Union Of India and'8tshe Supreme Court was required to

interpret the meaning of ‘public emergency’. Hdre Court was required to consider whether
disconnection of a telephone could be ordered dueart ‘Economic Emergency’. The
Government of Delhi had ordered the disconnectibthe petitioner’'s telephones due to their
alleged involvement, through the use of telephomes(then forbidden) forward trading in
agricultural commodities. According to the govermtethis constituted an ‘economic
emergency’ due to the escalating prices of fooacliing this contention, the Supreme Court
held that:

a 'public emergency' within the contemplation ofstisection is one which raises
problems concerning the interest of the public tyafthe sovereignty and integrity of
India, the security of the State, friendly relasamith foreign States or public order or the

prevention of incitement to the commission of afeice.

Economic emergency is not one of those mattersessfyr mentioned in the statute. Mere

‘economic emergency'-as the High Court calls it-matynecessarily amount to a 'public

138 AIR 1976 SC 789, 1976 SCR (2)1060 , (1976) 2 328
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emergency' and justify action under this sectiolessit raises problems relating to the
matters indicated in the section

In addition the other qualifying term, "Public sgfewas interpreted in an early case by the

Supreme Court to mean “security of the public airtireedom from danger. In that sense,

anything which tends to prevent dangers to pul@alth may also be regarded as securing public

safety. The meaning of the expression must, howeeey according to the context®

Another, relatively more recent elaboration of thésrms occurs in the caseRWCL v. Union
of India"*°. Here the Court observed:

"Public emergency would mean the prevailing of dd&n condition or state of affairs

affecting the people at large calling for immediatéion. The expression "public safety”
means the state or condition of freedom from daogeisk for the people at large, When
either of these two conditions are not in existeribe Central Government or a State
Government or the authorised officer cannot resmrtelephone tapping even though
there is satisfaction that it is necessary or edgpgdso to do in the interests of it

sovereignty and integrity of India et other words, even if the Central Government is
satisfied that it is necessary or expedient sodardthe interest of the sovereignty and
integrity of India or the security of the Statefoendly relations with sovereign States or
in public order or for preventing incitement to themmission of an offence, it cannot
intercept the message, or resort to telephone tappinless a public emergency has
occurred or the interest of public safety or théstence of the interest of public safety
requires.Neither the occurrence of public emergency nornrberest of public safety are

secretive conditions or situationkither of the situations would be apparent to a

reasonable persoh(emphasis added)

Thus the phrases ‘public emergency’ and ‘publiesafdo provide some legal buffer before the

Government may impinge on our privacy in the cdgsost and telecommunications. In a sense,

they operate both as limits on our privacy as veslllimits on the government’s ability to

139 Romesh Thappar vs The State Of Madras AIR 19508, 1950 SCR 594
19 AIR 1997 SC 568
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impinge on our privacy — since the government masitnonstrate their existence to the

satisfaction of the court, failing which their axts would be illegal.

However, as mentioned, even these requirements baga dispensed with in the case of
electronic communications falling under the purviefathe Information Technology Act where
sweeping powers of interception have been providetnding from matters affecting the
sovereignty of the nation, to the more mundaneéstigation of any offence”. Paradoxically, it
would appear from the foregoing discussion, thatttio colonial legislations are more attentive
to the safeguarding of privacy than the more podépendence one. In the next sub-sections, we
take a closer look at the separate surveillanceraedception regimes under the Telegraph Act
(governing most telephony) and the Information Textbgy Act (governing most electronic

communications)

13.1 Wiretapping under the Telegraph Act
In February 2011, Reliance Communications, a laetgcom service provider disclosed to the

Supreme Court that over a hundred and fifty thodgatephones had been tapped by it between
2006 and 2010 — almost 30,000 a year. A majoritthee interceptions were conducted based
on orders issued from state police departments evlegal authority to issue them is suspect.
New rules framed under the Telegraph Act in 20@uired such orders to be issued only by a
high-ranking Secretary in the Department/MinistfyHome Affairs’** In this section we look

at the regime of interception under the Telegraphahd licenses issued under it.

First enacted in 1885, the Telegraph Act remaimgyoon the statute books as the umbrella
legislation governing most forms of electronic coumications in India including telephones,
faxes, the internet etc.. The Act contains sevpralisions which regulate and prohibit the
unauthorized interception or tampering with messaggnt over ‘telegrapH$®. The following

sections apply:

1) Section 5 empowers the Government to take possesditicensed telegraphs and to
order interception of messages in cases of ‘pudtergency’ or ‘in the interest of the

141 Telegraph (Amendment) Rules 2p@Wailable at: http://www.dot.gov.in/Acts/Engligtuif [Accessed June 28,
2011].
142 ‘Telegraph’ is defined widely in the Act to inde any apparatus used or capable of use for
transmission or reception of signs, signals, writing, images and sounds or intelligence of any nature” thus

covering most known mediums of communication.
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public safety’. Interception may only be carriedt @uirsuant to a written order by an
officer specifically empowered for this purpose thg State/Central Government. The
officer must be satisfied that “it is necessaryerpedient so to do in the interests of the
sovereignty and integrity of India, the securitytloé State, friendly relations with foreign

States or public order or for preventing incitemtenthe commission of an offencé®

2) Section 23 imposes a fine of Rs. 500 on anyone &tters a telegraph office without

proper authorization.

3) Section 24 makes it a criminal offence for a perspenter a telegraph office “with the
intent of unlawfully learning the contents of anyessage”. Such a person may be

punished with imprisonment for a term of up to arye

4) Section 25 further imposes a criminal penalty oyioae who damages or tampers with
any telegraph with the intent to prevent the traesion of messages or to acquaint
himself with the contents of any message or to cammschief. Punishment in this case
could extend to 3 years imprisonment or a fineathb

5) Section 26 makes it an offence for a Telegraphc@ffto alter, unlawfully disclose or
acquaint himself with the content of any messades 1 also punishable with up to 3
years imprisonment or a fine or both.

6) Section 30 criminalizes the fraudulent retentioowdiful detention of a message which
is intended for someone else. Punishment extends ytears imprisonment or fine or
both.

Although the statutory provisions themselves govéra actions of telecom operators in a

general way, more detailed guidelines regulatiray tbehavior are contained in the terms of the

143 In 1997, the Supreme Court of India held RUCL v. Union of Indiathat the interception of

communications under this section was unlawful sskearried out according to procedure establislgddvl. Since

no Rules had been prescribed by the Governmenifgipgcthe procedure to be followed, the Supremeau€o
framed guidelines to be followed before tapping tefephonic conversation. These guidelines have been
substantially incorporated into the Indian Teletw&ules in 2007. Rule 419A stipulates the auttesifrom whom
permission must be obtained for tapping, the mamehich such permission is to be granted ands#feguards to

be observed while tapping communication. The Rtifpkates that any order permitting tapping of commication
would lapse (unless renewed) in two months. In aseovould tapping be permissible beyond 180 days.Rule
further requires all records of tapping to be dBstd after a period of two months from the laps¢hefperiod of
interception.
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licensesissued to them which permit them to conduct bissifié Frequently these licenses
contain clauses requiring telecom operators togsaife the privacy of their consumers. A few

examples would suffice here:

13.1.1 National Long Distance License
1) Clause 21 of the National Long Distance Licéfiseomprehensively covers various

aspects of privacy including

a. Licensees to be responsible for the protectionrsfapy of communication, and

to ensure that unauthorised interception of mesdage not take place.

b. Licensees to take all necessary steps to safegargrivacy and confidentiality
of any information about a third party and theiusimess to whom they provide
service and from whom they have acquired such médion by virtue of those

service and shall use their best endeavours toesdtat :

i. No person acting on behalf of the Licensees or Libensees themselves
divulge or uses any such information except as beyecessary in the
course of providing such service to the Third Paahd

ii. No such person seeks such information other thaedsssary for

the purpose of providing service to the Third Party
c. The above safeguard however does not apply where

I. The information relates to a specific party and fherty has consented in
writing to such information being divulged or usead such information

is divulged or used in accordance with the termthaf consent; or

ii. The information is already open to the public astberwise

known.

d. The Licensees shall take necessary steps to etimirthe they and any person(s)

acting on their behalf observe confidentiality aStomer information..

144 Section 4 of the Telegraph Act forbids the essabhent of any telegraph service (including, as tinaed

earlier, all telephony, internet etc) without obtag a license from the Central Government.
145 |ssued to TSPs who offer long distance telepharipdia
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13.1.2 Unified Access Service License/ Cellular Mobile Telephone Service

License
Clause 39.2 of the Unified Access Service Licennd clause 42.2 of the Cellular Mobile

Telephone Servickcense enjoin the licensee to take all necesdapsgo safeguard the privacy
and confidentiality of any information about a thparty and its business to whom it provides
the service. The Licensee is required to use it$ éaedeavors to secure that no person acting on
behalf of the licensee or the licensee divulgesiss any such information except as may be

necessary in the course of providing such seradké third party.

13.1.3 Monitoring of internet users under the ISP licenses
The Internet Services License Agreement (which @izls ISPs to function in India) contains

provisions requiring telecom operators to safeguhed privacy of their consumers or to co-
operate with government agencies when required teod Some of the important clauses in this
agreement are:
a) Part VI of the License Agreement gives the Govemintiee right to inspect/monitor the
ISPs systems. The ISP is responsible for makingtfes available for such interception.
b) Clause 32 under Part VI contains provisions mandédtie confidentiality of information
held by ISPs. These provisions hold ISPs respandddl the protection of privacy of
communication, and to ensure that unauthorisedcepdion of message does not take
place. Towards this, ISPs are required:

a. to take all necessary steps to safeguard the prisad confidentiality of any
information about a third party and their businessvhom they provide service
and from whom they have acquired such informatigrvintue of those service
and shall use their best endeavours to secure that

b. to ensure that no person acting on behalf of thesI8ivulge or uses any such
information except as may be necessary in the eanfrproviding such service to
the Third Party; and

c. This safeguard however does not apply where

I. The information relates to a specific party and theaty has consented in
writing to such information being divulged or usead such information
is divulged or used in accordance with the termthaf consent; or

ii. The information is already open to the public atiterwise known.
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d)

9)

h)

d. To take necessary steps to ensure that any peysmtifsy on their behalf observe
confidentiality of customer information.

Clause 33.4 makes it the responsibility of the kBPtrace nuisance, obnoxious or
malicious calls, messages or communications trategpthrough its equipment.

Clause 34.8 requires ISPs to maintain a log afisérs connected and the service they are
using (mail, telnet, http etc.). The ISPs must dtsp every outward login or telnet
through their computers. These logs, as well agesapf all the packets originating from
the Customer Premises Equipment (CPE) of the ISRt bre available in REAL TIME to
Telecom Authority. The Clause forbids logins whtre identity of the logged-in user is
not known.

Clause 34.12 and 34.13 requires the ISP to maki&ablaa list of all subscribers to its
services on a password protected website for easa by Government authorities.
Clause 34.16 requires the ISP to activate serdnsafter verifying the bonafides of the
subscribers and collecting supporting documentafidrere is no regulation governing
how long this information is to be retained.

Clause 34.22 makes it mandatory for the Licenseenéfie available “details of the
subscribers using the service” to the Governmeitsoepresentatives “at any prescribed
instant”.

Clause 34.23 mandates that the ISP maintain “atingercial records with regard to the
communications exchanged on the network” for agaeaf “at least one year for scrutiny
by the Licensor for security reasons and may béraled thereafter unless directed
otherwise by the licensor”.

Clause 34.28 (viii) forbids the ISP from transfegithe following information to any
person/place outside India:

a. Any accounting information relating to subscribexxdept for international
roaming/billing) (Note: it does not restrict a sitatrily required disclosure of
financial nature) ; and

b. User information (except pertaining to foreign surbsers using Indian

Operator’s network while roaming).
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j) Clause 34.28(ix) and (x) require the ISP to prourdeeable identity of their subscribers
and on request by the Government must be ableowada the geographical location of
any subscriber at any given time.

k) Clause 34.28(xix) stipulates that “in order to ntaiim the privacy of voice and data,
monitoring shall only be upon authorisation by tbeion Home Secretary or Home
Secretaries of the States/Union Territofieglt is unclear whether this is to operate as an

overriding provision governing all other clausesadl)

From the list above, it is very clear that by tleenis of their licenses, ISPs are required to
maintain extensive logs of user activity for unsped periods. However, it is unclear, in
practice, to what extent these requirements arggldeilowed by ISPs. For instance, an article in
the Economic Times in December 26%faeports:
“The Intelligence Bureau wants internet servicevers, or ISPs, to keep a record of all
online activities of customers for a minimum of awonths
Currently, mobile phone companies and internet iserproviders do not keep online
logs that track the web usage pattern of their aongrs. They selectively monitor online
activities of only those customers as required migliigence and security agencies,

explained an executive with a telecom compga@ynphasis added)

The same news report quotes Rajesh Chharia, Pnésadethe Internet Service Providers'
Association of India,.as saying "At present, weyokéep a log of all our customers' Internet

Protocol address, which is the digital address@isitomer's internet connection.”

The news report goes on to disclose the ambitidaisspof the Intelligence Bureau to “put in
place a system that can uniquely identify any perssing the internet across the country”
through “a technology platform where users will @de mandatorily submit some form of an
online identification or password to access therimt every time they go online, irrespective of
the service provider.” Worryingly, the report goes to discuss the setting up by the

telecommunications department of “India's indigestpiuilt Centralised Monitoring System

146 Thomas Philip, J., 2010. Intelligence Bureau wasfs to log all customer detaiEconomic TimesAvailable
at:  http://articles.economictimes.indiatimes.comf2d.2-30/news/27621627_1_online-privacy-internetqcol-
isps [Accessed June 28, 2011].
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(CMS), which can track all communication traffic—reless and fixed line, satellite, internet, e-
mails and voice over internet protocol (VolP) calsnd gather intelligence inputs. The
centralised system, modeled on similar set-upeversl Western countries, aims to be a one-
stop solution as against the current practice ohing several decentralised monitoring agencies
under various ministries, where each one has ciriga processing systems, technology
platforms and clearance levels.” Although as of thriting, this CMS is not yet fully functional,
it's launch seems to be imminent and will inaugeinaith it, an era of constant and continuous

surveillance of all internet users.

13.2 Interception of Electronic Communications under the Information

Technology Act
There are two regimes of interception and monitpiimformation under separate sections the

Information Technology Act. Both would seem capatiewuthorising access of IP Addresses,

among other information to government agencies.

Section 69 deals with “Power to issue directionsiriterception or monitoring or decryption of
any information through any computer resource”adidition, the Government has been given a
more generalised monitoring power under Section &9Bmonitor and collect traffic data or
information generated, transmitted, received orrestoin any computer resource”. This
monitoring power may be used to aid a range ofpipses related to cyber securif§f’ “Traffic
data” has been defined in the section to mean tatg identifying or purporting to identify any
person, computer system or computer network orl@rstion to or from which communication

is or may be transmitted.”

Rules have been issued by the Central Governmemérupoth these sectioft® which are

similar, although with important distinctions. Heerules stipulate the manner in which the

147 The Monitoring Rules list 10 ‘cyber security’ camns for which Monitoring may be ordered: (a) fagting of
imminent cyber incidents; (b) monitoring networkphpation with traffic data or information on conteuresource;
(c) identification and determination of viruses/quter contaminant; (d) tracking cyber security bhes or cyber
security incidents; (e) tracking computer resoutmeaching cyber security or spreading virus/compute
contaminants; (f) identifying or tracking of anyrpen who has contravened, or is suspected of hadngavened
or being likely to contravene cyber security; (g)Jdartaking forensic of the concerned computer nesoas a part
of investigation or internal audit of informatioecurity practices in the computer resource;(h) ssiog a stored
information for enforcement of any provisions oé laws relating to cyber security for the time lgein force; (i)
any other matter relating to cyber security.

148 Respectively theNFORMATION TECHNOLOGY (PROCEDURE ANDSAFEGUARDS FOR INTERCEPTIONMONITORING
AND DECRYPTION OF INFORMATION) RULES, 2009, G.S.R. 780(E) (2009),
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powers conferred by the sections may be exerciSkhd. rules framed under Section 69 and
Section 69B contain important safeguards stipuatimer alia, to a) Who may issue directions
of interception and monitoring b) How are the dil@ts to be executed c) The duration they
remain in operation d) to whom data may be disclosg Confidentiality obligations of
intermediaries f) Periodic oversight of interceptidirections by a Review Committee under the
Telegraph Act g)maintenance of records of inteio@ptby intermediaries h) Mandatory

destruction of information in appropriate cases.

The important difference between the two sectiomsthat while Section 69 provides a
mechanism whereby specific computer resources eandnitored in order to learn the contents
of communications that pass through such resousestion 69B by contrast provides a
mechanism for obtaining ‘meta-data’ about all comioations transacted using a computer
resource over a period of time — their sourcestirg®ns, routes, duration, time etc without
actually learning the content of the messages wabl The latter type of monitoring is

specifically in order to combat threats to ‘cybecwrity’, while the former can be invoked for a

number of purposes such as the securing of puldierand criminal investigatiof.

However, this distinction is not very sharp — ateioeption order under Section 69 directed at a
computer resource located in an ISP can yieldit¢rafata in addition to the content of all

communications. Thus for instance, if a directioasvpassed ordering my ISP to intercept “all
communications sent or received by Prashant lyéndhe information obtained by such

interception would include a resume of all emaxshenged, websites visited, files downloaded
etc. In such a case, a separate order under S&&imvould be unnecessary. An important clue
about their relative importance may lie in the eliéint purposes for which each section may be
invoked coupled with the fact that while directiamsder Section 69 can be issued by officers
both at the central and state level, directionseurfslection 69B can only be issued by the

Secretary of the Department of Information Techgglounder the Union Ministry of

http://www.mit.gov.in/sites/upload_files/dit/filesdwnloads/itact2000/1trules301009.pdf (last visifeoh 30, 2011).
and NFORMATION TECHNOLOGY (PROCEDURE ANDSAFEGUARDS FORMONITORING AND COLLECTING TRAFFIC DATA
ORINFORMATION) RULES, 2009, G.S.R782(E) (2009), http://cca.gov.in/rw/resource/gsrp8f?download=true (last
visited Jun 30, 2011).

149 Section 69 lists the following grounds for whiakerception may be ordered : a) sovereignty oegrity of
India, b) defense of India, c) security of the Stal)friendly relations with foreign States or d)fci order or
f)preventing incitement to the commission of angmiaable offence relating to above or g) for inigegion of any
offence,

61



Communications and Information Technolody® This indicates that the collection of traffic
data by the government under Section 69B is inténddacilitate the securing of India’s ‘cyber
security’ from possibleexternalthreats — a Defence function — while the interaeptpowers

under Section 69 are to be exercised for more dicrmsrposes as aids to Police functions.

Although these sections provide powerful tools wivsillance in the hands of the state, these
powers may only be exercised by observing the radious procedures laid down. In the
absence of any systematic data on interceptionrgrdéis unclear to what extent these powers

are in fact being used in the manner laid down.

- how many requests are there per year for intéimef content? how many requests for
traffic data? is there any certainty that all commications surveillance operates under the rule

of law?

13.3 Data Retention Requirements
Section 67C of the IT Act requires ‘intermediaries’maintain and preserve certain information

under their control for durations. Both the catégorof information and the duration of their
retention are to be specified in rules to be redifby the Central Government. Failure by an
intermediary to retain such electronic recordsusighable with imprisonment up to three years
and a fine [Sec 67C(2)].

As of this writing, (except in relation to cyberfes, discussed later in this document) no rules
have been framed under this section which speb#ykinds of information and the duration for

which such information must be retained by interizees.

An ‘Intermediary’ has been defined very expansivehder section 2(w) of the Act to mean,
with respect to any electronic record, “any persdro on behalf of another person receives,
stores or transmits that record, or provides amyic® with respect to that record and includes
telecom service providers, network service prowdanternet service providers, webhosting

service providers, search engines, online paym#es, sonline-auction sites, online-market

150 Rule 2(d) of the Monitoring and Collecting of TiiafData Rules 2009
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places and cyber cafes”. It is evident, on a ptasding, that this definition includes virtually

any node through which ‘electronic recordSmay be transferred.

The pre-independence Destruction of Records Ad7 ¥Impowers the appropriate Government
— Central or State — to determine the schedulddstruction of records with respect to all public
authorities within their purview. It also empowedle High Court to determine the retention
schedule for all courts subordinate to it. Rulesrfed under the Act provide for destruction of
records by various functionaries including, fortamce, the bodies under the Companies Act
including the Registrar of Compant&s the Company Law Boattf and the Office of the Public
Trustee'™

Several government organisations have their owernial “destruction schedule”. For instance,
the Central Vigilance Commission has an elaborettedule of shredding according to which the

organisation shreds some of its data periodicelhjle retaining other data permanenty.

In addition several statutory instruments contamtadretention provisions appropriate to their
context — for instance, Rule 33 of the RegistratbrElectors Rules, 1960 requires all records
relating to the preparation of electoral rolls ®kept by the registration officer for a periodaof
year following the publication of the rolls. Theszords must be shredded upon the completion
of that period">°

151 walectronic record" under the Information Techmpld\ct means “data, record or data generated, imageund

stored, received or sent in an electronic form mronfilm or computer generated micro fiche”

152 DisposAL OF RECORDS (IN THE OFFICES OF THE REGISTRARS OF COMPANIES) RULES, 2003 (2003),
http://www.mca.gov.in/Ministry/actsbills/rules/DaRiotRoCR2003.pdf (last visited Oct 31, 2011).

153 THE OFFICES OF THE COMPANY LAW BOARD BENCHES (DESTRUCTION OF RECORDY RULES, 1980,
http://www.mca.gov.in/Ministry/actsbills/rules/ TO@LBBDORR1980.pdf (last visited Oct 31, 2011).

14 THE OFFICE OF THE PuBLIC TRUSTEE (DESTRUCTION OF RECORDY RULES 1984 (1984),
http://www.mca.gov.in/Ministry/actsbills/rules/ TO®TDoRR1984.pdf (last visited Oct 31, 2011).

155 RETENTION PERIODDESTRUCTION SCHEDULE OF RECORDED FILES(2006), http://cve.nic.in/retention.pdf (last
visited Oct 31, 2011).

1% Hand Book for Electoral Registration Officers Hlen Commission of India 2008, 57 (2008),
http://eci.nic.in/eci_main/ElectoralLaws/HandBodkRO_ HANDBOOK.pdf (last visited Oct 30, 2011);
REGISTRATION OF ELECTOR RULES, 1960, Rule 33 (1961),
http://lawmin.nic.in/legislative/election/volume¥%2Pegistration%200f%20electors%20rules,%201960.pdflast
visited Oct 30, 2011).
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Rule 6F of the Income Tax Rules require specifieafgssionalS’ to preserve their books of
accounts for a period of 6 years after the assessyrar-®

Rules framed under the Companies Act 1956 reqlirm@an Companies to preserve certain
records permanently, and permit other records tddstroyed according to a varying schedule,
depending on the type of document, from 8 to 15s/ed record of documents destroyed is also
to be maintained under these Rufs.

§14 Visual surveillance

“According to Frost & Sullivan, the video surveitiee market in India grew by 24.5% in
2010 and amassed revenues of $135 mn. IP sunasllaystems accounted for almost
28% of the overall value of the surveillance indyst Express Computéf

According to a number of market research reportsa,Aand within Asia, India is poised to be
one of the biggest markets for surveillance teabgwlin the world. The volatile security
environment in the country is one reason manyhaitei to this growth. As one research report
puts it bluntly, “Increasing terrorist activitiesné attacks have created strong demand for
advanced safety and security solutions. As a rethdtCCTV market in India is anticipated to
grow at a CAGR of more than 30% between 2010 ai@26!

In May 2008, Japan-based CBC Co Ltd — a major naufer of CCTVs announced plans to
set up a production facility in India through whittfey hoped to sell “50,000 units of CCTVs
every year to be set up across retail malls, retalte projects, industrial houses and government
aided infrastructure projects such as subways,wagh, heavy traffic zones such as railways

stations, airports (Mumbai airport) and huge conuiaébuildings”*® This gestures both to the

157 Specifically “Every person carrying on legal, mealj engineering or architectural profession orgtafession of
accountancy or technical consultancy or intericzodation or authorised representative or film #rfiRule 6F of
the Income Tax Act]

158 INcOME TAX RULES 1962 6F (1962), http://goo.gl/KSW2S (last visitedt @1, 2011).

159 CompANIES ~ (PRESERVATION AND DISPOSAL  OF RECORDY RULES, 1966 (1966),
http://www.mca.gov.in/Ministry/actsbills/rules/CPaRR1966.pdf (last visited Oct 31, 2011).

160 Heena Jhingan, Under surveillance Express Computer, 2011,
http://www.expresscomputeronline.com/20110630/sg&irategies01.shtml (last visited Oct 16, 2011).

161 SEcuRITY CONCERNS TO DRIVE CCTV  DEMAND IN INDIA  RNCos  (2010),
http://www.rncos.com/Press_Releases/Security-Case®r-Drive-CCTV-Demand-in-India.htm (last visite@ct
16, 2011).

162 Mona Mehta, Japan’s CBC may tap soaring CCTV markdiNANCIAL EXPRESS May 19, 2008,
http://www.financialexpress.com/news/japans-cbcHtagysoaring-cctv-market/311471/ (last visited Oft2011).
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aggressive growth of the market for CCTVs in Indiad also indicates the range of potential

customers for these products.

Aside from industry reports of these kinds, thiesvwgh of CCTV technology is verifiable
anecdotally, through media reports and throughahetidian experience of living in any of
India’s cities and towns. Both the government amidape businesses have enthusiastically
embraced CCTV technology and they have, in a whtishort time, attained near-ubiquity as
municipal corporations, police departments, aipobanks, schools, supermarkets and malls
increasingly scramble to install their own privatetworks of surveillance. A few vignettes of
CCTV usage in the country — both by the privateéaeand the public sector - would illustrate

how deeply entrenched the faith in CCTV systemshiega®me:

1. The Delhi International Airport reportedly has tHargest single installation of an IP
video system anywhere in Asia” with more than 3TBOSurveillance cameras piping
video feeds into the airport’'s Operation Controh@e. The OCC reportedly boasts the
biggest video wall in Asia. “The 32 x 16 foot whblds twenty-eight 70-inch screens that
display the information inputs from all the airpdepartments through live camera feeds.
Each screen can display up to 25 multiple cameea@®s, providing the AOCC with the
capacity to display 700 images at one timé*In October 2011, the village of Budania
in Rajasthan decided to install twenty CCTVs inirtlaelministrative offices and provide
live feeds over the internet in a bid to enahamaasparency®® More than any real
assistance to the airport police that such an gggiem of images may provide, or any
actual boost in transparency that the CCTV’s in &ud might achieve, these two
installations are a testament to India’s deep emarnaideo surveillance technology.

2. The police in a number of Indian cities have issdeéctions requiring public places
such as theatres, hotels, guest-houses, colleggsligry shops, cyber cafes, malls and

departmental stores to install CCTV cameras. Armonmalete inventory of such cities

183 |ndigoVision deploys huge IP video system at D&itport’s Terminal 3 GOVERNMENT SECURITY NEWS (2011),
http://www.gsnmagazine.com/node/22954 (last vistdet 16, 2011).

164 Shweta Rao,Rajasthan Village Uses IT to Fight CorruptiorCIO INDIA NEws (October 2011),
http://www.cio.in/news/rajasthan-village-uses-igHt-corruption-184592011 (last visited Oct 16, 2011
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includes Mumbdf® Surat®® Junagadh’, Jaiput®® Ludhiana® Hyderabatf®,
Bangaloré’’, New Delhi’?, Chandigarh® Gurgaoh’ Mohalt™, Mysoré’®,
Vadodard’’, Kolkata’® Patna’® etc. The Pune Municipal Corporation even decided t
amend its building development laws to require fghinog malls, markets, religious
structures, hotels, important tourist attractioesclusive business buildings, historical

buildings and the offices of government and semviegoment organisations to install

165 Bhupen Patel, CCTVs must for every cyber cafeMumbai Mirror, August 27, 2008,
http://m.mumbaimirror.com/index.aspx?Page=articie&same=News%20-
%20Cover%20Story&sectid=15&contentid=2008082720@3WR3955949f41f1f9d (last visited Oct 16, 2011).
186 sSurat police directs public places in Surat to afist CCTV, DNA India, October 11, 2011,
http://www.dnaindia.com/india/report_surat-policeedts-public-places-in-surat-to-install-cctv_15335 (last
visited Oct 16, 2011).

%7 Now, hotels in Junagadh to install CCTVs compulgoriTimes Of India, July 22, 2011,
http://articles.timesofindia.indiatimes.com/2011-22rajkot/29804210_1 guest-houses-cctv-camerasishot (last
visited Jul 26, 2011).

%8 police want CCTVs in city hotels Times Of India, July 22, 2011,
http://articles.timesofindia.indiatimes.com/2011-2jaipur/29802918 1 hotels-cctvs-reception-ariblio  (last
visited Jul 26, 2011).

189 Sharat VermaJo keep a close watch, cops urge institutions $talhCCTV cameradndian Express, January 7,
2009, http://www.expressindia.com/latest-news/tegka-close-watch-cops-urge-institutions-to-instativ-
cameras/407461/ (last visited Oct 16, 2011).

170 Monika Tripathy,City pubs to keep guests under CCTV surveillafies TIMES OF INDIA, August 31, 2011,
http:/timesofindia.indiatimes.com/city/hyderabaitycpubs-to-keep-guests-under-CCTV-
surveillance/articleshow/9802801.cms (last visibed 17, 2011).

1 A drive to ensure CCTV cameras in Bangalore bugdin DNA India, March 17, 2011,
http://www.dnaindia.com/bangalore/report_a-drivesttsure-cctv-cameras-in-bangalore-buildings_152091@ast
visited Oct 16, 2011).

172 police ask PCOs, guesthouses to eavesdrop ahead I-@fay, News24online (2008),
http://www.news24online.com/ViewDetails.aspx?News1@95 (last visited Oct 16, 2011).

173 Chandigarh banks asked to install police alarmainik Bhaskar, January 15, 2011,
http://daily.bhaskar.com/article/CHD-chandigarh-kesasked-to-install-police-alarms-1752228.html  t(lagisited
Oct 16, 2011).

17 police asks Gurgaon bankers to instal CCTV withi8 days Onelndia (2008),
http://news.oneindia.in/2008/11/20/police-asks-gorgbankers-to-install-cctv-within-3-days-122719B6&@mI
(last visited Oct 16, 2011).

1> Banks, showrooms asked to install CCTV camera$HE HINDU:, May 19, 2009,
http://www.hindu.com/2009/05/19/stories/20090519828)0.htm (last visited Oct 16, 2011).

17 Hotel Owners Told to Install Closed Circuit Camera3He HINDU, September 2, 2007, at 03,
http://www.hindu.com/2007/09/02/stories/2007090282300.htm (last visited Oct 16, 2011).

7 Notice to malls, multiplexes for not instaling O@J TiMES OF INDIA, October 13, 2011,
http://articles.timesofindia.indiatimes.com/2011-11®vadodara/30275056_1 cctvs-notices-malls (lasited Oct
16, 2011).

Telegraph, September 21, 2011, http://www.telegratia.com/1110921/jsp/calcutta/story 14532267 .j$@st(
visited Oct 3, 2011).

19 gSmita Kumar, Schools cold to lens plan THE TELEGRAPH August 22, 2011,
http://www.telegraphindia.com/1110822/jsp/bihangtd 4407130.jsp (last visited Oct 16, 2011).
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CCTV cameras®®

So a vast apparatus of private surveillance alrexilsts in readiness for the police and

other investigative apparatus to tap into. The aft€hennai for instance, reportedly has

about 8000 CCTV cameras installed by shops, mhtispitals and other commercial
establishment$®* Likewise, the Haryana Government is reportedlypiag to interlink
some 1000 of its own cameras with nearly “20,000eras already installed at malls,

BPOs, headquarters of multinational companies aatets.

3. Private institutions and associations have, eveserb any pressure from police
departments, begun installing CCTV surveillancemogks of their own. In January
2011, residents of a colony in Gurgaon resolveddtall “300 hi-tech CCTV cameras in
the colony” According to the scheme, the footagetid be stored in hi-tech gadgets for
ten days and would be accessible through the leit&f?¥ Diamond Merchants in Surat
announced that they would set up a network of 51f@0eillance cameras ‘linked to the
internet’ in three prominent market aré&s.The Bangalore Jewellers Association
decided to impose a fine on all its members whordithave CCTV cameras on their
premises?® In response to a survey, women commuters on Musbaburban railway
network requested the installation of CCTV caménaile railway coache$® A number

of schools and colleg&¥ across the country have installed surveillanceerarsystems

180 Radheshyam Jadha@CTV cameras in public places will need govt's gead TIMES OF INDIA, February 11,
2011, http://articles.timesofindia.indiatimes.cof12-02-11/pune/28542753_1 cctv-cameras-fire-statibaft-
budget (last visited Oct 16, 2011).

181 A Selvaraj, 5,000 more CCTV cameras in city - Times Of IndiavEs OF INDIA, July 15, 2011,
http://articles.timesofindia.indiatimes.com/2011-16/chennai/29777281_1_cctv-cameras-gold-chain-rrirts
(last visited Oct 16, 2011).

182 New security system for Gurgaon, Faridab@ee HinDU, November 1, 2011, http://www.thehindu.com/todays-
paper/tp-national/tp-newdelhi/article2587270.east(Visited Nov 1, 2011).

183 yogesh Kumar, 300 CCTVs to keep eye on this colonyives OF INDIA, June 4, 2011,
http://articles.timesofindia.indiatimes.com/2011-@§ gurgaon/29620624_1_cctv-cameras-cctv-instaliatiolony
(last visited Oct 17, 2011).

184 D.P. BhattacharyaGujarat: 5,000 CCTV cameras for Surat diamond memkenDiA TODAY, 2011,
http://indiatoday.intoday.in/story/gujarat-5000ixcctameras-for-surat-diamond-markets/1/146 317 .htiadt (visited
Oct 16, 2011).

18 Install CCTV, else pay fipe TIMES OF INDIA, September 26, 2011,
http://articles.timesofindia.indiatimes.com/2011-2®bangalore/30203663_1_cctv-cameras-theft-casesHery-
store (last visited Oct 17, 2011).

18 Nitasha Natu, Women on WR want CCTV cams in traifBMES OF INDIA, October 12, 2011,
http://articles.timesofindia.indiatimes.com/2011-112mumbai/30270213_1_ladies-compartments-women-
commuters-nerul (last visited Oct 17, 2011).

187 Nimisha Srivastava, CCT¥ IN MUMBAI'S COLLEGE CAMPUSES IBNLIVE  (2008),
http://ibnlive.in.com/news/cameras-in-colleges-yaant-bunk-classes/59488-3.html (last visited Oct 20611);
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of their own volition for a variety of disciplinargnd security reasons. In a tragic
incident, a girl committed suicide after she wagrirmanded by her college chairman
who caught her on CCTV “sitting beside a boy andttig with him”!%® This move
towards surveillance of academic spaces has nat badout demur. In May 2010,
association of teachers at the Aligarh Muslim Ursity demanded removal of the 70-
odd CCTV cameras installed at the campus, on gondunacceptable encroachment
into their privacy'® Months later, a student of the institution was psmsied for
spearheading student protests against the MOvie September 2010, students of
Jadavpur University in Kolkata resisted a move mstall CCTV cameras on the
university premise$>*
4. The police in a number of cities have announcedit@oab (and expensive) plans of
installing city wide networks of surveillance cam&under their own control:
o In April 2011, the Delhi Police announced plansaafjment its existing CCTV
surveillance network by adding a further 1045 cawdp the existing stock of
206 cameras (of which 98 were not functiorfaf).
o In June 2011, the city police of Surat announcediistallation of 70 CCTVs to

Shastry V. Mallady, CCTV cameras to be installed at universitfHe HiNDU, July 29, 2009,
http://www.hindu.com/2009/07/29/stories/200907298D10.htm (last visited Oct 16, 2011); Maroosha ffar,
CCTV cameras to keep watch on city schoelsiaN ExPRESS July 13, 2010, http://www.expressindia.com/latest
news/cctv-cameras-to-keep-watch-on-city-school€835 (last visited Oct 16, 2011); CCTV surveillante
monitor KV-I students, IMES OF INDIA, July 16, 2011, http://articles.timesofindia.irti@es.com/2011-07-
16/bhubaneswar/29783986_1 cctv-cameras-schooldeakhlis (last visited Oct 16, 2011); Kumswpranote 154;
Delhi University plans to introduce CCTV surveil@nfrom new academic yeandiA ToDAY, May 31, 2011,
http://indiatoday.intoday.in/story/delhi-universipyans-to-introduce-cctv-surveillance/1/139887.htrilast visited
Oct 16, 2011).

188 Rebuked for talking to boy, girl kills self TMEsS OF INDIA, May 29, 2010,
http://articles.timesofindia.indiatimes.com/2010-2% chennai/28312970_1 hostel-room-college-chairowlege-
property (last visited Oct 16, 2011).

189 Aligarh Muslim University teachers demand removalGCTV cameras TIMES OF INDIA, May 7, 2010,
http://articles.timesofindia.indiatimes.com/2010-@Findia/28313768_1 cameras-judicial-enquiry-amuta (last
visited Oct 17, 2011).

190 student who opposed CCTV at AMU banned for, lifBMES OF INDIA, July 20, 2010,
http://articles.timesofindia.indiatimes.com/2010-2Xlucknow/28309277_1 campus-ban-cctvs-amu (laistited
Oct 17, 2011).

191 10 JU, students protest against installation of G&Ton campusINDIAN EXPRESS September 10, 2010,
http://www.indianexpress.com/news/in-ju-studentstgst-against-installation/679888/ (last visited O¢, 2011).
192" vjjjaita Singh, City's CCTV cameras on the blink, surveillance, HitplaAN ExPResS April 11, 2011,
http://www.expressindia.com/latest-news/citys-ccavneras-on-the-blink-surveillance-hit/774381/ (leisited Oct
16, 2011).
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monitor roads>®
o In July 2011, in the wake of terrorist attacks imirbai, several cities decided to
install or upgrade their CCTV surveillance network§he Maharashtra
Government announced that it had plans of instplimer 5000 cameras — over
the 400 existing oné¥ - across the city of Mumbai to meet its security
requirements. This figure is inclusive of privagegrity cameras which the police
would have access 8 The Chennai police, likewise, announced that they
planned to install an additional 5000 CCTV camedrashe city!®® The same
month, the city police of Ahmedabad announced thavas setting up 300
advanced IP surveillance cameras in popular spwtss the city’ and the city
of Allahabad announced video surveillance in 49afimns'® The city of
Hyderabad which already had about 225 cameradletstacross the city, made a
requisition for an additional 600 cameras in thé&evaf the blasts®
5. Many popular tourist spots in the country are cedepy extensive CCTV surveillance,
for instance, the Taj MaHif, Mecca Masjid at Hyderab®d Eliots’ Beach in

Chenn&®® Nellaiyappar-Gandhimathi Ambal Temple in Tirundi®® Rameswaram

19370 CCTV cameras to monitor Surat roaBNA INDIA, June 15, 2011, http://www.dnaindia.com/india/mepe0-
cctv-cameras-to-monitor-surat-roads_1555318 (lstied Oct 16, 2011).

1942000 CCTV cameras in city by yearendIndian Express, August 14, 2011,
http://www.indianexpress.com/news/2000-cctv-camamasty-by-yearend/831684/ (last visited Oct 1612).

19 surendra GangarMaharashtra mulls over London CCTV model for segutpgrade DNA INDIA, July 19,
2011, http://www.dnaindia.com/mumbai/report_mahlatrasmulls-over-london-cctv-model-for-security-
upgrade_1567458 (last visited Jul 26, 2011).

1% Selvarajsupranote .

19 Now, you will be watched 24X7Times Of India, July 21, 2011, http:/articleswisofindia.indiatimes.com/2011-
07-21/ahmedabad/29799245_1_cctv-cameras-electsomeillance-city-police (last visited Jul 26, 2011

198 Kapil Dixit, City’s 49 locations come under police lenHE TIMES OF INDIA, July 25, 2011,
http://timesofindia.indiatimes.com/articleshow/9868Z.cms (last visited Jul 26, 2011).

199 City police seek 600 more CCTV camerasTimes Of India, July 19, 2011,
http://articles.timesofindia.indiatimes.com/2011-D& hyderabad/29790471 1 cctv-cameras-cyberabackepol
mumbai-blasts (last visited Oct 16, 2011).

200 \watchtowers, CCTV to keep an eye on the Taj MahMONEYCONTROLCOM (2009),
http://www.moneycontrol.com/news/economy/watchtaseetv-to-keep-eye-taj-mahal_425015.html (last &dbit
Oct 16, 2011).

21 New CCTV cameras to keep an eye on Mecca Masjiles oOF INDIA, July 21, 2011,
http://articles.timesofindia.indiatimes.com/2011-27hyderabad/29798975_1 cctv-cameras-mecca-maeyid-
cctv (last visited Oct 17, 2011).

22 Eliots Beach comes under electronic eye The  Hindu, July 3, 2010,
http://thehindu.com/news/cities/Chennai/article4®3.&ce (last visited Nov 30, 2010).

203 gurveillance Cameras Installed The Hindu, May 20, 2008, at 03,
http://www.hindu.com/2008/05/20/stories/20080520&FE80.htm (last visited Nov 30, 2010).
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Templé®™ etc

6. Apart from providing security against terroristsSC Vs have been deployed for some
years in various cities by traffic police as a no@taid to identifying and apprehending
those who violate traffic rulé8® In many of these cases, the technology includes or

proposed to include automatic recognition of nunpares?®®

From the foregoing account it is clear that videovsillance has become a routine urban

phenomena. But what has the impact of CCTVs beémdia?

294 Modern CC cameras installed in Rameswaram TeniBle LIvE (2011), http://ibnlive.in.com/news/modern-cc-
cameras-installed-in-rameswaram-temple/177869-@htihl (last visited Oct 16, 2011).

205 125 CCTV cams to be installed at traffic junctioins October TIMES OF INDIA, September 18, 2011,
http://articles.timesofindia.indiatimes.com/2011-D8'mumbai/30171811_1_junctions-cctv-cams-cameras last (
visited Oct 17, 2011);Traffic police to install CCTV camerasTiIMES OF INDIA, August 7, 2009,
http://articles.timesofindia.indiatimes.com/2009-@B8 chandigarh/28180695_1 cctv-cameras-trafficgestraffic-
congestion (last visited Oct 16, 2011); SUBHASHIBI®HANTY, CCTV to check capital crim@HE TELEGRAPH,
August 23, 2011, http://www.telegraphindia.com/1828jsp/orissa/story _14410685.jsp (last visited O6t2011);
70 CCTV cameras to monitor Surat roagdspranote__ ;12 traffic junctions to have localised CCTV network
TIMES OF INDIA, August 28, 2010, http://articles.timesofindiaiatines.com/2010-08-
28/chennail28298476_1_cctv-cameras-anna-statietvadlations (last visited Oct 16, 2011); Ritesshah &
Roxy GagdekarCrossed red light? Traffic “eye” to make you pagdiin AhmedabadNA INDIA, July 23, 2011,
http://www.dnaindia.com/india/report_crossed-reghtitraffic-eye-to-make-you-pay-fine-in-ahmedabae68582
(last visited Oct 16, 2011); R Rajaraidetails of over one crore vehicles in VTS databdse HINDU, May 3,
2010, http://www.thehindu.com/news/cities/Tiruclpiadii/article420021.ece (last visited Nov 30, 201X
Ramanujam, More CCTV cameras to curb road accidentONA INDIA, December 26, 2009,
http://www.dnaindia.com/bangalore/report_more-azdvaeras-to-curb-road-accidents_1327643 (last dishet 16,
2011); New system to manage traffic flow in city, MES OF INDIA, June 7, 2011,
http://articles.timesofindia.indiatimes.com/2011-@WEchennai/29628703_1 traffic-flow-traffic-politexffic-
violators (last visited Oct 16, 2011).

206 Ajai  Sreevatsan, Chennai New system to check violatignsTHE HINDU, July 7, 2011,
http://www.thehindu.com/news/cities/Chennai/ar2@63258.ece (last visited Jul 8, 201E}Jjiots Beach comes
under electronic eyesupranote___; Raju Parulekdn a city of millions, CCTV has no road offenceshtow DNA
INDIA, January 23, 2007, http://www.dnaindia.com/mumbgirt_in-a-city-of-millions-cctv-has-no-road-offezs-
to-show_1076045 (last visited Oct 16, 201R¥nchkula to install 90 CCTY$NDIAN EXPRESS October 4, 2011,
http://www.indianexpress.com/news/panchkula-toat€0-cctvs/855372/ (last visited Oct 17, 201THjrd eye to
help policemen, DNA INDIA, August 17, 2007, http://www.dnaindia.com/mumbegpbrt_third-eye-to-help-
policemen_1116009 (last visited Oct 17, 2011).

207 CCTV Being WatchedSARAI, http://www.sarai.net/research/informatisoeiety/logs/cctv-being-watched (last
visited Nov 1, 2011).
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As an aid to police investigation and to curb iraffiolations, CCTV technology has proven
invaluable in hundreds of cases across the cou¥indicatory accounts of the use of CCTV
technology to apprehend criminals are reported usndistically by newspapers and news

channels almost on a daily basis. From solving dwencrimes like raé® and murdel®, to

208 BPO executive held for raping woman in camMiNDUSTAN TIMES, December 31, 2009,
http://www.hindustantimes.com/BP O-executive-helthfaping-woman-in-car/Article1-492575.aspx  (last sitad
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relatively less serious crimes such as thefts @ytfie most numerous of these accodtts)
traffic rule violationd** and instances of everyday shoplififfy CCTV footage have become a
vital input into the forensic apparatus of law enéament authorities in India. Even where CCTV
footage is unavailable at the actual scene of tiraeg the police have sought and analysed

CCTV footage from the vicinity in a bid to piecegather clues.

Oct 17, 2011); Divyesh Singl,CTVs reduce crime in locality infamous for rapBsINIK BHASKAR, December 14,
2010, http://daily.bhaskar.com/article/cctvs-redadene-in-locality-infamous-for-rapes-1650493.htiiést visited
Oct 17, 2011).

209 pyne police have CCTV footage of murder case stuspBiNA INDIA, October 16, 2011,
http://www.dnaindia.com/mumbai/report_pune-poliG-cctv-footage-of-murder-case-suspect_1599519 st (la
visited Oct 17, 2011)Khushi kidnap, murder accused caught on CCD¥INIK BHASKAR, December 1, 2011,
http://daily.bhaskar.com/article/ CHD-khushi-kidnaqpwder-case-murdered-caught-on-cctv-1748337.html  ast (I
visited Oct 17, 2011); Sunil Thapliguspect in toll plaza murder caught on CCHWDUSTAN TIMES, September
26, 2011, http://www.hindustantimes.com/Suspedblhplaza-murder-caught-on-CCTV/Article1-75019%as
(last visited Oct 17, 2011); Gopu Moha@CTV shows people watching as youth is beaten &hdé&DIAN
ExPRESS July 14, 2011, http://www.indianexpress.com/neais’-shows-people-watching-as-youth-is-
beate/817239/ (last visited Oct 17, 2011); Mihinksale,Mall CCTV helps cops nab three for techie’s murder
TIMES OFINDIA, February 8, 2010, http://articles.timesofindidiatimes.com/2010-02-08/pune/28142652_1_debit-
card-katraj-ghat-body (last visited Oct 17, 201M}tasha Natu,Train killer's images caught on CCTV cameras
TIMES OF INDIA, May 3, 2011, http://articles.timesofindia.indimgs.com/2011-05-03/mumbai/29498809_ 1 cctv-
cameras-compartment-footage (last visited Oct QZ12

219 caught on CCTV! Foolish security guard stealingnirdNavi Mumbai flat DNA INDIA, October 4, 2011,
http://www.dnaindia.com/mumbai/slideshow_caughtestw-foolish-security-guard-stealing-from-navi-muaib
flat_1594884+#top (last visited Oct 17, 201Tgmple theft: CCTV provides vital cll§SvES OFINDIA, January 19,
2010, http://articles.timesofindia.indiatimes.cof¥@-01-19/lucknow/28143367_1_vital-clues-forensiperts-
burglary (last visited Oct 17, 2011); Parth Sha&€TV cameras help crack jewellery theft cad@®ES OFINDIA,
February 16, 2011, http://articles.timesofindiaiatitnes.com/2011-02-16/ahmedabad/28551075_1 cchexss-
images-cases (last visited Oct 17, 20Hawk-eyed view: CCTVs IGI help solve thefisies OF INDIA, July 5,
2011, http://articles.timesofindia.indiatimes.co0¥2-07-05/delhi/29738669 1 cctv-footage-cisf-pemsbairport-
management (last visited Jul 8, 201Man installs CCTV, catches thjeTIMES OF INDIA, April 5, 2010,
http://articles.timesofindia.indiatimes.com/2010@&/delhi/28119939 1_cctv-footage-theft-accent{tast visited
Oct 17, 2011); MNC employee, wife held for jewellery theftNDIAN EXPRESS August 1, 2011,
http://www.indianexpress.com/news/mnc-employee-idéd-for-jewellery-theft/825290/ (last visited Oct7,
2011).

211 CCTV effect: 578 cases booked in 10 daydIMES OF INDIA, May 26, 2011,
http://articles.timesofindia.indiatimes.com/2011-B&'mysore/29585357_1_traffic-violations-cctvs-nes (last
visited Oct 17, 2011);3rdEye nabs 1,000 traffic violatorsHINDUSTAN TIMES, September 14, 2011,
http://www.hindustantimes.com/3rdEye-nabs-1-00®itraviolators/Article1-745407.aspx (last visited cO 17,
2011);UT lists 93 zebra crossing violatorsDIAN EXPRESS May 6, 2011, http://www.indianexpress.com/news/ut
lists-93-zebra-crossing-violators/786568/ (lasitgis Oct 17, 2011); Johnlee Abrahaimaffic cops fine more with
CCTVs in place INDIAN ExPRESS October 21, 2010, http://expressbuzz.com/citesgalore/traffic-cops-fine-
more-with-cctv-cameras-in-plac/216835.html (lasitéid Jan 23, 2011).

42 18-year-old girl, aunt held in Bandra for shoplift, TIMES OF INDIA, October 12, 2010,
http://articles.timesofindia.indiatimes.com/2010-l®'mumbai/28215540_1 shoplifting-cctv-footage-lbrand (last
visited Oct 17, 2011);Doctor arrested at airport for shoplifting TMES OF INDIA, August 5, 2011,
http://articles.timesofindia.indiatimes.com/2011-@&kolkata/29854434 1 _cisf-jawan-kolkata-airpootyeestic-
terminal (last visited Oct 17, 2011$hop-lifter caught red-handed on CCTWIMES OF INDIA, January 20, 2011,
http://articles.timesofindia.indiatimes.com/2011-20/delhi/28354078_1 police-stations-dvd-playerfobtage
(last visited Oct 17, 2011); Soumittra Bo&ang of housewives held for shopliftifigMES OFINDIA, April 6, 2009,
http://articles.timesofindia.indiatimes.com/2009-@&/nagpur/28056184 1 shop-owners-jewellery-shops-
shoplifting (last visited Oct 17, 2011).
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However, equally numerous accounts appear frequenthe press about thepotenceof video
surveillance. In a revealing disclosure, the Délblice in October 2010 revealed that they had

solved only one case in the previous three yearsstg CCTV footagé*®

Frequently, cameras are found to be dysfunctiomainissing within a short period of their
installation. Examples of this aboufid.Thus, for instance,

1. Barely months after they were installed with muelnfare, 13 of the 23 surveillance
cameras installed at the Mecca Masjid in Hyderalvaste reported not to be
functional®*®

2. In 2008, in an embarrassing incident, 16 survetkanameras were stolen from the Taj
Mahal?*® After they had been replaced, in December 20Mai reported that all of the
CCTVs in the Taj Mahal had stopped working due teiais attack” on their computer
systems. The district administration and the polipartment were apparently in
disagreement as to who bore the burden of theinteaance.

3. In March 2011, it was reported that out of the dac€CTV cameras installed in the city
of Pune under its Rs. 17 crore “intelligent traffigstem” launched the previous year for
effective traffic management, only half were stilhctional. The remaining were being
used, not for traffic management, but “primarily foonitoring garbage vehicles, garbage

depot, octroi posts and water worke”.

213 Devesh PandeyCCTV cameras not serving much purpose for DelhicBoITHE HINDU, October 18, 2010,
http://www.hindu.com/2010/10/18/stories/201010188T®0.htm (last visited Oct 17, 2011).

2% Dud cameras in security sieve - Museum employe#edy no headway in Buddha head theft cases T
TELEGRAPH December 31, 2004, http://www.telegraphindia.cdi231/asp/calcutta/story_4193806.asp (last
visited Oct 17, 2011); Rajinder Nagarkofiricity CCTV projects in limboTIMES OF INDIA, April 26, 2011,
http://articles.timesofindia.indiatimes.com/2011-28/chandigarh/29474230_1_cctv-cameras-cctv-foetage
zirakpur-barrier (last visited Oct 17, 2011).(*Arml 180 CCTV cameras worth more than Rs 35 lakh Heen
installed across the city but most of those atenstt functioning”

25 13 CCTVs in Mecca Masjid do not werk TMES OF INDIA, August 8, 2011,
http://articles.timesofindia.indiatimes.com/2011-@®hyderabad/29863808_1 cctv-cameras-mecca-nagjad-
mosque (last visited Oct 17, 2011).

28 Theft at Taj Mahal, close circut TV cameras go ging ONEINDIA  (2008),
http://news.oneindia.in/2008/05/16/theft-taj-mablalse-circuit-tv-cameras-missing-1210943160.htndst(l visited
Oct 17, 2011).

27 Arun Jayan,“Intelligent” traffic system monitors garbage truskin Pune DNA INDIA, March 23, 2011,
http://www.dnaindia.com/mumbai/report_intelligen&ffic-system-monitors-garbage-trucks-in-pune_ 15533 last
visited Oct 16, 2011).
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4. In April 2011, the Minister for Home Affairs adnet in Parliament that of the 206
CCTV cameras installed at a costRé 75 crorein New Delhi, “98 were not were in a

working state’'®

Even where the cameras are functional, in seveaaés; the video quality is too poor or
indistinct to be of any assistance to law enforaenagithorities™® In September 2009, ahead of
the Commonwealth Games, the Delhi Police complaitmed “a majority of the 3,000 plus

cameras installed at various stadia and venues@muected to Delhi Police central command,
communication integrated control room .. to keephawk-eyed vigil seem to be "out of

fOCUS".’ZZO

In other cases, those in charge of CCTV cameras baen negligent either by not switching

them orf®!, or maintaining backups for reasonable periodanémy cases, cameras have been

28 gingh,supranote .

29 No headway in acid attack case TIMES OF INDIA, September 3, 2011,
http://articles.timesofindia.indiatimes.com/2011-@®& chandigarh/30109903_1 acid-attack-cctv-footageel (last
visited Oct 17, 2011) (“According to the police, ©Cfootage from the petrol pump where the incideak place
has been proved inconclusive as the footage wapamfr quality.”; Shankar Abidi) Dey murder: CCTV footage
takes police nowhereDNA INDIA, June 15, 2011, http://www.dnaindia.com/mumbadgreg-dey-murder-cctv-
footage-takes-police-nowhere_1555108 (last vised 17, 2011) (“The failure of CCTV cameras to gotear
images of the killing of investigative journali$tDey has once again raised concerns about the quadity of
‘hawk eyes’ installed in the city."); Joel Joseplmor quality of CCTV led to suspects escapifiglES OF INDIA,
September 25, 2011, http://articles.timesofindiidatimes.com/2011-09-25/delhi/30200543_1_cameraplara-
number-plate (last visited Oct 17, 2011) (“We axaneining the pictures from the cameras, but thdityuaf the
images is poor because of the bad quality of casnieistalled. Ideally the cameras should be ableafure the
front and rear images of the vehicle along with thiver's face,"); Dayanand Kamatharel wine shop CCTV
record blurred, say policeDNA INDIA, July 15, 2010, http://www.dnaindia.com/mumbaiémpparel-wine-shop-
cctv-record-blurred-say-police_1409909 (last visit@ct 17, 2011).

220 Rahul Tripathi, CCTV cameras at venues out of fqcUBMES OF INDIA, September 29, 2010,
http://articles.timesofindia.indiatimes.com/2010-2® delhi/28242854 1 cctv-cameras-ecil-venues (asted Oct
17, 2011).

2! Burglary in jewellery shop, Rs 21L worth propertyolsn TIMES OF INDIA, October 19, 2010,
http://articles.timesofindia.indiatimes.com/2010-119'hyderabad/28265156_1 cctv-cameras-jewellerp-sho
jewellery-store (last visited Oct 17, 2011); Arue\RDAII that glitters is low securityTIMES OF INDIA, July 9, 2011,
http://articles.timesofindia.indiatimes.com/2011-@% bangalore/29755105_1_cctv-cameras-securityesyst
jewellery-shop-owners (last visited Jul 12, 201(During a robbery in Bangalore in June 2011, “tvgsalants
came to a jewellery store and attacked its ownakd&h Chaudhary and his assistant Surendhar,eshévith Rs 10
lakh worth of gold. On that Monday, Prakash hagiétten to switch on the CCTV camera.”)

74



installed by the police “without recording facili§?* or without networking them to a central

office 2?3

Despite the proliferation of CCTVs, as evident frthma foregoing account, there are no laws that
govern their deployment or use in India — eithetthyy government or in the private sector. The
closest applicable law concerns electronic voyeur@d is contained in Section 66E of the IT
Act which penalizes the “capturing, publishing amansmission” of images of the “private
area”* of any person without their consent, “under cirstances violating the privacy” of that
person. This last phrase has been explained asimgeaircumstances in which a person can
have a reasonable expectation that (i) he or shadcdisrobe in privacy, without being
concerned that an image of his private area wasgbeaptured or (ii) any part of his or her
private area would not be visible to the publicareliess of whether that person is in a public or
private place”??® This offence is punishable with imprisonment oftopthree years or with a

fine of up to Rs. Two lakh rupees or both.

Although India currently does not have the roughl§5 million CCTVs that Britain reportedly
hag?® we are making rapid, and unthinking strides td&enap the shortfall. Certainly the CCTV
industry is gearing up to provision the governmshguld it choose to embark on this course, for
a program of total surveillance. Nor is there arttean demand for this surveillance — as
indicated above, there is general consensus anfengublic of both the desirability and utility
of CCTV cameras in preventing crime and particylanl forestalling terrorism. Over the past
few years, each successive terrorist attack intilaa fuelled a new round of frenzied CCTV
purchase by the government under the censorious gfathe media. In their portrayal of the
absence of CCTV cameras as a lack of serious comanitto security, and by providing

mesmerising accounts of the state’s plans to instaldreds and thousands of such cameras, the

222 gynchika PandeyNo recording facility in CCTV, cops tell RTI apglit, DNA INDIA, Monday, Jan 31,
http://www.dnaindia.com/mumbai/report_no-recordfagiity-in-cctv-cops-tell-rti-applicant_1501101 a8t visited
Oct 17, 2011)Dud cameras in security sieve - Museum employdbsdgmo headway in Buddha head theft gase
supranote_ .

222 pandeysupranote__.

224 \private area’ has been defined in the ExplanatioSection 66E as “the naked or undergarment géaritals,
pubic area, buttocks or female breast”.

425 See Explanation to Section 66E IT Act 2000 (2008) A

226 One CCTV camera for every 32 people in Big BrothHgnitain, THE MAIL, March 3, 2011,
http://www.dailymail.co.uk/news/article-1362493/G8€TV-camera-32-people-Big-Brother-Britain.html qia
visited Oct 17, 2011).
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media have played a catalyst role in this marchatd& a surveillance-state that India has

currently begun.

To be sure, the availability of CCTV footage — ardtproof - has been an ally to the otherwise
rather slothful police apparatus in India. In amoy with a conviction rate hovering around 41%
with over 7 million criminal cases pending trialnda with only 1.3 policemen per 1000

civilians??’, the promise of CCTV aided law-enforcement carsigarticularly optimistic charge.

As a privacy advocate, concerned by these develogmnene can perhaps take solace, however
small, in the fact that the totalitarian ambitiarfsthe state do not always come to pass and are
routinely thwarted by such allies of privacy asraption, inefficiency, forgetfulness, neglect and

ordinary wear and tear.

§15 Restrictions on Internet use, cybercafes
According to a report by the Internet & Mobile Asgdion of India titled ‘I-Cube 2009-2010:

Internet in India’, 37% of all internet usage irdia occurs through cyber-caf&8. Despite the
figures in this report, there is a sense that cglaées are on the decline in urban areas due to a
combination of factors such as the rise of broadpb#wering of prices of PCs and the high

costs of real estaté®

An additional reason for their decline could als® the onerous restrictions that have been
imposed on cyber-cafes in various states - mostntgc through rules notified under the
Information Technology Act in 2011. Cyber cafes ai®wed with deep suspicion by the law
enfocement apparatus in India, and tend to be aeeaites that promote criminal activity. This
has led to the imposition of a range of restriction them — from requiring cyber cafes to obtain
registration before opening business to requiringnt to maintain detailed logs of users,

requiring them to use internet filters, restrican the geometry of cubicles etc.

22T CRIME IN INDIA - 2009 1,5,164 (2010), http://ncrb.nic.in/ClI-2009-WFECompendium2009.pdf (last visited Oct
3, 2011).

228 Arun Prabhudesai, SRIILLION ACTIVE INTERNET USERS ININDIA — RURAL INDIA OVERTAKES URBANITES
TRAK.IN (2010), http://trak.in/tags/business/2010/04/Géfimet-usage-india-report-2010/ (last visited Axit2011).
229 Nikhil Pahwa, RASONS FOR THE DECLINING GROWTH OF CYBERCAFES IN INDIA MEDIANAMA (2008),
http://www.medianama.com/2008/07/223-reasons-fereéclining-growth-of-cybercafes-in-india/ (lassited Oct
10, 2011).
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Simultaneously the government has attempted to twelireedom of expression online through
new regulations which expose ‘intermediaries’ &ilility unless they assist government agencies
in tracking down individual users who post a rangefficially unwanted content.

In this section we provide an overview of the riegons placed on internet use and on cyber

cafes.

Section 79 of the IT Act grants immunity from lilityi to ‘intermediaries’ for third party content
made available or hosted by them, provided, inliar the intermediary observes ‘due diligence’
and follows prescribed norms. As noted previouslg tT Act contains a very expansive
definition of ‘intermediaries’. In 2011, the Minrgtof Information and Technology issued two
sets of rules under this Act — one to govern inegtiaries such as ISPs and web-platforms, and
another set to govern cyber cafes. These rulesag\atenuate both the freedom of expression

of citizens and their right to privacy.

15.1 Intermediary ‘Due Diligence’ Rules
As noted above, one of the requirements for immufridbm liability is that intermediaries

observe ‘due diligence’. In April 2011, the Goveremhissued rules defining the ‘due diligence’
measures intermediaries are required to observeording to these rules, intermediaries must
incorporate into their terms of service, the wagnihat users are forbidden from publishing the
following categories of information:

€)) belongs to another person and to which the uses doehave any right to;

(b) is grossly harmful, harassing, blasphemous defayatobscene, pornographic,
paedophilic, libellous, invasive of another's payahateful, or racially, ethnically objectionable,
disparaging, relating or encouraging money laumgear gambling, or otherwise unlawful in
any manner whatever;

(c) harm minors in any way;

(d) infringes any patent, trademark, copyright or ofr@prietary rights;

(e) violates any law for the time being in force;

)] deceives or misleads the addressee about the @figinch messages or communicates
any information which is grossly offensive or meingan nature;

(9) impersonate another person;
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(h)  contains software viruses or any other computercdites or programs designed to
interrupt, destroy or limit the functionality of weomputer resource;

(1) threatens the unity, integrity, defence, securitgavereignty of India, friendly relations
with foreign states, or public order or causestément to the commission of any cognisable

offence or prevents investigation of any offencésansulting any other nation

Within 36 hours of obtaining knowledge of any sueformation being transmitted through its
networks, an intermediary is required to take step%lisable such information’. Further, the
intermediary is required to provide assistanceaegiment agencies “purpose of verification of
identity, or for prevention, detection, investigatj prosecution, cyber security incidents and

punishment of offences under any law”.

These rules have been widely condemned as beirayviull since they are both ultra vires
Section 79 of the IT Act under which they have beede as well as the Constitution of India

which guarantees the freedom of speech and expressi

15.2 Cyber Café Rules
Along with the Due Diligence Rules, the Ministngalnotified separate rules to be adhered to by

Cyber Cafe$™. Like the word ‘intermediary’, Cyber-café has awéroad definition under the
IT Act and means “any facility from where accessh®e internet is offered by any person in the
ordinary course of business to the members of titalig3.** As is evident, this definition
includes not just conventional cyber-cafes, bub alfost of other venues where internet may be
accessed including hotels, airport lounges etc.oAting to the new rules, cyber cafes are
forbidden from allowing any user to use their cotepuesources “without the identity of the
user being established.”. A user may establishideatify by producing any of 7 different
identity documents including driving license, passgtc. The Cyber Café is required to keep a
copy — either scanned or photocopy - of the idemittcument produced and such copy is to be

retained for a period of one year. In addition, tiyper café ‘may’ photograph a user using a

230 IS Para-wise Comments on Intermediary Due DiligeRules, 2011, Centre for Internet and Societyl120
http://www.cis-india.org/internet-governance/blagérmediary-due-diligence (last visited Oct 15, 201

1 Information Technology (Guidelines for Cyber Cafe) Rules, 2011,
http://www.mit.gov.in/sites/upload_files/dit/fil685R3_ 10511%281%29.p(last visited Oct 15, 2011).

%2 gection 2(na) of the Information Technology A@DR (as amended in 2008).
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‘web camera’ and such photograph would be includkethe log register maintained by the

cyber café.

The Cyber Café is required to maintain a detaitegdf every user that includes the following
information : (ii) Name (iii) Address (iv) Gendev)(Contact Number (vi) Type and detail of
identification document (vii) Date (vii) Computegrininal identification (viii) Log in Time (ix)

Log out Time. For at least one year, the cyber cafist also retain the complete History of
websites accessed using computer resources atyber café and all logs of proxy server
installed at cyber cafe.[Rule 5] The rules requirat all computers “may” be equipped “with

commercially available safety or filtering software

Not content with mere electronic surveillance, thkes also stipulate the size of cubicles and

their orientation.

Any officer authorized by the government has powersheck and inspect cyber cafes and the

log registers maintained at any time.

As with the Due Diligence rules, these rules hasme under heavy fire for their draconian
content from civil society commentators and blogg&in its reply to the draft version of these
rules, Privacylndia/Center for Internet and Sociedy pointed out that the rules gravely imperil
privacy by requiring extensive logs to be maintdinef every usef** Previous state-level
regulations of this kind have exposed cyber-caféera to undue hardships and harassment at
the hands of local police while not leading to aresponding increase in securfy.In other
cases, in the absence of a monitoring mechanisencyber cafes have, under government
regulation, accumulated vast logs without any datvarsight ever occurring?® In both cases,
unfortunately, it is privacy of the individual thaas ultimately suffered as copies of increasing
numbers of ID documents accumulate in the hands/loér café owners, mobile phone agents

etc. Already a cottage industry of fake identitycdments has mushroomed due to this

233 5eeNikhil Pahwa, NDIA’S CYBERCAFE RULES FINALIZED ; FOUNDATION FOR HARASSMENT MEDIANAMA (2011),
http://www.medianama.com/2011/05/223-india-cybdedaw/ (last visited Oct 15, 2011).

4 CIS Para-wise Comments on Cyber Café Rules, 2@ENTRE FOR INTERNET AND SOCIETY (2011),
http://www.cis-india.org/internet-governance/blogier-cafe-rules (last visited Oct 15, 2011).

2351 200 cyber cafes, one valid licendeDiaAN EXPRESS August 5, 2008, http://www.expressindia.com/lates
news/1-200-cyber-cafes-one-valid-licence/34473&8t(Visited Oct 15, 2011).

238 ghalabh ManochaCops no more interested in checking cyber cafeses OF INDIA, August 3, 2009,
http://articles.timesofindia.indiatimes.com/2009-@&Iucknow/28172232_1 cyber-cafe-proper-recordaegress
(last visited Jun 28, 2011).
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promiscuous availability of ID documents. In Aug@éil 1, the Economic Times reported on the
existence of a “Fake ID market” in Mumbai where fueng rate for an ID proof was as low as
“Rs 5 for an ID proof with an original photograpaind Rs 50 for an ID with an original
photograph and two supporting documents ” The larjoes on to report that “In just the past
six months, 54 FIRs have been registered againstaeretailers, cutting across a spectrum of
service providers, for stealing a customer's idgatnd then using it to issue multiple SIM cards
to multiple customers®’ Far from this being a solitary occurrence, thisnse to have become a
widespread phenomenon across the country withainmtidents having been reported in West
Bengaf*® Hyderabat®®, Patiald*’, Lucknow** and New Delti** among other places. Most
often when these scams are ‘unearthed’ the harmgrit@acy of citizens are dulled by an
overriding discourse of national security which ganets these incidents primarily as aids to
terrorism. It is here that perhaps a critigue basedhe citizen’s privacy could prove most
beneficial since it would, perhaps more than onenfed on national security, reveal the
complicity of the state in begetting this fake itign market. By forcing people to deal
promiscuously with their identity documents in arde secure basic telephony and internet
services, the state has unwittingly created theditions for the flourishing market of fake
documents we witness today. In its pursuit of tingewvhale of ‘national security’ — supposedly
secured through scrupulous verification of identitpjcuments — the state has created the

conditions for a situation where practicatigbody’sidentity document is credible anymore since

27 yogesh SadhwaniVobile companies misuse your personal documeEtoNOMIC TIMES/MUMBAI MIRROR,
August 11, 2011, http://articles.economictimesatidies.com/2011-08-11/news/29876366_1_sim-cargsadf-
vodafone-application (last visited Oct 23, 2011).

28 Both SIM & proof for a ‘“little” extra THE TELEGRAPH November 27, 2010,
http://www.telegraphindia.com/1101127/jsp/siligatory _13227939.jsp (last visited Oct 23, 2011). drepg that
“During simultaneous searches ..police seized nlbl&ustomer Application Forms (CAFs) affixed with
photographs of unknown persons, 473 passport siatographs, photocopies of ID and residence prdagation
cards and driving licences.”

#9  |legal SIM card racket busted TIMES OF INDIA,  August 13, 2010,
http://articles.timesofindia.indiatimes.com/2010-D®hyderabad/28313020_1_sim-cards-customer-apiplica
forms-proofs (last visited Oct 23, 2011).

29 Three held for giving fake cell connectonTIMES OF INDIA, October 28, 2008,
http://articles.timesofindia.indiatimes.com/2008-2& delhi/27917475_1 sim-cards-cyber-cafe-idertdyds (last
visited Oct 23, 2011).

21 Over 1,600 activated SIMs seized, two heldiMES OF INDIA, September 5, 2010,
http://articles.timesofindia.indiatimes.com/2010-@&®lucknow/28231237_1_sims-mobile-shop-fake-idgnti
proofs (last visited Oct 23, 2011).

%2 Three held for giving fake cell connectonTIMES OF INDIA, October 28, 2008,
http://articles.timesofindia.indiatimes.com/2008-28 delhi/27917475_1_sim-cards-cyber-cafe-identdyds (last
visited Oct 23, 2011).
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there are too many fakes floating around. Perhapisimg more serves to illustrate the urgent

need in India to build privacy concerns into s{adécy at the planning stage itself.

§16 Cyber security
In April 2011, the Ministry of Information Technaly released a draft Cyber Security Policy

which talks in general terms about “deployment exfhihologies and capabilities for real-time
protection and incident response”, the need fobécyintelligence and cyber intelligence” and
the need for preparedness at all levels. The pdlasy still not been finalized and contains no

discernible privacy implication$*®

The IT Act confers vast powers of interception amshitoring under Sections 66-69 of that Act.
These powers extend to issuing directions requiimgperson in charge of a computer to extend
all facilities to decrypt information. In other wi®, the government may hack in order to gain

access to information which it lawfully requires.

Section 66 of the IT Act creates a broad offence'dihonestly or fraudulently” hacking,
tampering with source code etc. which even apptighe government. i.e. Even the government
can be prosecuted if it hacks a computer systahtdn be shown to have acted dishonestly or
fraudulently. However, this is subject to Sectiaghd@ the IT Act which immunizes actions by

officials undertaken in good faith and in pursuaatthe provisions of the Act.

§17 Administrative Issues
India does not yet have a mandatory ID Card —énsétnse of a document that must, by law be

produced to authorities on demand, failing whiclpeason may be detained. l.e. failure to
produce an identifying document is itself not afente. However this statement is qualified by
two facts: Firstly, the government is currently artdking an exercise under the Citizenship Act
to mandatorily register citizens (see National Rafon Register below) ansecondly that in

certain conflict-ridden states of India — the emtMorth East and Jammu and Kashmir, for
instance — the army and the police have been gaxéraordinary powers including arresting
without warrant. In these areas failure to carrg @anoduce upon demand valid ID documents

243 NATIONAL CYBER SECURITY PoLICY - DISCUSSION DRAFT  (2011),

http://www.mit.gov.in/sites/upload_files/dit/files¢sp_060411.pdf (last visited Oct 17, 2011).
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can have serious implications. As one commentabtesnin relation to Jammu and Kashmir,
“Movements of people on roads and bazar is reglilaith frequent demands to show their IDs
and frisking and searching of bags. It is a knoact that anyone in area declared “Disturbed”
found without a ID can suffer anything from havitegbribe his way to freedom to becoming a

victim of enforced disappearancg:”

Given the trajectory of “security measures” in Bdt would not be unfair to say that we are one

major terrorist attack away from a generalized colsqry identification system.

Even otherwise, the police in India have vast pavedrarrest in the case of cognizable offences
and may in certain cases provided under Sectioroi Hie Code of Criminal Procedure (CrPC),
arrest without a warrant. Section 42 of the CrP@nits the police to arrest a person “who has
committed an offence in the presence of a poli¢eeafor has been accused of committing a
non-cognizable offence” and refuses, on demandjbeisde by a police officer to give his name
and residence or gives false name or residenceh §uyserson may be arrested only for the

limited purpose of ascertaining his name and resie®&"”

As the Law Commission has observed,” The vast éisnr given by the CrPC to arrest a
person.. clothe the police with extraordinary pow&ich can easily be abused.. Neither there is
any in-house mechanism in the police departmemherk such misuse or abuse nor does the
complaint of such misuse or abuse to higher palfieers bear fruit except in some exceptional

cases.

Foreigners registered under the Foreigners Act$see 9 above) are required upon demand “by
any Registration Officer, any magistrate or anyiqeolofficer not below the rank of a head

constable” to produce their certificate of registma and other identity documerft§.

In 2008, the Ministry of External Affairs beganugsy RFID chip enabled ‘e-passports’ to select
officials in the government. Although the plan was extend this facility to the general

population starting in 2009, successive delaysmplémentation have prevented a full-scale

244 Gautam NavlakhaPrincipled versus Piecemeal Approach: Repeal of B&STroops Pullout or Ending War
against our PeopleSaNnHATI (November 2010), http://sanhati.com/excerpted/2943t visited Oct 18, 2011).

24> Similar powers or arrest for failure to disclossnre and residence are granted in several statutbsas state

Forest Laws, Excise laws etc. In each of thesescabe person must be “reasonably suspected” oingav
committed an offence under the empowering Act.

4% General Requirements For Registration Of A Fordigtional,supranote__.
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unrolling of this project. There are rumours tha project has stalled due to allegations that
Gemalto, the multi-national company selected topsuphe chips and softwa® for the e-
passports, had links with Pakistan’s spy agendye-nter-Services Intelligence. The project is

reportedly awaiting clearance from the home miwiatrd the ministry of defenc&'®

In the past decade there have been two kinds efmats at providing identity cards. First,
various states have issued ad-hoc identity docwsmiemta variety of purposes including to
secure employment and food supplies. SecondlyC#regral Government has hatched schemes —
not always successfully - to provide Pan-indianntdg documents to all citizens. In the

remainder this section we examine, briefly, exaspled careers of both kinds of documents.

17.1 State-level Identity Cards
“[A] scam was unearthed in the Public Distributi®ystem in Panchmahals district,
where 1.1 lakh bogus [biometric] ration cards wierend during a scrutiny recently.”

The Indian Express (July 20£43

Due to the federal setup of our constitution, tdeimistration of most welfare schemes — from
employment guarantee to disability pension and fiadmns - tends to be the responsibility of
the various state governments. And, obeying theorsble market logic of India in the 21
century, in the past decade, practically each suelfare scheme in each state has spawned its
own identity document. Perhaps the most ubiquitmiuthese is the ration card which entitles
families to specified monthly allocations of foodhs and other supplies. These ration cards
have traditionally been used in India as Identibguiments for a range of corollary transactions
such as obtaining a gas, electricity or a teleplmmmnection. In the past few years, most states
have either announced or implemented schemes teddahese paper documents into biometric

cards with, as the news report above indicatesednigsults.

%47 Government of India selects Gemalto to jump-startteonic passport progranFINANCIAL EXPRESS September
17, 2008, http://www.financialexpress.com/news/goweent-of-india-selects-gemalto-to-jumpstart-electc-
passport-program/362552/0 (last visited Oct 23,1201

248 Sahil Makkar E-passport project delayed over allegations agatash provider LIVEMINT, March 24, 2011, at
4, http://lwww.livemint.com/articles/2011/03/232180Epassport-project-delayed-ove.html?atype=tp (hastted
Oct 23, 2011).

29 post-scam, 2.5 lakh ration cards now under scrytinfNDIAN ExPRESs July 11, 2011,
http://www.indianexpress.com/news/postscam-2.5-ation-cards-now-under-s/815733/ (last visited O23,
2011).
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In August 2010, Orissa began collecting biometmatadincluding finger prints and iris scans
from citizens®° The State of Karnataka has reportedly alreadyeissiometric bar-coded ration

cards to “74 lakh households” in the state betw2@98-20112>!In the past year alone, the states
of Go&>? Tamil Nadd>® Rajasthaft®, Maharashtra® Haryan&®, have all announced plans to
distribute biometric ration cards to all residemf those states. In a curious display of
pioneerism, each state unfailingly declares itselbe the ‘first state in the country’ to have

introduced this facility?>’

In addition, the states also issue driving licerteesugh their respective Transport Departments.
Although in the past, inadequate interlinking bedwestate departments prevented driving
licenses from becoming a ‘national id’, recent nueas by the central government, including the
mandating of smart-card based driving licenses bgenber 20092 and the setting up of a
National Registry of Licenses have imbued locadlsuied licenses with a national character. In
addition, there are plans to issue all drivingres in the Union of India’s narfi€.In July
2010, the Union Ministry of Road Transport annouhttee establishment, within 6 months, of a
‘national registry of all driving licenses’ whiclesaged the interlinking of all state transport

departments to prevent duplicate licenses from goedsued. The purpose of the National

20 Debabrata Mohantyn India’s heart of darkness, biometric ration caisdflicker of hope for a millionINDIAN
EXPRESS August 23, 2010, http://www.indianexpress.com/siawindias-heart-of-darkness-biometric-ration-card
is-flicker-of-hope-for-a-million/663778/0 (last ¥ied Oct 23, 2011).

2! prabhusupranote .

%2 Smart-card project for ration quotas revived TMES OF INDIA, August 4, 2011,
http:/timesofindia.indiatimes.com/city/goa/smaatit-project-for-ration-quotas-revived/articleshod/g@367.cms
(last visited Oct 23, 2011).

%3 Ration cards to go biometric to weed out fake3IMES OF INDIA, August 20, 2011,
http://articles.timesofindia.indiatimes.com/2011-B@chennai/29909152_1 ration-cards-biometric-fakes (last
visited Oct 23, 2011).

4 Bjometric ration cards soon: Minister TIMES OF INDIA, August 12, 2011,
http://articles.timesofindia.indiatimes.com/2011-1®jaipur/29879683_1 ration-cards-fair-price-bptd:-holders
(last visited Oct 23, 2011).

%% Rakshit SonawaneMaharashtra plans biometric ration cardsINDIAN ExPRess January 7, 2010,
http://www.indianexpress.com/news/maharashtra-ghaosetric-ration-cards/564413/ (last visited O8t 2011).
26 Deepender DeswalSmart cards to replace ration cards in Haryan@iMES OF INDIA, May 16, 2011,
http://articles.timesofindia.indiatimes.com/2011-D&india/29547947_1 smart-cards-ration-cardsgilla  (last
visited Oct 23, 2011).

257|d.

28 Dec 31 deadline for smart card-based driving licefic TMES OF INDIA, September 25, 2009,
http://articles.timesofindia.indiatimes.com/2009-2®india/28082944 1 smart-card-based-licencesvahitle-
registration-uts (last visited Oct 23, 2011).

%9 Now, driving licences to be issued in Union of &isli name TIMES OF INDIA, July 21, 2011,
http://articles.timesofindia.indiatimes.com/2011-27india/29799212_1_licences-transport-sector{tast visited
Oct 23, 2011).
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Register would “information to the department cdddransport and highways, RTOs, inter-state
check posts and the police for quick verificatidgrdocuments and informatiors®® The registry

‘www.vahan.nic.in’ was officially inaugurated a yelater in July 2011 and includes details of
Details of “about 90 lakh vehicles, including coetel information about owners, tax payment

and permit, and about 80 lakh driving licencesaaailable.”?%*

In May 2011, the state of Gujarat announced plarigunch its own ldentity card project to rival
the Aadhar project of the Central Government (selevly. Accordingly to news reports, the
project would “give every individual an UID numband have details such as if the person is
below or above the poverty line, whether he/shes pagome tax, permanent address, property

ownership and if entitled to reservation benefit.”

17.2 Central Identity Schemes

17.2.1 The Permanent Account Number Card
The Permanent Account Number (PAN) is a ten-digphanumeric number, issued by the

Income Tax Department in India specifically to faate the interlinking of all financial
transactions related to a specified person. Acogrth a document on the Department’s website,
“PAN enables the department to link all transadiohthe “person” with the department. These
transactions include tax payments, TDS/TCS credigdurns of income/wealth/qift/FBT,
specified transactions, correspondence, and soPAN, thus, acts as an identifier for the

“person” with the tax departmenf®

Although introduced in 1995, the PAN was made mtorglain January 2005 and it is

compulsory to quote this number in most high vai@msactions exceeding Rs. 50,000 and

%0 pDipak Kumar Dash,National registry of licences in 6 monthdIMES OF INDIA, July 19, 2010,
http://articles.timesofindia.indiatimes.com/2010-D0india/28319958_1_rtos-licences-registry (lastted Oct 23,
2011).

%1 Anil Kumar Sastry,Get details of vehicles at the click of a mqudee HINDU, August 14, 2011,
http://www.thehindu.com/todays-paper/article2355486 (last visited Oct 23, 2011\ational register to help
track stolen vehicles from todayiMES OF INDIA, July 20, 2011, http://articles.timesofindia.irtifizes.com/2011-
07-20/india/29794140_1_rtos-dealers-and-police-depnt-licences (last visited Oct 23, 2011).

%2 Gujarat launches its own UID project Economic TIMES, May 11, 2011,
http://articles.economictimes.indiatimes.com/205110/news/29532284 1 uid-project-pilot-projecteatcards
(last visited Oct 23, 2011).

%3 What is PAN, (2010), http://www.incometaxindia.govarchive/About%20PAN_06302010.pdf (last visitadt
24, 2011).
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certain other specified transactions such as applior a telephone or opening a bank account,
payments to hotels exceeding Rs. 25,890.

Section 139A of the Income Tax Act forbids persdrsm obtaining more than one PAN

Number.

Failure to comply with the provisions — failure ebtain a PAN Number and quote it during
transactions - could lead to an imposition of aghgnof Rs. 10,000. (Sec 272B). (Failure to
qguote PAN numbers, although technically illegalwkwer, appears only to be pursued and
penalized by the IT Department in cases where @heevexceeds Rs. 25 lakl)

Unlike the Social Security Number in the US, thewed purpose of the PAN system is to
interlink various transactions of a person in ortegather intelligence about their activities. The
Central Information Branch, the intelligence winfgtiee Central Board of Direct taxes , newly
revamped in 2010 to “ensure current, constant ambsalidated reporting and delivery of
information on transactions®® has recently put in place “software that already bxtensive

information on taxpayers mapped to their resped?#dl cards®’

In 2006, the then Finance Minister Chidambarampgpsed a plan to issue biometric PAN cards

which “would have carried the I-T assessees' fipgets (two from each hand) and the face.”

24 For a full list of transactions requiring the qamdn of PAN Number, see Rule 114B of the Income Rales.
RULE 114B, NCOME TAX RULES,
http://law.incometaxindia.gov.in/DIT/HtmIFileProceaspx?page=ITRU&schT=rul&csld=21533008-bbb4-4f86-
b609-9296e8b5223e&rNo=114B&sch=&title=Taxmann%200BRect%20Tax%20Laws (last visited Oct 24,
2011).

%5 ghruti SrivastavaExpect summons from I-T dept for non-PAN transasfitNDIAN EXPRESS June 6, 2011,
http://www.indianexpress.com/news/expect-summoasit-dept-for-nonpan-tra/799748/ (last visited O24,
2011). (“The department issued letters to over lakb such cases where the transaction value egdeRs 25 lakh.
But in 57,000 cases, letters could not be servesitd wrong addresses and “deliberate wrong irdition”.In
another one lakh cases, the department did natvesaay reply though letters were served.”)

%6 Finmin overhauls I-T intelligence to counter tax asion EcoNomic TIMES, January 24, 2010,
http://articles.economictimes.indiatimes.com/20102&/news/28463188_1 _intelligence-wing-tax-evasimome-
tax (last visited Oct 24, 2011). Reporting that éTRIB is the nodal office in the department to gathll
documents pertaining to transactions in relatiorwtich Permanent Account Number (PAN) or Genenalek
Register Number are given during sale and purchfpeoperty and monetary deposit¥hé re-structuring of the
Central Information Branch will ensure current, ngtant and consolidated reporting and deliveryrdbimation
on transactions, including high value financialesmwhich are around Rs 10 lakhs or more,” sources "Sai

%7 Deepshikha SikarwatBA and CBDT join hands to fight black mon&zonomic TIMES, August 27, 2011,
http://articles.economictimes.indiatimes.com/208120/news/29934851_1 income-tax-bank-accounts-black
money (last visited Oct 24, 2011).
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However, with the announcement of the more amistidlD project (see below) and the transfer
of the minister to the Home Ministry, this plan wag on hold?®®

In May 4, 2011, the Finance Ministry announced mezs to streamline the financial
information provided by third parties — such asksaand mutual fund companies - to the CBDT

to facilitate smoother and faster access to inftionaabout persors?®

In August 2011, the IBA (the Indian Banks' Assdoia} representing “more than 160 Indian and
foreign banks operating in the country” agreed tovjgle access to banks' data bases with the
Central Board of direct taxes — purportedly in ordecheck the accumulation of black money.

This move, it is stated, would give tax authoriti@s860 degree view of the taxpayet’®

Despite the aspiration of the system to achieval tiancial e-supervision of all persons in
India, these totalitarian ambitions have been ttwehby rampant counterfeiting of pan cafs.

In a revealing report the Comptroller and Auditoer@ral of India (CAG) tabled a report for
2010-11 on Direct Taxes in Parliament revealing tB&8 lakh PANs were issued up to March
2010 but IT returns filed in the last fiscal wenalyo340.9 lakh”. The CAG report suggested

“issuance of multiple PAN cards” as a possible sedsr this large discrepanéy/

As noted previously, the linking of PAN cards asoadition to accessing a variety of quotidian

services has created the necessary conditiondiéowholesale counterfeit market we witness

%8 Bjometric PAN cards put on hold Deccan  HEraLD,  April 4, 2010,

http://www.deccanherald.com/content/62050/biomegida-cards-put-hold.html) (last visited Oct 31, 201

269 «Cyrrently, most high-value transactions are régoito the Income-Tax department through two chbna-
Annual Information Return (AIR) and Central Infaation Branch (CIB)..CIB collects information relagi to
specified transactions for which Permanent Accdlurnber (PAN) is mandatory, such as bank depobitse Rs
50,000, property deals above Rs 5 lakh, sale awhaise of a vehicle, opening a bank account..AiRthe other
hand, is furnished by banks, financial institutionsistees of mutual funds, companies issuing bamdiebentures,
" Vrishti Beniwal, Black money info sources to be mergeBUSINESS STANDARD, May 4, 2011,
http://www.business-standard.com/india/news/bladiay-info-sources-to-be-merged/434400/ (last ds®et 24,
2011).

2% gikarwar,supranote___.

27 Hi-tech scam bustedTIMES OF INDIA, April 29, 2008, http://articles.timesofindia.imdimes.com/2008-04-
29/mumbai/27750367_1_credit-cards-pan-cards-softv@agineer (last visited Oct 24, 201Tyyo held for making
fake identity cards, licenseSIMES OF INDIA, June 22, 2008, http://articles.timesofindia.itidie@s.com/2008-06-
22/chennai/27748686_1_ pan-cards-identity-cardspoatss (last visited Oct 24, 2011); Rakesh Sonawéiade
document racket busted in Ulhasnagar, 4 hélohkbusTAN TIMES, July 21, 2011, http://goo.gl/fxWi5 (last visited
Oct 24, 2011)Forgery racket busted. arrested, BINIK BHASKAR, March 4, 2011, http://goo.gl/4vERp (last visited
Oct 24, 2011).

%2 Ensure a tax payer gets only one PAN: CAG to I|-Tptdé&coNomic TIMES, March 18, 2011,
http://articles.economictimes.indiatimes.com/20B118/news/29141734_1 pan-card-tax-payer-permanent-
account-number (last visited Oct 24, 2011).
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today. With the failure of each successive fornifedlproof’ ID, the state rushes blindfolded
into the next newest available technology in thpehof finding redemption. Paradoxically, as
the webs of generalized surveillance intensify digio such measures as the interlinking of
databases, international tax information sharicgtéere is no corresponding sense of more and
bigger criminals being brought to book. To the cary, criminality seems to be increasing in an
accelerative manner with new forms of illegalityagming out of precisely the same
technologies that the state nourishes and depemdsirothe era of the biometric card, video
surveillance and the smart card, the identity efitidividual seems as protean as ever — perhaps
more so, since, in the age of mechanical reproolucbne does not evauly know how many
fakes of one’s identity document are floating amhumow many mobile connections have been
issued in one’s name or how many cyber-cafés dbetard has visited. With the state requiring
identity to be established routinely for accessimast quotidian services, the ID document itself
has transformed in the lay, non-elite perceptido merely an additional transaction cost that

must be borne as a condition for doing businessdia.

With each paranoid stumble the state makes towgregger technological protection, one cannot

suppress a sense that in the same move, privaey taktep backwards.

Perhaps one important intervention in favour oacy could be a statutomgductionin the
number of transactions that require identity docutsidor their access. At the very least this
would reduce the number of opportunities a ‘poskmérrorist — the béte noire par excellence of
the state, but also its prime citizen since allcexige action is conducted in his name and
bearing him in mind - would have to obtain falsewnents. At present this task is his simplest —
and a culture — emerging out of conditions sethgydtate - that condones false documents, even

sees them as indispensible to living can only afarther.

17.2.2 The Electoral Voter ID Card
The Election Commission of India (ECI) is a pernmraneonstitutional body responsible for

overseeing the conduct elections in India. Onéhefftinctions of the ECI is to prepare electoral
rolls of registered voters in all assembly constiities in India and more recently, to issue photo
Identity cards (EPIC) to all voters. For this pwpp a registration officer may access and

requisition copies of the Register of Births andafbs and the admission register of any
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educational institution in any aré&. The complete electoral rolls — containing detailsh as

full name, relatives, age, sex and EPIC numberre raquired by law to be available for

inspection at office of the registration officendacopies of the rolls must be supplied to every

political party’* All citizens may obtain copies of extracts of tioéls pertaining to themselves

upon payment of a fé€> In addition, it has become common practice fortestalection

commission websites to provide online access topteta lists of electoral rolls that they
276

maintain?’> Political parties are provided with soft copiescoimplete electoral rolls, although

photographs of voters are not made available tm thesoft copy?’”

In August 1993, in what was probably the firstiatitve of its kind and scale, the ECI decided to
issue Elector's Photo Identity Cards (EPIC) tovalters in the country to ensure their correct
identification and prevent impersonatiofi.The EPIC contains the following details - the name
of the elector, Relation’s name, Date of Birth, @en Address and the photograph of the
elector. In addition, every EPIC is fixed with agsty hologram and has a unique 10 character

alphanumeric string called the EPIC Numb@r.

Despite having the potential to serve as a kingaof-Indian unique identification, in practice,
the scheme was highly decentralized with databéasésg maintained at the level of each
constituency instead of in one centralized repogitbhere was no standardization in either the

database technology employed or data structure tedlopt each level, and this led to

273 REGISTRATION OF ELECTOR RULES, 1960, Rule 9 (1961),

http://lawmin.nic.in/legislative/election/volume%2egistration%200f%20electors%20rules,%201960.pd{last
visited Oct 30, 2011).

21d. at Rule 22.

275 Copies of the rolls, including photo rolls, redtiimed by citizens under the Right to Informatidnt may be
provided only if they do not deal with specificrthiparty individuals. l.e. it is possible to reqtian, for instance
page 45 of the Electoral rolls, but it is not pbhsito specifically requisition the portion of thells on which
Prashant lyengar's name appears. Hand Book fotdeidRegistration Officers Election Commission laflia
2008, 56 (2008), http://eci.nic.in/eci_main/Eleaibaws/HandBooks/ERO_HANDBOOK.pdf (last visited C3f,
2011).

276 1d. at 28.; Thiis appears to be a recent departure feo previous policy which absolutely forbade the
disemination of electoral rolls on websit&ee ITEM NO. 154: Election Commission’s letter4l86/Comp/16/99,
dated 31.08.1999 addressed to the Chief Electorffic€s of All States/UTsin COMPENDIUM OF
INSTRUCTIONS ON ELECTORAL ROLLS, EPIC, SLAs & COMPUTERISATION 821 (20086),
http://eci.nic.in/eci_main/ElectoralLaws/HandBodkempendium_of Instructions_on_ERs_EPIC_SLA_ Computer
isation.pdf (last visited Oct 31, 2011).

2" Hand Book for Electoral Registration Officers Hlen Commission of India 2008upranote___ at 13.

278 REGISTRATION OFELECTORRULES, 1960,supranote___ at Rule 28.

279 pshish Chakraborty, R'ENTION OF OLD EPIC NUMBERS FOR NEWDUPLICATE EPICS AND MAINTENANCE AND
UPKEEP OF PHOTEROLL IMAGE DATABASE. (2008), http://eci.nic.in/eci_main/eroll&epic/ink80908.pdf (last visited
Oct 30, 2011).
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incompatible databases being maintained at eaad ®\The fact that databases were being
maintained in regional languages made the tashktefjration even more difficult. Voters were

required to obtain fresh ID cards in each new ctuesicy that they shifted to, and inadequate
co-ordination within the election commission ledataituation where it was possible for voters
to maintain separate voter IDs in different constiicies that they transferred to. In addition, the
database of voters and the database of photograptesfrequently maintained separately and

were imperfectly linked.

In order to streamline the process and consolittetalisaggregated data, in February 2008, the
ECI decided to centralize its databases and duetite Electoral Database and the photo

database to be centrally maintained in one datdoasiee entire Staté

Without commenting on the prospects of this newtredined database, it would be pertinent to

consider some aspects of the career of the voteaid so far:

1. Firstly, like the Ration Card and the PAN CardstéradD cards have proven highly
susceptible to forgery. One source of these fakeshe pilferage of the ‘security
holograms’ that have occurred from the officeshaf €lection commission. In November
2003, the Madhya Pradesh state election commigsdnreportedly ‘misplaced’ over 5
lakh (500,000) of these holograms. Although mostewsubsequently recovered, there
were no records indicating the actual numbers?f8sin August 2006, a leader of a

political party in West Bengal was arrested “fonming an offset press that printed fake

280 The website of the Tamil Nadu Election Commisgioovides a brief, but interesting account of thallenges
this lack of standardisation posed in subsequitanpts at consolidating the various databaSatabases that had
been maintained since 1998 in MS Access formatdatad characterset (ISCIl) had to be converte2D8 to a
more modern RDBMS in Unicode format. In additidre tTable structure had to be altered according to
standardised structure that would enable trangfénformation between the various election comiis®ffices - a
step which should have been taken at the outsetD8tabase ManagementHE CHIEF ELECTORAL OFFICER OF
TAmIL NADU, http://www.elections.tn.nic.in/database_managdrhan (last visited Oct 30, 2011); A similar
account also emerges from the experience of thiee &action Commission in Goa when it migrated toeav
databaseECI votes for GEL’s new electoral roll managemeuoitwgare in Goa TIMES OF INDIA, January 2, 2011,
http://articles.timesofindia.indiatimes.com/2011-@/goa/28360336_1_electoral-roll-mother-roll-sumyna
revision (last visited Oct 31, 2011).

#8114, at Para 5.

%2 Harosh Singh Bal, 50,000 struck off Mangawa rojls INDIAN ExPRESS November 10, 2003,
http://www.indianexpress.com/oldStory/35026/ (kastted Oct 31, 2011).
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voter ID cards?®® According to the news report, “he acquired a halogsoftware from
Mumbai and used it to make dud voter ID car&ich machines can be easily procured
from the nearby Nohata Market, close to the Bereporder:?®As recently as August
2011, the police arrested three members of a garfgecunderabad who were issuing
fake EPIC cards. The news report revealed that fityvene EPICs, 400 holograms and
stamps were seized from the arrested pers8ns?reviously similar incidents had been
reported in New Delfi?® and Bhubaneshw®. Frequently the supply of the holograms
to these forgers has been traced to personnelnwitie Election Commission itself
indicating lax or missing security protocols wittire organisation. In the Secunderabad
case, newspapers reported that an attender inl¢otidd Commission office, who was
the main accused, had “secured an old software tasathke the EPIC and stored it in
his computer at home. Using this software, he di@gan an EPIC, replace the details
with those of his clients and issue the card utfiegholograms available with hiri® In
another incident in Kanpur, the accused were repbrtsupported by government

officials who actively provided them with detailsetded to prepare fake electoral %5.

2. In several cases of forgery, the mischief has beaoed to the private company
contracted by the Election Commission to recoré @atd supply the electoral ID cards.
In October 2007, for instance, the MaharashtraeStéction Commission lodged an FIR
against an employee of a private software compamy admitted to running a fake voter

ID scam®® In 2003, an employee of the private agency cotetato make ID cards in

83 Fake voter IDs: CPM leader held TiMES OF INDIA, January 20, 2006,
http://articles.timesofindia.indiatimes.com/2006-20/india/27797681_1_ fake-voter-voter-id-cards-ceader (last
visited Oct 31, 2011).

284|d.

25 Fake voter ID card racket buste@HE HINDU, August 21, 2011, http://www.thehindu.com/todagper/tp-
national/tp-andhrapradesh/article2378331.ece iaged Oct 31, 2011).

26 Racket in voter I|-cards busted, three arrestedTHE HINDU, January 29, 2003,
http://www.hindu.com/2003/01/29/stories/2003012980@00.htm (last visited Oct 31, 2011).

287 Fake voter ID card racket busted  WELCOMEORISSACOM (2009),
http://welcomeorissa.com/Fake+voter+ID+card+rackasted-orissa_news-19784-24-04-2009.html  (last tedsi
Oct 31, 2011).

288 Fake voter ID card racket bustedipranote .

%9 Fake voter ID card racket busted, three arrestedNDIAN ExPress April 15, 2009,
http://www.indianexpress.com/news/fake-voter-idezeacket-busted-three-arre/447106/ (last visited3¢ 2011).
20 Kiran Tare & Prashant Hamin&/oter card issuer flees, EC lodges FIRNA INDIA, December 9, 2007,
http://www.dnaindia.com/mumbai/report_voter-carsisr-flees-ec-lodges-fir 1138132 (last visited 8gt2011).
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Mahipalpur constituency was arrested for runnirfglke 1D racket®® In the recent case
in Secunderabad, mentioned above, the news repsdrneed “The entry of data was
assigned to the CMC Ltd. on contract basis butethezre no records showing details of
voters approved by the electoral officer to mak&ies in the database.This suggests
that an employee of the private company can ergaild of any person at his will and
get a voter ID card issuédthe Inspector observed® In this case, the police were
reportedly investigating the role of the privateeagy. In another revealing incident, the
Bangalore Municipal Corporation (BBMP), who hadsmutrced the task of data entry of
voter ID cards on an ad hoc basis to unskilled ‘amemployed youths” reportedly
conceded that “BBMP is aware thabmputers used in cyber cafes by unskilled
youngsters have led to mistakes and leakage of, daith such usage has become

inevitable due to shortage of computers” (emphadited)*

Despite the high incidence of fakes, the Voter #ddaemains today one of the most widely used
modes of identification used by citizens. An impaoit source of concern from the privacy
perspective is the degree to which the enrolmemtgss is controlled by the contracted agency.
Apart from thinly worded contractual terms whiclgquee the agency to turn over all data
collected to the Election Commission and not retaigthing beyond the period of the contract,
there are usually no safeguards and standardshihd&Cl mandates these agencies to observe.
Already, as witnessed above, this laxity has oocesl the mushrooming of fake voter id
rackets. An important contribution to privacy, mst context, would be the evolution of a strong
data protection guideline, backed with sanctionsgtwern those agencies whom the ECI

contracts to perform the tasks of enroliment asdasof ID cards.

17.2.3 The National Population Register/ Multipurpose National Identity

Cards (MNIC)/National ID Number

The survey party distributed jute bags among thaulaee of Pooth Khurd, a village in
Gurgaon. The bag has MNIC written in Hindi with thessible benefits that will accrue
to the owner of the card enumerated below. M-N-@rGhe Multiple purpose National
Identity Card, written as /BahuUddashaye RashtAgahan Patra /and is being read as
/Bahu Deshya Rashtriya Pechan Patra /or Multiplenty National Identity Card.A

291 Racket in voter I-cards busted, three arrestepgranote__.

292 Fake voter ID card racket bustsdipranote_.

293 Sunitha RaoEPIC errors are coming out of cyber cafes as BBMBshuntrained youths to fill in datadIMES OF
INDIA, October 7, 2011, http://goo.gl/5NOoC (last viditect 31, 2011).
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farmer says that it was the SDM and the survey lpaopo kept on saying that after the
green [Hara] card or the MNIC, foreign travel wille easy and hassle fre@.he desire
for the 'Hara' card also hints towards a manifestadtf dreams of mobility transcending
political and geographical borders. (emphasis added

‘MNIC’ Sarai, Information Society L&d

In 2004, the Citizenship Act 1955 was amended ttude a new section dealing with the ‘Issue
of National Identity Cards’. The new Section 14Apawers the Government to “compulsorily
register every citizen and issue a national idgntdrd to him”. The section designates the
Registrar General of India — in charge of condurtine decennial Census in India — as the
National Registration Authority for the purpose eairolling citizens and issuing them with
identity cards. Rules have been framed under thevhh make it mandatory for every Citizen
of India to get themselves “registered in the LdRabister of Indian Citizens during the period
of initialization”.2%® Failure to do so is punishable with a fine of apRs. 1000. Under the rules,
National Identity cards are issued to every citieemolled in the National Register of Indian
Citizens. The local registrar is empowered, uponagplication from the citizen to make
modifications in the register with respect to chesi@h name, residential address, marital status

or change of seX®

In 2010-2011, as a part of the decennial censesatiual process of compiling the National
Population Register and issuing ID Cards was teitiaAccording to the website of the Registrar
General, the “NPR will be a comprehensive iderdiayabase that would help in better targeting
of the benefits and services under the Governnehgrses/programmes, improve planning and

help strengthen security of the country. This imtelone for the first time in the country.”

The website also provides a short description efgitocess by which the registration would be

carried out which is worth quoting in entirety:

Details such as Name, Date of Birth, Sex, Preseliréss, Permanent Address, Names
of Father, Mother and Spouse etc will be gathesediiting each and every household.
All usual residents will be eligible to be includetespective of their Nationality. Each
and every household will be given an Acknowledgen®ip at the time of enumeration.

294 MNIC, SARAI , http://www.sarai.net/research/informatisociety/logs/mnic (last visited Nov 1, 2011).

29% CITIZENSHIP (REGISTRATION OFCITIZENS AND |SSUE OFNATIONAL IDENTITY CARDS) RULES, CITIZENSHIP ACT,
1955 (2003), http://mha.nic.in/pdfs/citizenship es2003.pdf (last visited Nov 1, 2011). Curioushgge rules were
issuedbeforethe insertion of Section 14A in the Citizenship Asb the procedure for issue of Identity cards was
specified prior to the power to issue them was tgicby the legislature.

2|d. at Rule 12.
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The data will then be entered into computers inldlcal language of the State as well as
in English. Once this database has been createdjehics such as photograph, 10
fingerprints and probably Iris information will laelded for all persons aged 15 years and
above. This will be done by arranging camps at\ewvédlage and at the ward level in
every town. Each household will be required to dptime Acknowledgement Slip to such
camps. Those who miss these camps will be givelppertunity to present themselves
at permanent NPR Centres to be set up at the TEdsih level. In the next step, data
will be printed out and displayed at prominent pRavithin the village and ward for the
public to see. Objections will be sought and reged at this stage. Each of these
objections will then be enquired into by the lo€&dvenue Department Officer and a
proper disposal given in writing. Persons aggriefrgduch order have a right of appeal
to the Tehsildar and then to the District Collect@nce this process is over, the lists will
be placed in the Gram Sabha in villages and thedWammittee in towns. Claims and
Objections will be received at this stage also @ealt with in the same manner described
above. The Gram Sabha/Ward Committee has to gvaearance or objection within a
fixed period of time after which it will be deeméhit the lists have been cleared. The
lists thus authenticated will then be sent to theigue Identity Authority of India
(UIDAI) for de-duplication and issue of UID Numbewsll duplicates will be eliminated
at this stage based on comparison of biometricigugnID numbers will also be
generated for every person. The cleaned databasg alith the UID Number will then
be sent back to the Office of the Registrar Genaral Census Commissioner, India
(ORG&CCI) and would form the National Populationgister.

Under the scheme, the issue of the National Ide@irds is the last step and is to be “givenin a
phased manner to all usual residents” with no §ipeaineline set. In September 2011, a Public
Interest Litigation was filed against the registganeral alleging that the machinery, which the
government was about to procure for manufactudegMNICs did not meet the specifications
of the technical committee and would result in ikgiing of cards which would “not survive

more than two year§®

Apart from the technical problems, one source ofceon for privacy advocates is that one major
step in the process — digitization of NPR formdemied from individuals is being outsourced to
private companies. More specifically, personnelmfrprivate companies such as ECIL are
responsible for the digitization of all demograptiata collected by the Census department. As
witnessed above, in the context of the electoralhis is a process fraught with the risk of data
theft. In the absence of strict data protectiordglimes on the protocol to be observed by these

%7 HC notice to Centre on MNIC quality DECCAN HERALD, September 2, 2011,
http://www.deccanherald.com/content/93537/hc-netieetre-mnic-quality.html (last visited Nov 1, 2011
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personnel, the protection of citizens informatiopalacy hinges on the ability and willingness

of the State to enforce contractual clauses agtiesagencies hired by it for this task.

17.2.4 The Unique Identity Scheme (Aadhar)

17.2.4.1 A voluntary ID?

The UID claims itself to be a voluntary scheme. ldgar, owing to the complex operational
structure that the UID Scheme adopts, the acts&ldéenrollment entirely in the hands of third
party ‘Registrars’ who include a host of CentraldaBtate social security and welfare
departments (including the Ministry of Rural Devmioent which administers the Rural
employment guarantee scheme), banks and insurangeanies. There is nothing in the Aadhar
Scheme thatorbids these Registrars from making access to their gssvconditional on one’s
consent to UID registration. In practice, many loérh have and will continue to make UID
registration a preliminary formality before accésgranted to their services. So the citizen’s
‘freedom’ to resist UID registration depends onirtlability to forego, say, minimum guarantee

of the right to employment, cooking gas, banking ersurance services, food rations etc.

In addition, the Registrar General of India, théhatity responsible for compiling the National
Population Register of India under the Citizenshat, also happens to be a ‘Registrar’ for the
purposes of the UID. This means that one’s redistrain the NPR will entail automatic
enrolimentin the UID. The Citizenship (Registration of Cérs and Issue of National Identity
Cards) Rules, 2003 makes it mandatory for everyonge enrolled in the National Population
Register. So, paradoxically, although the Aadhanlmer does not confer citizenship, one cannot

be a citizen anymore without owning an Aadhar numbe

17.2.4.2 Data Collection and the UID

A frequently assertion about the UID scheme is that data collected will be limited to a

standard set of information like one’s name, rastée date of birth, photo, all 10 finger prints

and iris image. However, as mentioned previouslg,dntire process of enrollment is carried out
through Registrars who have absolute freedom tamkphe categories of information collected
to include data that is entirely orthogonal to pheposes of the UID. This freedom is typically
guaranteed by a clause in the MOUs which the UID&d signed with Registrars enabling them
to collect additional data that “is required foeithbusiness or service”. Thus, for instance, in
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Himachal Pradesh, citizens are asked to providé@iaddl details such as information about their
ration cards, PAN cards, LPG connection and bankuau$®

17.2.4.3 Privacy and the UID
Although the UIDAI makes repeated assertions raggris intent to respect privacy and ensure
data protection, the precise mechanism through twhieese objectives will be secured is

extremely unclear.

1. To begin with, the entire responsibility for dewgi schemes for safeguarding
information during the collection phase rests ehtion the Registrars. The UIDAI's
own responsibility for privacy begins only from thmoment the information is
transmitted to it by the Registrars — by which tithe information has already passed
through many hands including the Enrolling Ageraryd the Intermediary who passes on
information from the Registrar to the UIDAI.

2. Rather than setting out an explicit redressal meishaand a liability regime for privacy
violations, the UID’s documents stop at loosely aligsng the responsibility of the
Registrars as a ‘fiduciary duty’ towards the resid@tizen’s information. The Registrars
are tasked with maintaining records of the datdectdd for a minimum period of six
months. No maximum period is specified and Registasae free to make what use of the

data they see fit.

3. In addition, the Registrars are mandated to keg@pescoof all documents collected from
the Resident either in physical or scanned copiisife UIDAI finalizes its document

storage agency’®

4. The ‘Data Protection and Security Guidelines’ whiisl UIDAI requires all Registrars to
observe merely contains pious injunctions callingltem to observe care at all stages of

data collection and to develop appropriate inteqpalicies. There is mention of the

298 UID project picks up pageINDIAN ExPRESS January 11, 2011, http://www.indianexpress.caonyst
print/735790 (last visited Jan 22, 2011).

299 DOCUMENT STORAGE GUIDELINES V1.2 (2010),
http://uidai.gov.in/images/FrontPageUpdates/ROBM20Document%20Storage%20Guidelines%20for%20Regist
rars%20final%2005082010.pdf (last visited Oct 2. D).
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desirability of external audits and periodic repatmechanisms, but the details of these

schemes are left to the individual Registrar tondug.

5. Although the Draft National Identification Authoyitof India Bill penalizes the
intentional disclosure or dissemination of identitfjormation collected in the course of
enrollment or authentication, this does not guagdirest accidental leaks and does not
mandate the service providers to positively emph@yghtened security procedures.
Prosecution of offences under the Act can only @edcwith the sanction of the UID
Authority, which further burdens the task of crimlirenforcement in these cases and
would make it difficult for individuals to obtairedress quickly. The total absence of a
provision for civil remedies against Registrars swit unlikely that they will take the

task of protecting privacy seriously.

In other words, the individual’s right to privacyg only as strong as the weakest link in the

elaborate chain of information collection, procagsand storage.

17.2.4.4 Data Sharing and the UID

The UID has frequently claimed that it would notsdose any information, but merely
authenticate information with Yes/No answers. Fstance, in April, 2010, in response to a
guestion in the course of an interview, Nandan keite said “UID itself has very limited fields,

it has only four or five fields — name, addresggedat birth, sex and all that. But it also does not
supply this data to anybody. .. the only authetiboayou can get from our system is a yes or no.
So, you can't query and say what's this guys namehat’s his date of birth, you can’t get all

that®%°
This statement is, however misleading belied byyrwdrthe UIDAI's own documents.

1. The draft NIA Bill, for instance, permits the Autlity to issue regulations on the sharing
of “the information of aadhaar number holders, witlkeir written consent, with such

agencies engaged in delivery of public benefits putolic services as the Authority may

30 To issue first set of UIDs by Feb 2011: NilekaniMoNEY CoNTROL 2010,
http://www.moneycontrol.com/news/business/to-isBist-setuids-by-feb-2011-nilekani_449820-4.html ad
visited Jan 22, 2011).
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by order direct”. In practice, prior “written comgé for sharing is obtained from the
resident as a matter of course at the time of kneoit itself, and it is impossible to
obtain an Aadhar number without consenting to slgaby the UID Authority’®* In
practice, in India, a large number of forms will flked in by assistants and the written
consent box will be ticked as a matter of coursthavit the resident understanding the

full implications of her “consent”.

2. The draft NIA Bill permits the authority to “makeny disclosure of information
(including identity information) made in the intete of national security in pursuance of
a direction to that effect issued by an officer betow the rank of Joint Secretary or
equivalent in the Central Government after obtajrapproval of the Minister in charge”.
There is nothing in the Act that requires that thi®rmation be made available on an
individual basis — in other words, it is possibte the data to be shared en-masse with

any agency “in the interests of national security”.

3. There is nothing preventing “Registrars” who caoyt the actual data collection
functions from sharing this information with anyatfey choose. Thus, for instance, the
Aadhar information collected during the exercisecompiling the National Population
Register will can be shared in whichever manneiRégistrar General of India chooses —
irrespective of what the UIDAI does with that infeation.

So, whileordinarily, the UIDAI would not authenticate information othitban giving Yes/No
responses, there are mechanisms already in plat@rtsume that all this information will be

made available, on demand, to whichever agencyhtiqgtens to be interested.

In September 2011, the National Human Rights Comionis set up under the Human Rights
Act, issued an opinion cautioning against the perharms of the Aadhar scheme. The
Commission noted the possible discriminatory effect the scheme and the fact that no
provision had been made in the Bill for compensatio the victim in case of breach. One
newspaper account reported that “The NHRC noted the "biometric information" and

"demographic information” have not been clearlyirdet and while framing the regulations

301 For instance, a flowchart of the Resident Enrofitnerocess issued by the UID stipulates “Recorsideat’s
consent for Information Sharing” as the tenth siteghe enrollment process. Unless this step isofedid, the
enrollment process cannot proceed!
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under the Act, precautions should be taken to enthat individuals are not required to disclose
confidential information about themselve€?
- is there a national ID number, card, or othenfaf infrastructure? is there a Tax ID number

and how is it used?

- is there a mandatory, legal, or de facto formdeantification? what kind of information is

linked to the record?

- are the identity systems 'electronic' or 'snvaitt the use of digital data, smartcards, RFID?

§18 Biometrics
- is there a national biometric system for fingers, iris or retinal scans, facial recognition?

- do government or other sectors collect biometricrmation?

§19 Medical Privacy and Health Management
Under the Epidemic Diseases Act 1897, if a Statee@ument is satisfied that the state is

“visited by, or threatened with, an outbreak of @aygerous epidemic disease” then it may take
measures to check the outbreak. Such measureswiagle “inspection of persons travelling by

railway or otherwise, and the segregation, in haspgemporary accommodation or otherwise, of
persons suspected by the inspecting officer ofgpheifected with any such disease.” In 2009, the
Act was invoked in the state of Maharashtra to catmfBwine Flu. Rules were promulgated

requiring anyone with swine flu symptoms to go tesidnated government hospitals and
providing that severely affected would be quaradinThe rules allowed local councils to check

students for signs of swine flu in schotiis.

There is no uniform statute specifically protectilg privacy of health information in India.

However doctors are required to maintain the cemfichlity of their patients, and various

302 «padhaar” numbers could lead to discrimination: NKR DECCAN HERALD, September 18, 2011,
http://www.deccanherald.com/content/191739/aadhaarbers-could-lead-discrimination.html (last vidit®ct 23,
2011).

303 steve Hermanlndia Enacts New Guidelines After 1st Swine Flu the¥0ICE OF AMERICA (August 2009),
http://www.voanews.com/english/news/a-13-2009-08/0411-68755652.html (last visited Oct 17, 2011).
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regulations have been passed by the insuranceateguéquiring a high level of confidentiality

with respect to health insurance records. Eachesféd is examined in turn.

19.1 Privacy in the Medical Profession
In 2002, the Medical Council of India notified thlian Medical Council (Professional conduct,

Etiquette and Ethics) Regulations which containcettinjunctions backed by disciplinary action

in cases of breaches. Several of the articlesasetimegulations relate to privacy, for instance

Every physician is required to maintain medicabreds pertaining to indoor patients for
a period of 3 years from the date of commencemktiteotreatment. Upon request by the
patients / authorised agents or legal authoritrelved these documents should be

issued within a period of 72 hours.

Article 2.2 requires physicians to maintain Confides concerning individual or

domestic life entrusted by patients to a physici®efects in the disposition or character
of patients observed during medical attendance Idhoever be revealed unless their
revelation is required by the laws of the Statee Thle also requires the physician,
controversially to evaluate “whether his duty tocisty requires him to employ

knowledge, obtained through confidence as a plamsicio protect a healthy person
against a communicable disease to which he is abdag exposed”. In such an instance,
the rules advice the physician to “act as he wavikh another to act toward one of his

own family in like circumstances.”

Article 7.14 enjoins the registered medical pramigr not to disclose the secrets of a

patient that have been learnt in the exercisef her profession except —
1. in a court of law under orders of the Presidingg&yd

2. in circumstances where there is a serious andifiehtisk to a specific person

and / or community; and
3. notifiable diseases.
Article 7.17 forbids a medical practitioner fromighshing photographs or case reports of

patients without their permission, in any medicabther journal in a manner by which

100



their identity could be made out. If the identity mot to be disclosed, however, the

consent is not needed.

In one of the most important cases to have comerughe issue of privacy, a person sued a
hospital for having disclosed his HIV status tofilasicé without his knowledge resulting in their
wedding being called off. IMr. X vs Hospital Zthe Supreme Court held that the hospital was

not guilty of a violation of privacy since the dissure was made to protect the public interest.
The Supreme Court while affirming the duty of cdefitiality owed to patients, ruled that the
right to privacy was not absolute and was “subjectuch action as may be lawfully taken for
the prevention of crime or disorder or protectidrhealth or morals or protection of rights and

freedom of others.”

19.2 Privacy and Health Insurance Records
The Insurance Regulatory and Development Autherithe national regulator overseeing the

insurance industry in India — has issued a numlbegualelines which cumulatively promote
privacy in the health insurance sector. lllustrallyy guidelines have been issued regulating the
use of telemarketing to solicit insurance busift&sghird party administrators, outsourcing of
functions and health insurance portability whiclche@ontain measures designed to promote

customer confidentiality and privacy.

19.2.1 Third Party Administrators Regulations
In 2001, the IRDA (Third Party Administrators - HiaServices) Regulatiof¥ were issued

which place restrictions on ‘third party administra’ (TPAsS) who provide ‘health services’
under agreement with insurance companies. TPAstyeally companies which provide
information services like back-end processing @ik, processing cashless cards etc. Such
TPAs must obtain a license from the IRBJAand must operate in accordance with a code of

conduct which requires thenmter alia, to “refrain from trading on information and thecords

304 GUIDELINES ON DISTANCE MARKETING OF INSURANCE PRODUCTS (2011), http:/goo.gl/OKfFn (last visited Oct
15, 2011).The guidelines require that “No inconeeck, nuisance or harm shall be caused to thetglienthe
course of solicitation or thereafter. Full disclessi shall be made to the clients under all modeslisthnce
marketing and the requirements of confidentiajityyacy and non-disclosure shall be complied wjttein 9.3(iv)]

%5 The |IRDA (Third Party Administrators - Health Siees) Regulations 2001, (2001),
http://www.irdaindia.org/tpareg.htm (last visite@td5, 2011).

306 As of this writing there are 29 licensed TPAs mli. SeeList of TPAs Updated as on 3rd October, 2011,
INSURANCE REGULATORY AND DEVELOPMENT AUTHORITY (201),
http://www.irda.gov.infADMINCMS/cms/NormalData_Laybaspx?page=PageNo646 (last visited Oct 15, 2011).
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of its business” and “maintain the confidentialdf/the data collected by it in the course of its
agreement”. Regulation 22 of these regulationsiregt’ PAs to “maintain proper records of all
transactions carried out by it on behalf of an inage company” and keep them “for a period of
not less than three years”. In maintaining the r@gothe TPAs are required to “follow strictly
the professional confidentiality between the paras required”. However, this obligation “does
not prevent the TPA from parting with the relevarformation to any Court of Law/Tribunal,
the Government, or the Authority in the case of amwestigation carried out or proposed to be
carried out by the Authority against the insuranempany, TPA or any other person or for any
other reason.” If the TPA'’s license is revoked &my reason, then the “data collected by the
TPA and all the books, records or documents, e#ating to the business carried on by it with

regard to an insurance company” is to be handedtowle insurance company by the TPA.

19.2.2 Sharing of Data Regulations
In 2010, in a somewhat ambivalent move, the IRDsA&sl regulations stipulating the conditions

under which ‘referral companies’ could sell theistomer databases to insurance companies to
enable them to solicit business. On the one hédmadet regulations - RDA (Sharing of Database
for Distribution of Insurance Products) RegulatioB810- are welcome, since they prescribe
rigorous qualifications for referral companies frammom insurance companies may lawfully
purchase databases. All previous referral arrangentbat do not conform with the regulations
are required to be terminated. This introduces lament of conservatism into the manner in
which insurance companies are permitted to sotnee tlients. On the flip side, however, the
regulations lay the foundation for wholesale transfof databases from government and public

sector bodies to insurance companies.

The regulations place welcome restrictions on thelsk of entities that may be allowed to
transfer their databases to insurance companieh ‘eferral companies’ must, for instance, a)
seek and obtain approval from the IRDA, b) meatnags financial norms to qualify, ¢) not be a
company engaged in the business of “acquisitionsahel of data”, d) nor provide retail banking
services or be linked in any way to the insurangsirtess, and e€) must not have an existing
referral agreement with any other insurer. They trmeg earn more than 10% of their total
income from the referral business. In addition,régulations require the referral company not to

be bound “by any confidentiality agreement in thatter of sharing the personal and financial
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databases of its customers.” Referral companiesbareed from providing details of their
customers without their prior consent, and are iflabn from providing “details of any
person/firm/company with whom they have not had amgorded business transaction”. All
agreements between insurers and referral companiet be submitted to the IRDA for
approval. These measures are welcome since theiydpra degree of government oversight into
the manner in which insurance companies sourceitifermation. By placing restrictions on the
kinds of entities who may supply databases to arste companies, the IRDA has forestalled the
sourcing of personal information for the insurarmesiness from becoming a full blown

business.

The less savory aspect of this regulation is thaeéms to legalize the encourage the trade of
databases of personal information from the govenmtirrewho meet all the qualifications of a
referral company - to insurance companies. In artgublished in a prominent newspafléra
senior IRDA official reportedly said “Both statechnentral agencies have huge databases, not
only in the urban and semi-urban areas but alsorad India. For example, it will be a coup if a
health insurer can tie up with a government agesggh as a state hospital™. The same article
guotes the MD of a private insurance company asgayat, “Organisations such as BSNL,
MTNL and even Railways have a huge customer baséarSwe've not entered into agreement

with any such agency but we may explore this opmiy".3°®

So although comforting in some respects, theselagguas also have disconcerting implications
for the future. It remains to be seen to what exg@vernment databases are in fact transacted

upon by virtue of these regulations.

19.2.3 Outsourcing Regulations
In February 2011, the IRDA issued guidelines pdrngtinsurance companies to outsource their

non-core functions including a range of data ertslgmarketing, receiving complaints and other

functions®®® The guidelines require the insurer to “take appete steps to require that third

307 Dheeraj Tiwari,PSUs may open databases for insurers in referrahpEcoNomic TIMES, July 14, 2010,
http://articles.economictimes.indiatimes.com/20701@d/news/28416436_1 _referral-insurance-regulatsuiance-

companies (last visited Oct 15, 2011).

%98 |bid

309 GUIDELINES ON OUTSOURCING OFACTIVITIES BY INSURANCE COMPANIES, (2011), http://goo.gl/fUBVP (last
visited Oct 15, 2011).
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party service providers protect confidential infatron of both the Insurer and its clients from

intentional or inadvertent disclosure to unauthedipersons™’.

19.3 National Health Records
Although India does not currently have a nationedlth record system, such a system is very

likely to take shape under Health Insurance Pditglgiuidelines issued by the IRDA as well as

the Rashtriya Swasthya Bima Yojana (RSBY) — thadwal Health Insurance Scheme.

19.3.1 Health Insurance Portability Regulations
In February 2011, with a view to promoting competitin health insurance services, issued a

circular on Health Insurance portability. The guiides direct all health insurers “that the entire
database including the claim details of the pddiciwhere the policyholders has opted for
portability, shall be shared with their counterpait requested by the counterpart within seven
working days of such request by the counterpdftPursuant to these guidelines, in June 2011,
the IRDA issued a press release announcing thmgetp, by October 2011, of a database to
facilitate health insurance portability betweenfati#nt companiés®. In September 2011,
comprehensive guidelines were issued on Healthrdnse portability according to which
insurance companies would be provided a web-bas®iity created by the Authority to input all
relevant details on health insurance policies dduethem to individuals who wish to move to
another company. These details would then be abtessy the new insurer. As of this writing,

however, this web-based interface has not yet lzerched.

19.3.2 The National Health Insurance Scheme
The RSBY was launched in 2008 by the Ministry obdar and Employment, Government of

India to provide health insurance coverage for @eRoverty Line (BPL) families. The objective
of RSBY is to provide protection to BPL househofdsm financial liabilities arising out of

health shocks that involve hospitalization. Beriafies under RSBY are entitled to

310 ||a;
Ibid
311 Chairman, IRDA, BRTABILITY OF HEALTH INSURANCEPOLICIES (2011), http:/goo.gl/Gxlko (last visited Oct 15,
2011).
312 PRESS RELEASE:PORTABILITY OF HEALTH INSURANCE, (20),

http://www.irda.gov.infADMINCMS/cms/frmGeneral_Laybaspx?page=PageNo01316&flag=1&mid=Press%20rel
eases (last visited Oct 15, 2011).
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hospitalization coverage up to Rs. 30,000/- for nudghe diseases that require hospitalization.

The Scheme aims to enroll up to 300 million Indibg01233

One of the hallmarks of the scheme is its heavianmeé on smart cards to ensure delivery of
services. The website of the scheme claims thakwtly, as many as 25 million smart cards
have been issued to beneficiaries. Under the scheacl state selects an insurance company to
fulfill the mandate of the scheme within the temjt of the state. The insurance company in turn
enters into agreements with hospitals which will the sites of service delivery. The state
supplies the insurance company with a full lisB&L households enumerated according to the
previous censu¥? It is the insurance company which is responsibleehrolling beneficiaries

by obtaining their biometric data (fingerprints gplabtographs) and issuing them a smart card.
Currently, the various insurance companies in etate have their own software and databases.
According to one account, “A central server hasnbestablished wherein participating insurers
(or TPAs on behalf of insurer) push/upload datéartches. Original bio-metric data containing
finger prints, photographs etc is submitted in G¢hdisk separately™> However owing to
inconsistencies in storage formats between insueer€entral Data Management Agency is
envisaged which would consolidate the data held thy various insurers and be “a
comprehensive, uniform system” to operate the setféfrOnce installed, this CDMA would

have the potential to become a National Health Resgstem.

§20 Data Sharing
There are no laws forbidding data sharing eitheoragaet government departments or between

the government on the one hand and private ageogiése other. In some cases, for instance, in
insurance, regulations affirmatively provide foetbrganized sharing of databases between the
government and insurance companies. (See Secti@®R1& this report) In other cases such as

e-passports and driving licenses, the governmest drgered into contracts with private

313 About the Schem@&ASHTRIYA SWASTHYA BIMA YOJANA (2009), http://www.rsby.gov.in/about_rsby.htmistia
visited Oct 15, 2011).

3141t is unclear to what extent this transfer is lega

315 Malti Jaiswal Insuring Health of Millions8 IRDA JOURNAL 25-28 (2010), http://goo.gl/rSwmV (last visitedtOc
16, 2011).

316 Central Data Management Agency Concept Note, (201t€p://www.rsby.gov.in/Documents.aspx?ID=16 {las
visited Oct 16, 2011).
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companies to deliver electronic services which im@dransactions on vast amounts of personal

information.

20.1 Sharing data with the Government
Under the Income tax Act, tax authorities are p#edito obtain information from a range of

agencies “such as banks, mutual funds, credit cantbanies — if they need it for any inquiry
or proceedings...For instance, banks can be askgtide details of their customers with cash
deposits of over Rs 1 lakh. Credit card comparaeshbe directed to furnish details about anyone
who holds a card, irrespective of the value of pases. Mutual funds have to give names and

addresses of those who invest over Rs 1 lakh, whibed for.’!’

In February 2011, the Securities Exchange Boardhdia (SEBI), in collaboration with the

ministry of corporate affairs, and the Reserve Bahlkdia (RBI) proposed a format known as
eXtensible business reporting language (XBRL) taded by companies to report their financial
details. Although not immediately applicable, thenfiat is expected to enhance corporate

surveillance by providing for cross-validation @ftd by different government departmetits.

In addition, a number of policies have been draltgdhe central government which provide for
data sharing in some form. In this section we labk few of the more important policies drafted

in recent times.

20.2 Data Sharing by the Government
As noted above, over the past decade the statddess entering into contracts with private

companies to provide electronic services and badk{erocessing which typically involves
extensive sharing of personal information aboutz@its between the government and these
private companies. Regardless of the existencengfaaticulated policy thrust towards data

sharing, the Indian state has been ingiteetice of data sharing for at least a decade.

317 Hema Ramakrishna;T likely to raise data-sharing , MFs on high-valdeals EcoNomic TIMES, August 7,
2006, http://articles.economictimes.indiatimes.@006-08-07/news/27447713 1 _income-tax-tax-autlesritib
(last visited Oct 17, 2011).

%18 Sebi proposes XBRL reporting system for mutual sundivEMINT, February 15, 2011,
http://www.livemint.com/2011/02/15164528/Sebi-preps-XBRL-reporting-s.html (last visited Oct 17, 2Pl
Souvit SanyalNew financial reporting format to enable data simgriamong company watchdedscONOMIC
TIMES, May 21, 2011, http://articles.economictimes.itidi@s.com/2011-05-21/news/29568795 1 xbrl-regusator
corporate-affairs (last visited Oct 17, 2011).
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To quote just three examples: in October 2008, Tatasultancy Services a prominent software
services company in India was awarded a Rupees diod@ project to “provide passport-related

services to Indian citizens in a speedy, convenagat transparent manner.” In the absence of
anything in the Passport Act prohibiting such whkale outsourcing of essential functions, the
task of safeguarding of citizens’ privacy falls ttee domain of contract law — assuming the

contract between the state and the company contairstandard confidentiality clause - and the
limited provisions of the IT Act dealing with dapaotection. (see infra) The contractual option

can scarcely be regarded as a reliable privacysafd since it is only enforceable by the state
against the private company and the state hasatdmbst, a patchy record has of defending its
contractual rights against private companies.

The following extract, from a newspaper accountuabihe outsourcing of biometric data
collection illustrates the fluidity with which datbaring across databases occurs today between

governments and contracted companies.

“The project, conceived by WFP in 2007, was stagegar ago with Hyderabad-based
4G ldentity Solutions Pvt. Ltd as technology partridsing its 125-member tearthe
firm digitized old ration card registers and mappiese with the database of the 1997
BPL survey and 2002 household sutvdye gram panchayat target beneficiary database
was then transferred to some 6,000 enrolment statin 2,445 villages, 41 wards and
three urban local bodies where people queued ugetaheir biographic and biometric
data recorded. Data from enrolment stations weeatsto the 4G data centre for
aggregation where de-duplication was done using wtirmodal biometric engine to
check for fake enrolments. A final database of umiqard holders was generated and
stored in a centralised citizen databa&ral households have been given laminated bar-
coded ration cards and coupons since point-of+s@ehines cannot be used in villages,
several still without electricity.” (emphasis mne

Indian Express, August 2083

In this single paragraph, entire databases ofetiizravel no less than 4 times (giving, perhaps,
the company the eponymous title of ‘4G’) and are@peal freely onto other databases created for
other purposes. No law regulates these transfeestainly nothing requires the prior consent of
these citizens who have been mapped multiple ti@eg may conjecture that the company in

guestion would be bound by normal contractual dausf confidentiality — but this creates no

319 Mohanty,supranote___.
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obligations towards the citizens, none at any rabéch citizens harmed by this move may
enforce themselves. There is a prevailing sendedtitabases of information, once collected by
the state, become the state’s property throughaperh variant of the ‘eminent domain’ theory

applied to the realm of personal information.

In addition, the UID scheme discussed previouslythis report expressly contemplates the
sharing of information seamlessly across databastgeen a range of government agencies and
private service providers. Although the draft UIl does make a token reference to privacy, it

seems a rather frail protection against the peyagharms that could result from any data loss.

20.3 Data Sharing Policies
Alongside its many practices of data sharing, thdidn state has also issued several policy

documents which expressly or impliedly encouraga daaring. Typically these are contained
as injunctions in ‘Information Technology’ or ‘E-@&nance policies’ issued periodically by the
Central or State Governments. In this section wanmeme a few of these policy documents

insofar as they pertain to data sharing by the Gowuent.

20.3.1 National E-Governance Plan
In May 2006, the Indian government approved theddat E-Governance Plan (NeGP), which

was conceptualized as a holistic approach towardking government services available to
people in their localities through CSCs while mmagtigoals of efficiency, transparency,
reliability, and affordability. he plan includesgmosals for “streamlining, aligning, optimizing
and automating all internal processes across gmaarh boundaries”; with respect to courts,
“online availability of judgments and cause listfileng of cases and notifications through e-
mails”; and a portal providing “one-stop accesgdgernment services.” The NeGP also lays the
groundwork statewide area networks and data ceratedscalls for research into “e-Government
Enterprise Architecture Frameworks, Information B#g, Data and Metadata Standards,”
among other areas. Most importantly, probably, pten calls for “establishing 100,000

broadband Internet enabled Common Service Cer@&€$) in rural areas of the country®

320 This text and the text from select subsequeni®echas been adapted from a previous report aedHoy the
Center for Internet and SocietyL@/ER WRIGHT, PRANESH PRAKASH & SUNIL ABRAHAM, REPORT ON OPEN
GOVERNMENT DATA IN INDIA 25 (2011), http://www.cis-india.org/openness/pedtiions/open-government.pdf (last
visited Oct 17, 2011).

108



20.3.2 National Knowledge Commission recommendations3?!
In June 2005, Prime Minister Manmohan Singh caustit the National Knowledge

Commission, an advisory body to the Office of tliem@ Minister, (NKC) with the mandate to
recommend policy reforms in the areas of “acceskntawledge, creation and preservation of
knowledge systems, [and] dissemination of knowledgd better knowledge servicesThe
NKC was given a period of three years to condustaech and develop recommendations,
which it issued in a series of reports now compiledhe “National Knowledge Commission
Final Report 2006-2009.” In its Final Report, thEGImade two recommendations particularly
relevant to implementing an open government datadra. First, the NKC “recommended the
establishment of a high-end National Knowledge Nekwconnecting all ... knowledge
institutions in various fields and at various laoas throughout the country, through an
electronic digital broadband network with gigab#apecity". Second, and more relevant to
considerations for open government data specificéitle NKC proposed that the government
create a series of “national web based portals estaio key sectors such as Water, Energy,
Environment, Teachers, Biodiversity, Health, Agliote, Employment, Citizens Rights etc.
[serving] as a single window for information oretliven sector for all stakeholders and ...
managed by a consortium consisting of represee&from a wide range of stakeholders”. The
NKC recommended that “[a]ll government departmesitsuld easily make available data sets
they have, in a digital format to the portal comison.” It is unclear to what extent this
recommendation has been followed. The NKC recogniteat “data that is traditionally
collected and managed separately, unrelated to @hehn, should now be seen together. But it
indicated that “[tlhere are no platforms or meckars currently in place to allow this to be done
easily” and recommended also the development aff gdaidelines for appropriate data formats

as well as the regular updating of hosted data.

20.3.3 Public Information Infrastructure322
In 2009, Prime Minister Manmohan Singh appointech itroda to the cabinet-level position of

Adviser to the Prime Minister for Public Informatidnfrastructure and Innovations, tasked with
developing a unified policy for information standsrand practices incorporating both intra-

government affairs and citizens' services.

3211d. at 27-28.
3221d. at 28-29.
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In June 2010, Mr. Pitroda’s office uploaded onlaslide presentation on “Strengthening De-
mocracy and Governance: Public Information Infiagire.” The presentation provides a basic
overview of his proposal for a robust informatiorstem implicating all levels of government

but focusing access and delivery on the level ef ganchayat, or village assembly, which it
specifies as the nodal point for citizen services

Included in the scheme is a national repositorinfifrmation on people, including citizenship,
resident, and household data; places, includintagek, towns, streets, schools, hospitals,
government offices, factories, officers, residensgégtions, mines, minerals, dams, plants, rivers,
parks, forests, farms, etc.; and programs and ajbeernment offices, such as the National
Rural Employment Guarantee Scheme, the Public iDigion System, girl child benefit
schemes, pensions, the judiciary, police and psiseasuries, land records, universalization of

elementary education, and the National Rural Heal#sion, among others.

Applications hosted on the PII will include a shthBeographic Information System (GIS) for
the Survey of India; the National Disaster Managamgrogram; the Urban Ministry; the
Depart-ments of Space, Security, Environment, Heahd Rural Development; the Planning
Commission; as well as private enterprises. Data fthese entities will be publicly available on
a single portal accessible by a variety of cliems|luding PCs and mobile phones. The portal
will also incorporate applications, communities,stmaips, and allow for a variety of analyses on
data including including survey, remote sensin@gdegénsus, education, and health data, as well

as forest, land use and groundwater data.

20.3.4 National Data Sharing and Accessibility Plan (NDSAP)
The National Data Sharing and Accessibility Pol{dDSAP) released in draft form in May

2011 under the Department of Science and Technaogyg to set up a framework that would
create a DATA.GOV.IN portal to release all non-sléied data that is publicly held by various

government departments.

Once finalized, under the policy, each departmeititivave to provide a list of un-shareable
items that will be determined using the provisionghe RTI Act and a hypothetical Privacy Act.

Then all other data sets will be considered safeetopened to the public.
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MetaData would also be provided which would allogople to know what data is available. A
three pronged classification system would be ctetdedeal with different types of data; Open
Access, Registered Access, and Restricted. A datahouse will be set up to house current and

historical data so that this information in is qiace.??®

The policy defines sensitive personal informatisnrecluding “information collected, received,

stored, transmitted or processed by body corparaitgermediary or any person, consisting of

» any proceedings for any offence committed or atlegehave been committed by him,
the disposal of such proceedings or the sentenamyofourt in such proceedings.

* information related to financial information sucls &ank account/credit card/debit
card/other payment instrument details of the users

» physiological and me ntal health condition

* Medical records and history

» Biometric information

» information received by body corporate for procegsstored or processed under lawful

contract or otherwise

It is still unclear what the future of this policg. In June 2011, the government announced the
imminent inauguration of a national government dqaigtal. According to a newspaper account
“All public data-from that on glacier meltdowns toonsoon charts to benami land--will be

freely available at the click of a mouse with tharich of a national data portal next mori{.”

As of this writing, however, the NDSAP has not begproved by the Cabinet and no such

portal is in existence.

- does the government share personal informatidim @ther governments?

323

Id. at 30.
324 New Govt portal Data.Gov.In launch next month teeemformation searghEcoNomic TIMES, June 4, 2011,
http://articles.economictimes.indiatimes.com/20610@d/news/29620789_1 national-data-spatial-datasscc (last
visited Oct 17, 2011).

111



§21 Protection of Privacy

21.1 Other Databases
In 2009, the Government announced the setting up @&f “National Intelligence Grid”

(NATGRID), reportedly modeled on the US intelligenBureau model. The project is expected
to consolidate “over 20 diversified databases sagtbanks, financial intermediaries, telecom
service providers, etc”. It is anticipated that ¢erinstitutionalized, it will promote effective and
speedy retrieval of financial and non-financialadby over 10 government agencies (including
RAW, Intelligence Bureau, Revenue Intelligence & thcome-tax department}®

In July 2011, the Chennai police announced fieldldrfor “the Crime Criminal Tracking
Network and System (CCTNS), which would connecttlafl 1,400-odd police stations in the
State to a central database”. “Once operationad’,report goes on to state, “the database would
provide details of all first information reportsiis), pending cases and those relating to court

proceedings 3°
- are there other key databases of personal intowmevorth noting?

- what regulatory regime governs the collectiomédérmation into databases?

21.2 Workplace Monitoring
Perhaps one of the most neglected areas of prilaeyin India pertains to privacy at the

workplace. Labour law in India has largely tendeddcus on providing the organized sector
with safe working environments and assuring worlkensinimum and non-discriminatory wage.
Perhaps the only privacy-type concern that is cbastly referenced in these legislations has

been the imperative to provide adequate toiletif@s to workmen at sites of employmént.

There is no law in India governing the extent toakhemployers are allowed to monitor their
employees. In many industries such as call cerdrts IT enabled services, pervasive video

surveillance of the workplace, use of biometriaitity cards, monitoring of employee use of the

325 Mukesh Butani,UN convention to boost anti-corruption measyr@wsINESS STANDARD, May 23, 2011,
http://www.business-standard.com/india/news/un-eaiion-to-boost-anti-corruption-measures/436443/  ast(l
visited Oct 24, 2011).

326 Ajai  Sreevatsan,Citizen-friendly measures in crime tracking systeffHE Hinpu, July 3, 2011,
http://www.thehindu.com/news/cities/Chennai/ar2db3974.ece (last visited Jul 8, 2011).

32T For Eg. See Section 42 of the Factories Act whitjuires that adequate ‘washing facilities’ be maelable in

every factory with separate facilities for male dedhale workers.
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internet etc. is routine. Courts have not, so faldwith this issue in a general way, perhaps
because the legal framework to bring such an isk#s not exist. For such an issue to arise
before a court it would require a workman who hasrbdismissed or suspended to bring a suit
claiming that employee surveillance was unfair #rat he had been dismissed on account of it.
Although the Constitution provides, as a Directmnciple of State Policy that the State shall
endeavor to secure ‘just and humane’ conditionsak®?® there is currently no law that gives
workmen a general remedy for ‘unjust or inhumaned@mons’ of work. Employers are required
minimally, to ensure that they do not expose enmgrsyto hazardous work conditions, provide
basic sanitation and rest facilities, and are meguto treat male and female employees equally.
They may not dismiss their employees capriciouslgyond that, however employers are
accorded sovereignty over their workplace which reatend to surveilling their employees at
will. Of course this may not extend to taking clastine pictures of ‘private areas’ as forbidden
by Section 66E of the Information Technology Act

Notwithstanding the thin articulation of workplapévacy rights in India, the Supreme Court
has, in at least one case, placed fetters on tteddiinformation that employers could seek from

employees. IiMrs. Neera Mathur v Life Insurance Corporatiéh the petitioner was a woman

who had applied for a post in the Life InsurancepBaation of India. Having succeeded at a
written test and interview she was asked to fildeglaration form’ and was also examined by a
lady doctor on the panel of a corporation. Theerafhe was given a letter of appointment
subject to a 6 month probation period. Shortly rafter appointment, within her probation

period, she applied for and took maternity leaweafperiod of three months. During this period,
the company discharged her from service withougassy a reason. In a petition that ended up
in the Supreme Court, the company defended it®raahn the ground that “the petitioner had
deliberately withheld to mention the fact of beinghe family way at the time of filling up the

declaration form before medical examination fanégs”. The declaration form contained several
guestions which impinged on her privacy includingether she was married, whether her

menstrual periods always been regular and painteespnumber of conceptions that had taken

328 Article 42 of the Constitution of India

39 Mrs. Neera Mathur v Life Insurance Corporation, RAI 1992 SC 392  (1991),
http://www.indiankanoon.org/doc/832598/ (last wasit Oct 10, 2011)Seealso V.S. ElizabethLabour and
fundamental human rights Is discrimination law doing the job it is suppdseto do? (2010),
http://www.ialsnet.org/meetings/labour/papers/Bieth-India.pdf (last visited Oct 10, 2011).
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place and the number that had gone to full terendite of her last menstruation, the date of her
last delivery and whether she had undergone artiabofhe Supreme Court held that the “real
mischief” in this case was “the nature of the dextlan required from a lady candidate”. The
court held that the details sought in the declanatorm were “embarrassing if not humiliating”
and that the “modesty and self respect” of a womwanld “preclude the disclosure of such
personal problems”. The court ordered the compangeinstate the petitioner with full back

wages and instructed the company to delete thadifig columns in the declaration.

In the same vein, in a number of cases, courts fabéden public sector employers in India
from conducting HIV/AIDS tests without the consefithe employee or discriminating against
HIV positive employees. In a celebrated case, MXY>*, a casual labourer, was tested for
HIV by his employer, a public sector corporationh&W he tested positive, though otherwise fit

for his job, he was refused regularisation, ancchrgract was terminated. The court ruled that:

“ A government/public sector employer cannot demgpyment or terminate the
services of an HIV-positive employee solely becaofskis/her HIV-positive status, and
any act of discrimination towards an employee an lthsis of HIV-positive status is a
violation of fundamental rights.

An HIV-positive employee’s services can only benterated if a substantial risk of
transmission is posed to co-employees or if shedhenfit or unable to perform the
essential functions of the job. Determining whetheperson is unfit or incapable of
performing the job depends on an individual ingbgyond a mere diagnostic test) into
each specific casé™*

There appears to be a strong line of rulings ptimtg@ersons with HIV from discrimination in

public sector employmenrt? although private sector discrimination continueshecked.

330 AIR 1997 Bom 406

31 Kajal Bharadwaj, WE NEED A SEPARATE LAW ON HIV/AIDS? INFOCHANGE INDIA (2008),
http://infochangeindia.org/agenda/hiv/aids-big-dises/do-we-need-a-separate-law-on-hiv/aids.htndst(l visited
Oct 15, 2011).

332 Kajal Bharadwaj & Atiya Bose, BGAL ISSUES THAT ARISE IN THEHIV CONTEXT HIV AIDS ONLINE (2008),
http://www.hivaidsonline.in/index.php/HIV-Human-Ritg/legal-issues-that-arise-in-the-hiv-context.html  (last
visited Oct 15, 2011).
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21.3 Financial Privacy
Various laws require banks in India to maintainreeg in relation to their client data. The

following paragraphs provide brief details abowtsh laws.

21.3.1 Customary/Statutory Banking Law
Both in banking customi¥’ as well as statutes, there is a standardizedgnéned obligation of

secrecy. The wording in the following section ipnauced identically in many banking related
acts including: SBI Act, 1955 — Section 44, SBI @gadsition and Transfer of Undertakings)
1980 — Section 13, Credit Information Companies 20605 -section 29, and The Public
Financial Institutions Act, 1983 -section 3. Thetg& is applicable to the respective Bank as a
whole and its directors, local boards, auditorsjsats, officers or other employees of the State

Bank, and creditors are required in addition ta@ffan oath of secrecy as provided. .
Section 44.0bligation as to fidelity and secrecy.

Obligation as to fidelity and secrecy.- (1) The tS&t®8ank shall observe, except as
otherwise required by law, the practices and usagetomary among bankers, and, in
particular, it shall not divulge any informationlatng to or to the affairs of its

constituents except in circumstances in which, iinsccordance with the law or practice
and usage customary among bankers, necessary mpappe for the State Bank to

divulge such information.

(2) Every director, member of a Local Board or dfacal Committee, auditor, adviser,
officer or other employee of the State Bank shmdfpre entering upon his duties, make a

declaration of fidelity and secrecy as in the fa®hout in the Second Schedule.

In Shankarlal Agarwalla v. State Bank of IndiglR 1987 Cal 29, a customer owned 261 bank

currency notes of Rs. 1.000/-each. Following themdeitisation of high value currency notes in

1978, he tendered these notes to the bank alomgtheétrequisite declaration and instricted the

bank to credit his Current Account with the amourtie bank made declaration made by the

333 One of the landmark cases on banking customsetelat secrecy is the Court of Appeal case of Tieuw

National Provincial and Union Bank of England decidn 1924. The court upheld the general duty ofessy
arising out of a contract between the banker aacttistomer and held that the breach of it may gseto a claim
for substantial damages if injury has resulted ftombreach. It is, however, not an absolute dutygoalified and
is subject to certain reasonable exceptions. Tleeseptions have been incorporated into Indian laee (the
Shankarlal Agarwalla case below)
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customer available to the Income-tax Department i8koed a notice under Sec. 226(3) of the
Income-tax Act, attaching the said sum. Later tine svas released. The Calcutta High Court
observed that among the duties of the banker testhiel customer was the duty of secrecy. Such
duty is a legal one arising out of the contract aad not merely a moral one. Breach of it could,
therefore, give a claim for nominal damages orstdrstantial damages if injury is resulted from
the breach. It was, however, not an absolute duty.was a qualified one subject to certain
exceptions. The instances being (I)the duty to abeyprder under the Bankers' Books Evidence
Act. (2) cases where a higher duty than the pridatg is involved, as where danger to the State
or public duty may supersede the duty of the agehis principal, (3) of a bank issuing a writ
claiming payment of an overdraft, stating on theefdhe amount of overdraft, and (4) the
familiar case where the customer authorises aaedéerto his banker. The learned Judge further
observed that the State Bank of India was direbtethe Reserve Bank of India and the Ministry
of Finance to furnish all particulars regarding a&p of bank notes to the Income-tax
Department as soon as such notices were receivslintance had, therefore, come within the

exceptions,

The recent Payment and Settlement Systems Act7 Rfposes privacy obligations on those
who manage online payment and settlement systeohsasuURTGS/NEFT etc. Section 22 of the
Act enjoins “system providers” not to disclose thastence or contents of any document or part

of any information given to him by a system pap#nt, except where disclosure is
a) required under the provisions of this Act
b) made with the express or implied consent of théesyparticipant concerned
c) in obedience to the orders passed by a court opetant jurisdiction

d) in obedience of a statutory authority in exercisthe powers conferred by a statute.

21.3.2 Reserve Bank of India regulations
The Reserve Bank of India has periodically issuedlajines, regulations and circulars which

require banks to maintain the confidentiality amisigcy of customers.
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Thus, the Master Circular on Credit Card Operatiohbanks issued by the RBI in July 2010
contains an elaborate set of provisions on “RighPtivacy” and “Customer Confidentiality”
under a section titled ‘Protection of Customer R3ghThe provisions inter alia, forbid the banks
from making unsolicited calls, delivering unsolgdt credit cards and from disclosing customer
information to any third party without specific c@nt.

Similarly, the Master Circular on Customer Seniicéanks issued in 2009 contains a detailed
clause on Customer Confidentiality Obligations. Tdk@use reaffirms the customary banking
obligation of secrecy and extends it by forbiddihg usage of customer information for “cross-
selling purposes”. It imposes a restriction on dagbection by requiring Banks to “ensure that
information sought from the customer is relevanthi perceived risk, is not intrusive, and is in
conformity with the guidelines issued in this redfjar

In 2006, the Reserve Bank of India along with salvbanks of the Indian Banks Association

(IBA) established a body called the Banking Codes &tandards Board of India to evolve a set
of voluntary norms which banks would enforce onrtbe/n. A number of guidelines and notices

have been produced by the BCSBI including the “CofiBank's Commitment to Customers”

which most banks in India adhere to. Enforcemerthisugh a seriece of internal Grievance
redressal mechanisms within each bank includingsagdated “Code Compliance Officer” and

an Ombudsman.

Though these guidelines do provide differing anefuisdegrees of security and privacy, the lack
of legislative oversight and enforcement allows $tendards to be applied per institution and

per-contract and enforcement is not guaranteedigfrparliamentary sanctions.

21.3.3 Data protection in the banking sector
Banks are governed by the Information Technology 2@00 as amended in 2008. The latter

amendments contain provisions that enjoin intea,abanks to adopt reasonable security
practices with respect to their databases. Cus®mkibanks can, under the IT Act, obtain
compensatory relief for losses arising out of dagkages as well as unauthorised disclosure of

information by the banks for gain.
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- what information are banks required to collecttbeir customers, e.g. are there 'Know Your

Customer' rules?

- are there requirements for banks and financiatitutions to disclose information to

government agencies for suspicious transactiorrtieg®

- under what circumstances can government agegaiasaccess to financial information?

21.4 Consumer Privacy
Broadly, there are four potential avenues for ttegqetion of consumer privacy in India.

Firstly, individual organizations may voluntarilyormmit to protect the information of their
clients through “Privacy Policies” These becomeoeponent of the contractual commitments

between the service providers and customers anehdoeced through ordinary civil litigation.

Secondly, certain professions and industries hade< of privacy that they must statutorily
abide by. This is true of such professions as tkdical profession and the legal profession in
India and the entire banking industry and the taledndustry. Rigorous privacy norms are set
for each of these industries by their respectivexagoverning bodies. Penalties for breach

include derecognition from the professional assmmaand monetary penalties.

Thirdly, consumer privacy may be enforced by thecgdized Consumer Dispute Tribunals
under the Consumer Protection Act in India.

Lastly, the newly amended Information Technologyt Amposes an obligation on anyone
controlling data to indemnify against losses causethe leakage/improper use of that data. This
has already been discussed in preceding secticdhssokport.

In the following sections we look briefly in turt the first three redressal options for consumers

21.4.1 Privacy Policies:
Several Indian companies have publicly stated pyiyaolicies that they display on their website.

We have profiled the privacy policies of two sudmpanies as a sample.
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Airtel: Defines personal information, informs users howirthieformation will be used,
describes which third parties will have accessaorynformation, provides the ability to opt-out

of commercial SMSs, provides an email addressrigapy concerns.

Rediff: Provides email for customer support, states wheggpal information is collected from
you, what information is collected from you by cask what information is collected about you
and stored, who will collect the information abouatu, how the information will be used to
advertise to you and tailor to your preferenceatest the rights that advertisers have to your
information, disclaimer of responsibility for anther websites linked to the page, states that the
information released in a chat room is considendolip information, defines third party usage,
defines security measures taken, lays out whatebkdhe consumer has regarding collection and
distribution of their information, contains opt-atlauses, defines personal information, defines
cookies, explains that consumers have the abititgdrrect inaccurate information, requires
youth consent

To an extent, these privacy policies have been ngieeditional legal sanction by the
Intermediary Due Diligence Rules notified under thdormation Technology Act which

requires all data collectors to formulate and atisersuch privacy policies. Redressal for
violation of these privacy policies may be obtaifiedbwing the procedure under the IT Act or

through civil courts.

21.4.2 Professional /Industrial Regulations
As mentioned above, several professional bodieg pavacy guidelines which their members

must abide by.

21.4.2.1 Advocates

Rules of Professional Conduct have been framedruhdeAdvocates Act and establish a code
of conduct to be followed by lawyers in order totect the confidence, information, and data of
a client. It is important to note that the obligatiof confidentiality continues even after the

client relationship is terminated. The Evidence Autther buttresses the confidentiality of

clients by making information passed between lavayet client subject to a special privilege.

Complaints of ‘professional misconduct’ against @czhtes are referred to a Disciplinary
Committee constituted under Section 36B of the Adtes Act, 1961 which is empowered to
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impose a range of sanctions from censure to suspetts striking the advocate off the rolls of
the bar council.

21.4.2.2 Medical Practitioners

Similarly, in 2002, the Medical Council of India tifed the Indian Medical Council
(Professional conduct, Etiquette and Ethics) Regula which contain ethical injunctions
backed by disciplinary action in cases of breacBeseral of these relate to privacy and have

been discussed previously in this report in thaextrof medical privacy. (seipra

21.4.2.3 Banking and Telecom Industry

The Banking and Telecom industry each have regylaathorities which have periodically
issued guidelines seeking to protect the privaoyustomers. Thus, for instance, RBI's Customer
Service statement obliges bankers to maintain egcend not to divulge any information to
third parties. Likewise, the TRAI has issued regates on unsolicited commercial
communications and has initiated steps to monitmfidentiality measures taken by telecom
operators. More details are provided in the forega@ections on Communications Surveillance
and financial privacy respectively.

21.4.3 Consumer Protection Act 1986
The Consumer Protection Act which was enacted hin objective to provide for better

protection of the interests of the consumer hasrgatkeas a major source of relief to those who
have suffered violations of their privacy. Accarglito the Consumer Protection Act,1986, a
consumer is a broad label for any person who baysgaods or services for consideration with
the intent of using them for a non-commercial pggoThe Act creates a three tiered
adjudicatory apparatus for the determination ofscmmer disputes, with the District Consumer
Disputes Redressal Forum at the bottom, the States@ner Disputes Redressal Commission
occupying the intermediate tier and the Nationah<toner Disputes Redressal Commission at
the apex. These Commissions have all the poweascofil court to determine the issues before
them. Complaints can be filed by consumers agaiaders or service providers for unfair trade

practiced® defective goods, deficiency in services, overcimardpy a trader or service provider,

334 Section 2(r) of the Consumer Protection Act 1986tains a very elaborate definition of unfair trgatactices
running into nearly three pages and includes a murobtrade practices “which, for the purpose ajrpoting the
sale, use or supply of any goods or for the prowigif any service, adopts any unfair method oriunfadeceptive
practice including any of the following practices”
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hazardous goods. Although the issue of violatioprofacy has not arisen pointedly in too many

consumer complaints, there are a few instancestaatl out.

In Rajinder Nagar Post Office vs. Sh Ashok Kripfahia post master was accused of not

delivering a registered letter, opening it, andnthreturning it in a torn condition. It was

determined that the tearing of the letter withoelivetry to addressee was a grave “deficiency in
service” on the part of the appellant. It was rulleatt the right of privacy of the respondent was
infringed upon by the postman. Under the ConsumeteBtion Act 1986, compensation of Rs.
1000 was awarded as to the mental agony, harassamemtloss arising from the charge of

deficiency in service.

The importance of this case lies in the willingne§she courts to treat breach of privacy as a

“deficiency of service”.

In January 2007, the Delhi State Consumer DispReressal Commission imposed a fine of
Rs. 75 lakh on a group of defendants includingehiiCICI and the American Express Bank for
making unsolicited calls, messages and telemark&ifriThe Commission held that these were
‘unfair trade practices’ under the Consumer Disputet, and also declared that every consumer
annoyed by unsolicited telemarketing calls and t@essages was to be compensated by a
minimum of Rs 25,008%” Although this decision was overruled on appeatti® Delhi High
Court in 2010, it confirms a trend of Consumer DigpRedressal Commissions willing to take

up cudgels on behalf of consumers for violationthefr privacy**®

335 Rajinder Nagar Post Office v. Sh Ashok Kripla009), http://goo.gl/1jQ6x (last visited Oct 10,120.

336 Harish Nair, Consumer court hangs up on telemarketer$ANDUSTAN TIMES, January 16, 2007,
http://www.hindustantimes.com/Consumer-court-hamgssn-telemarketers-calls/Article1-200029.aspxt (lasited
Oct 10, 2011).

37 Utkarsh Anand, HC reverses order on telemarketing call$NDIAN ExPRESS January 18, 2010,
http://www.expressindia.com/latest-news/hc-reverseer-on-telemarketing-calls/568442/ (last visitéact 10,
2011).

338 While agreeing with the Consumer Commission tteltutar operators must ensure unsolicited commiercia
communications had to end, the High Court rulet the Consumer Commission lacked the jurisdictmpass
such heavy penalties, or to decree a minimum cosgim amount to future consumers. An appeal agéies
High Court decision is currently pending before tBepreme CourtSC issues notices to Bharti, others over
unsolicited calls BUSINESS STANDARD, August 26, 2010, http://business-
standard.com/india/storypage.php?autono=1066834&tkst visited Oct 10, 2011).

121



§22 Cultural Dynamics
- are there cultural considerations within the righprivacy that should be mentioned?

22.1 Gender
- are there gender privacy related issues to cavgrsexual offence victims

22.2 Religion
- are there religion and privacy issues to con8ider

22.3 Other
- are there any other privacy issues of nation&aal significance?
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